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Document Overview

This documentis the first 5G Security Test Bed (5G STB) Report, containing results from the 5G
STB’s first round of testing which evaluated use cases leveraging a commercially deployed 5G
network architecture. The 5G STB is a collaborative endeavor between wireless providers,
equipment providers, cybersecurity experts, and academia to demonstrate and validate how 5G
security will work in an existence-proof, real-world setting, using commercial technology that
can be found in any U.S. network. The 5G STB is designed to allow for rigorous, transparent, and
replicable security use case testing and evaluation of 5G devices, network configurations, and
software that may be used to secure wireless communications across 5G technologies.

The 5G Security Test Bed evaluates use cases leveraging an actual 5G network architecture built
from a significant investment and in-kind contributions in state-of-the-art equipment. This report
evaluates some of the 5G security recommendations developed by the Federal Communications
Commission advisory group, CSRIC (Communications Security, Reliability, and Interoperability
Council) made up of experts from government and industry. Additional tests and use cases are
planned. For more information, or to participate in the 5G STB, please contact Harish Punjabi
hpunjabi@ctia.org; (202) 845-5701), or visit https://5gsecuritytestbed.com/.

This report was created by the 5G Security Test Bed. The results were produced by 5G STB
members and the University of Maryland, which serves as the Test Bed Administrator. The results
have been reviewed by the 5G STB’s Technical Advisory Committee.

The information contained in this report may not be reproduced without the express written
consent of the 5G Security Test Bed.

5G STB and TAC Members

The 5G Security Test Bed is a membership effort open to federal agencies, private sector member
companies, researchers, and academic institutions. The 5G STB’s founding members are wireless
providers AT&T, T-Mobile, and UScellular; industry partners Ericsson, the MITRE Group, and
SecureG; and academic partner the University of Maryland, which also serves as the Test Bed
Administrator.

The 5G STB has a Technical Advisory Committee (TAC) made up of the 5G STB’s founding
members and the Test Bed Administrator. The TAC advises the Test Bed Administrator on the
day-to-day technical and operational activities and decisions related to the Test Bed, including
but not limited to: development of use cases to be tested, test plan development and review, raw
test data analysis, test result and report generation, and development of recommendations to
standards bodies based on results.


mailto:hpunjabi@ctia.org
https://5gsecuritytestbed.com/

Executive Summary

Following its formal launch in early 2022, the 5G Security Test Bed has completed its inaugural
round of tests, with successful results. Using its private 5G network and testing facilities, the 5G
STB assessed and verified the efficacy of key 5G network security recommendations made by the
Federal Communications Commission’s (FCC) Communications Security, Reliability, and
Interoperability Council (CSRIC) VII.

Specifically, CSRIC’s Working Group 2 (WG2, “Managing Security Risk in the Transition to 5G”)
made several recommendations to improve security for traffic transmitted over non-standalone
(NSA) networks, where the 5G network is built over a 4G Long Term Evolution (LTE) core to
support both types of traffic. Because 5G NSA networks are built with both 4G and 5G
components, CSRIC’s recommendations aim to ensure 4G networks’ existing vulnerabilities do
not carry over to 5G wireless technologies. The 5G STB has executed three test cases to validate
these recommendations.

Through the three test cases, the 5G STB tested encryption over an untrusted connection
between the two main components of an NSA network—the 4G/5G radio access network (RAN)
and the 4G LTE Evolved Packet Core (EPC)—as well as end-to-end encryption between user
equipment (UE) and an external web server. It assessed protections for both user plane traffic (or
UP traffic, which is the actual data being transmitted by the user) and control plane traffic (or CP
traffic, which directs and controls how data is forwarded through the network).

The tests confirmed that when a non-standalone 5G network exchanges traffic over an untrusted
backhaul connection—in other words, a connection between the Radio Access Network and the
LTE Core that is not controlled by the mobile network operator—implementing CSRIC’s NSA
encryption recommendations provides strong security protections for the network traffic.

Of the 5G STB’s tests:

e Two test cases assessed 5G traffic encryption through an Internet Protocol Security
(IPsec) tunnel, and particularly its ability to protect user traffic and control traffic from
threats such as eavesdropping, modifying, and injecting traffic on the untrusted
connection.

e Thethird test case demonstrated the benefits of transport-layer security (TLS) encryption
between an application on user equipment and an application server on the public
internet.!

! TLSis a standard for securing data that uses cryptography to encrypt and decrypt data exchanged between sender
and recipient networks. The sending and receiving networks decrypt the data they exchange by using public and
private keys ranging from 128 to 2048 bits long.



The 5G STB determined that all tests were successful. Specifically, the tests verified that by using
an IPsec tunnel to encrypt traffic, eavesdroppers could not decipher, modify, or inject traffic
transferred through the network. TLS encryption—which uses cryptography that can only be
deciphered at the traffic’s origin and destination networks with secret keys—further enhanced
these protections.

On the other hand, the tests found that without encryption on an untrusted connection, an
eavesdropper could read and manipulate all user traffic and control traffic passing between the
RAN and the LTE core, resulting in various outcomes for each traffic type. Without the IPsec
tunnel, user traffic that was captured, modified, and injected into the untrusted connection was
generally accepted as valid and passed through to the RAN or the LTE core. In some cases, the
LTE core identified the injected control traffic as problematic and sent ABORT messages to the
RAN, which resulted in a terminated connection.

When an IPsec tunnel was used to encrypt traffic between the RAN and the LTE core, the tests
confirmed that all packets of information were indecipherable. Control traffic could not be
distinguished from user traffic, and the source and destination addresses of the original
messages could not be determined—the encryption caused all traffic to appear as if it was
originating and terminating at the IPsec tunnel endpoints. The tunnel also dropped any modified
and injected traffic, which was not allowed to pass to either the RAN or the LTE core. The final
test verified that end-to-end TLS encryption further obscured the contents of messages sent
through the network, preventing eavesdropping, modification, and injection anywhere between
the UE and the TLS endpoint on the public internet.

Given the 5G Security Test Bed’s initial set of successful tests over 5G non-standalone
architecture, future test cases will assess 5G standalone (SA) architecture, where a 5G network is
built with only 5G components. Anticipated test case topics include CSRIC VIl recommendations
for the SA architecture, as well as network slicing and roaming security concerns.
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Introduction - How the 5G Security Test Bed Advances 5G Security

The 5G STB Is the Latest Industry Initiative to Advance 5G Security

The wireless industry prioritizes stronger security and reliability with every generation of its
mobile networks. With 5G in particular, secure connectivity is the foundation that supports and
enhances the many benefits these networks provide. The wireless industry devotes significant
resources to 5G security, and it is further expanding its efforts through its new 5G Security Test
Bed.

Formally launched in 2022, the 5G Security Test Bed is a unique collaborative endeavor between
wireless providers, equipment manufacturers, cybersecurity experts, academia, and government
agencies, created with a sole focus on testing and validating 5G security recommendations and
use cases from government groups, wireless operators, and others. Itis the only initiative that
uses commercial-grade network equipment and facilities to demonstrate and validate how 5G
security standards recommendations will work in practical, real-world conditions.

The 5G STB reflects the industry’s collaborative approach to 5G security—it was created by the
Cybersecurity Working Group (CSWG), an industry initiative that convenes the world’s leading
telecom and tech companies to assess and address the present and future of cybersecurity. The
5G STB further works with a broad array of government agencies, policymakers, international
standards bodies, thought leaders, and partners in the telecommunications and information
technology sectors. These groups include the 3" Generation Partnership Project (3GPP), the
International Telecommunication Union (ITU), the Department of Homeland Security (DHS), the
National Institute of Standards and Technology (NIST), and the FCC, among others.

The 5G STB Uses Real-World Equipment, Validating Real-World Applications

One of the 5G STB’s core values lies in its ability to validate 5G security use cases in a real-world
environment, using an actual 5G network architecture. Leveraging a significant investment and
in-kind contributions, the 5G STB’s founding members built this state-of-the-art, private 5G
network from scratch for the singular purpose of evaluating 5G network security.

The 5G STB’s initial focus is to validate the recommendations of the FCC’s CSRIC advisory group,
for both non-standalone and standalone network configurations. It will continue evaluating
additional recommendations and use cases from CSRIC and other entities in future tests. It is not
set up to be a platform for identifying vulnerabilities or conducting penetration testing of
networks or equipment.



Real-World Testing

The 5G Security Test Bed advances wireless security by:

e Conducting real-world tests in a rigorous, transparent, and replicable manner that can
assess and validate theoretical and policy concerns and overcome hypothetical
laboratory testing limitations.

e Drawing on the expertise of government, wireless providers, and equipment
manufactures to evaluate specific use cases and support new equipment development.

e Testing security functionality in different scenarios, enabling industry and government to
identify, mitigate, and respond to evolving threats while protecting consumers,
businesses, and government agencies.

Real-World Applications

The 5G STB’s tests and outcomes support several applications that can drive new technology
and transform cities, government, and industries. Use cases include government and enterprise
applications, general network security protections, and smart city applications such as:

e Government and Enterprise Applications

0 Building private 5G networks for enterprises and government.

0 Developing dynamic supply-chain verification technologies for uses such as
logistics management.

0 Creating automated, reconfigurable factories and other automated factory
processes.

0 Developing immersive extended reality (XR) applications, including augmented
reality (AR), virtual reality (VR), and mixed reality (MR), for both consumers and
enterprises.

e General Network Security Protections

0 Enhancing protections against international mobile subscriber identity (IMSI)
catchers and “rogue” base stations used by cyber criminals.

0 Enabling automatic, rapid threat detection and response.

0 Implementing a unified authentication framework that supports security across
multiple network types (e.g., cellular and Wi-Fi).

e Smart City Applications

0 Enabling video for unmanned aerial systems (e.g., drones).

0 Providing support for autonomous vehicles and related technology (e.g.
connected cars and C-V2X standards).

0 Enabling high-resolution video surveillance systems using fixed cameras.



Scope of Report

Security Focus

This report addresses three use cases derived from the FCC’'s Communications Security,
Reliability, and Interoperability Council VIl December 2020 report, Report on Review and
Recommendations on Optional Security Features in 3GPP Standards Impacting 5G Non-Standalone
Architecture.? The CSRIC VIl report focused on the implementation of security protectionsin 5G
NSA networks, which provide 5G service over a 4G Long Term Evolution (LTE) core. The report
drew upon established findings from standards bodies and industry associations such as the
Global System for Mobile Communications (6SMA), the European Telecommunications
Standards Institute (ETSI), 3GPP, and NIST to develop its security recommendations.

The 5G STB report’s scope is to evaluate and verify CSRIC VII's recommendations by investigating
the security features associated with 5G network infrastructure, as well as the use of devices

capable of accessing a 5G NSA architecture.

Background

Why CSRIC VII

The Communications Security, Reliability, and Interoperability Council is a federal advisory
committee that provides the Federal Communications Commission with recommendations to
enhance the security, reliability, and interoperability of communications systems. CSRIC
provides a forum for industry and government technical experts to assess developing technology
and analyze complex issues. It is a leading venue for stakeholders in and outside of government
to share ideas and best practices, and to help the FCC stay abreast of cutting-edge technology
and security issues affecting the communications sector. CSRIC’s work continues to influence
government and industry agendas and activities.

The FCC charters CSRIC every two years. CSRIC VII’s charter was from March 2019 to March 2021,
and it focused on a range of public safety and homeland security-related communications
matters, including issues related to 5G network evolution.

2 CSRIC VIIWG2, Report on Review and Recommendations on Optional Security Features in 3GPP Standards
Impacting 5G Non-Standalone Architecture (Dec. 2020), https://www.fcc.gov/file/20181/download.



https://www.fcc.gov/file/20181/download

The FCC tasked CSRIC VIl with evaluating the transition from the fourth generation of mobile
networks (4G) to the fifth generation (5G) to ensure continued reliability, interoperability, and
security. The evolution to 5G will take time, which means that new technology will coexist with
legacy technology. This raises interesting and complicated issues for real-world network
operators and equipment providers.

As one report explained, “[N]etwork upgrades do not happen overnight. A mobile network
operator does not flash-cut from one generation of network technology to another. Rather, a
new generation will coexist with prior generations for years, even decades.”® This is the reason
operators, manufacturers, standards bodies, and regulators differentiate between “standalone”
and “non-standalone” deployments of 5G—a non-standalone network architecture provides 5G
service over a 4G LTE core, which enables both services to operate over the same network to
limit customer disruption.

CSRIC VII's work resulted in several key reports and recommendations for enhancing security for
non-standalone deployments. CSRIC recommendations do not often lead to testing, so industry
and academia saw value in validating the effectiveness and achievability of CSRIC VII’s
recommendations.

CSRIC VIl Working Group 2’s Report and Recommendations for 5G Non-Standalone
Architecture

The Need for 5G NSA Architecture

5Gis an evolving global wireless standard that enables more types of devices to connect,
delivers higher peak mobile data speeds, increases network capacity and availability, reduces
latency, and provides a more uniform user experience to a broader customer base. 5G’s unique
architecture includes built-in security features, such as mutual authentication and end-to-end
encryption that are not available in previous wireless network generations. Because 5G must
coexist with 4G as network operators make the transition, it is necessary to establish standards
that ensure the networks are interoperable and at the same time take advantage of 5G’s
enhanced security features.

3rd Generation Partnership Project (3GPP), a global partnership of telecommunications
standards organizations, develops standards for mobile communications, including 5G
networks. In doing so, 3GPP has built in backward and forward compatibility when possible,
which ensures that network operators can provide both 4G LTE and 5G equipment and services
to their users during the transition. As a result, many new 5G network deployments use both 4G

# Jon Metzler, Security Implications of 5G Networks, UC Berkeley Center for Long-Term Cybersecurity at 7 (Sept.
2020), https://cltc.berkeley.edu/wp-content/uploads/2020/09/Security Implications 5G.pdf.
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LTE and 5G equipment. In these non-standalone, or NSA, networks, the radio portions of the
system are 5G, but the core network is shared with LTE. Standalone, or SA, architectures are
independent 5G networks using components built specifically for only 5G.

CSRIC VII's Recommendations

CSRIC VIl worked to identify and evaluate optional features in the 3GPP standards that would
potentially cause security gaps in 5G if notimplemented. CSRIC’s Working Group 2 (WG2,
“Managing Security Risk in the Transition to 5G”) released a December 2020 report, Report on
Review and Recommendation on Optional Security Features in 3GPP Standards Impacting 5G Non-
Standalone Architecture in December 2020.* The report focused on the implementation of
security in NSA networks that provide 5G service over a4G LTE core. Within the 3GPP standards,
TS 33.401 and 33.501 specified a security architecture of features and mechanisms for the 4G and
5G systems, respectively.

Several security features outlined in 3GPP TS 33.401 and 33.501 are mandatory for equipment
vendors to implement in UE, but optional to deploy by 4G and 5G network operators. CSRIC VII
WG2 looked at the optional security features and conducted a risk assessment and analysis on
those measures, including: confidentiality and integrity for Non-Access Stratum (NAS) signaling,®
user plane confidentiality and integrity, radio resource control signaling, UE-configured radio
technology, several identity and authentication elements, and network security (IPsec and TLS).

Based on its assessment, CSRIC VIl WG2 made five recommendations:

e Communications sector members and stakeholders should adopt CSRIC-recommended
best practices for hardware and software vendors that collaboratively address security by
design principles.®

e Operators should use higher layer security protections, such as TLS, to mitigate user
plane threats in non-standalone deployments.

e Operators should decide whether to add more security for control plane signaling
messages based on customer requirements, risk analysis, and use cases.

* CSRIC VIl WG2, Report on Review and Recommendations on Optional Security Features in 3GPP Standards
Impacting 5G Non-Standalone Architecture (Dec. 2020), https://www.fcc.gov/file/20181/download.

> “NAS signaling” carries the user data from the user equipment to the MME through the S1 pathway.

® This recommendation was restated from a CSRICV report. See CSRIC V WG6, Final Report: Voluntary Security-by-
Design Attestation Framework for Hardware and Software Critical to the Security of the Core Communications
Network (Sept. 2016). https://transition.fcc.gov/bureaus/pshs/advisory/csric5/WG6_Final 091416.docx.

10


https://www.fcc.gov/file/20181/download
https://transition.fcc.gov/bureaus/pshs/advisory/csric5/WG6_Final_091416.docx

e When IPsec is used, operators should decide whether to deploy IPsec Tunnel Mode or
Transport Mode over the S1-MME, S1-U, and management interfaces based on a risk
analysis and use cases.’

e When using IPsec, operators should decide whether to deploy a Security Gateway for
IPsec termination on the core network side.

Definition of Use Cases, Leading to Definition of Test Cases

CSRIC VIl WG2 identified use cases associated with its five recommendations. In these use cases,
the working group assessed options for protecting user plane integrity, control plane integrity,
Based on these use cases, the 5G STB established and executed three test cases described in this
report, as follows:

1. Confidentiality and Integrity on User Plane:

a. CSRIC Use Case: CSRIC VIl WG2 assessed options for protecting user plane integrity on
5G NSA networks when data is transmitted over an untrusted connection. Based on a
risk analysis and use case requirements, network operators may decide whether and
how to use encryption on untrusted connections to provide confidentiality over the
S1-Uinterface. Options available to network operators include using IPsec
Encapsulating Security Payload (ESP) encryption or an equivalent encryption
technology such as MACsec, or proceeding with untrusted connections based on a
risk analysis and by use case.

b. 5G STB Test Case: To demonstrate the application of this mitigation for the user
plane, the 5G STB defined a test case that assessed IPsec encryption on the S1-U
interface.

2. Confidentiality and Integrity on Control Plane:

a. CSRIC Use Case: CSRIC VIl WG2 assessed options for security on the control plane,
including message security for the NAS signaling interface that carries the data
between the UE and the MME. As with the user plane, network operators may decide
whether and how to use encryption on untrusted connections to provide
confidentiality over the S1-MME interface. Options available to network operators
include using IPsec, MACsec, or other encryption technologies, or allowing untrusted
connections based on a risk analysis and by use case.

b. 5G STB Test Case: To demonstrate the application of this mitigation for the control
plane, the 5G STB defined a test case that assessed IPsec encryption over the S1-MME
interface.

7“S1” refers to the logical pathways that connect various parts of the 5G NSA network’s LTE core to the RAN. The S1-
MME is the control plane’s pathway, while the S1-U is the user plane’s pathway. The MME, or mobility management
entity, is the part of the LTE core that manages mobile device operations such as subscriber authentication,
roaming, and handovers to other networks.
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3. TLSImplementation on User Plane:

a. CSRIC Use Case: As highlighted in its earlier June 2020 report, CSRIC VIl WG2
recommended higher layer security protections to mitigate user plane threats. In its
December 2020 report, WG2 recommended these protections be based on
application layer functionality—which controls how applications communicate with
other applications and devices.

b. 5G STB Test Case: To demonstrate the application of this mitigation for the user
plane, the 5G STB developed a test case for end-to-end TLS encryption through an
IPsec tunnel at the application layer.

The 5G STB anticipates that further testing will look at CSRIC VIl WG3 recommendations for the
5G standalone architecture,® network slicing, subscriber privacy, and roaming security.

5G STB NSA Test Overview

Summary of Process and Findings

In order to validate CSRIC VII's 5G NSA network security recommendations, the 5G STB defined
specific test cases that could demonstrate the efficacy of those recommendations and related
use cases. As a result, each of the 5G STB’s three test cases corresponds with a specific CSRIC

recommendation and objective, as described in Table 1.

Table 1: 5G STB NSA High-Level Test Cases

TestCaselD  Test Case Title CSRIC Recommendation Objective

TC-IPsec-01 CSRIC7TWG2item-  CSRICVIIWG 2, Report 2: User Plane Security - Higher

(Test Case 1) IPsec on UP 7.2.2 User Plane layer protection via S1-U
Confidentiality and Integrity  interface confidentiality and
over the S1-U integrity using IPsec on an

7.2.4 IPsec untrusted link
TC-IPsec-02 CSRIC7TWG 2 item- | CSRICVIIWG 2, Report 2: Control Plane Security -
(TestCase2) | IPseconCP 7.2.3 NAS Signaling Higher layer protection via

Confidentiality and Integrity
over the SI-MME
7.24 |Psec

S1-MME interface
confidentiality and integrity

using IPsec on an untrusted
link

8 CSRIC VI WG3, Report on Risks Introduced by 3GPP Releases 15 and 16 5G Standards (Sept. 16, 2020),

https://www.fcc.gov/file/19297/download.
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TC-1Psec-03 CSRICTWG2item-  CSRICVIIWG 2, Report 2: User Plane Security - Higher
(TestCase3)  TLSonUP 7.2.2 User Plane layer protection at

Confidentiality and Integrity ~ application layer using end-
over the S1-U to-end TLS encryption
through an IPsec tunnel

The 5G STB then developed detailed test plans with step-by-step procedures for setting up and
executing tests, including defining specific test points, means of generating and capturing traffic,
and other details. While the test results are provided in detail in a later section, Table 2 previews
the high-level findings below.

Table 2: 5G STB NSA Test Case Result Summary

Test Case Title
CSRIC 7 WG 2 item -
IPsec on UP

CSRICT7TWG 2 item -
IPsec on CP

CSRICT7WG 2 item -
TLS on UP

Conclusion Rationale

Success When the IPsec tunnel is implemented on the untrusted link,
an eavesdropper cannot read the user traffic transmitted
over the link (it all appears as ESP-encrypted packets with
source and destination addresses as the endpoints of the
tunnel).

The IPsec tunnel does not allow modified and injected
packets to exit the tunnel.

Success When the IPsec tunnel is implemented on the untrusted link,
an eavesdropper cannot read the CP traffic transmitted over
the link (it all appears as ESP-encrypted packets with source
and destination addresses as the endpoints of the tunnel).

The IPsec tunnel does not allow modified and injected control
packets to exit the tunnel.

Success When TLS encryption is implemented on the untrusted link, an
eavesdropper cannot read the user traffic with or without
IPsec encryption. This includes all capture points, not just
those on the untrusted link.

Adding IPsec to the untrusted link further obscures the traffic,
preventing an eavesdropper from reading the source and
destination of the TLS messages, as well as knowing which
encapsulated packets are TLS.

TLS encryption and IPsec encryption do not allow modified
and injected packets to reach their intended destinations.

As presented in the table above, all three of the 5G STB’s tests successfully validated CSRIC VII's
recommendations forimplementing IPsec and TLS encryption to protect user plane and/or
control plane traffic travelling through 5G NSA networks.

13



NSA Network Architecture and Test Configuration

3GPP has defined multiple deployment options for 5G NSA networks. Figure 1 below shows
3GPP’s NSA Options 3, 3a, and 3x, which all use E-UTRA New Radio - Dual Connectivity (EN-DC)
with LTE serving as the Master Radio Access Technology (RAT) and the 5G New Radio (NR)
serving as the Secondary RAT.

4G eNB 4G eNB
LTE Anchor LTE Anchor

(a) NSA Option 3 (b) NSA Option 3a

4G eNB
LTE Anchor

(c) NSA Option 3x

Figure 1: NSA Options

Option 3x is network operators’ preferred choice because its direct connection between the 5G

system’s NR user plane and the LTE system’s Evolved Packet Core (EPC) ensure minimal impact

on existing networks. The test cases in this document use Option 3x.

Figure 2 shows how the configuration of Option 3x using the Security Gateway (SEG) for IPsec
termination.
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Figure 2: 5G NSA network configuration Option 3x, with SEG for IPsec termination

The physical network configuration used for the 5G STB’s initial non-standalone tests consists of
aradio access network (RAN) hosted at the University of Maryland and a 4G LTE Evolved Packet
Core hosted at the MITRE Corporation in Virginia. Both installations are in secure facilities with
safeguards and procedures to ensure the integrity and security of operations.

The connection between the RAN at UMD and the EPC at MITRE is transmitted over the internet
and, therefore, for the scenarios considered here, is treated as an untrusted link®. Figure 3 shows
the configuration for the NSA test cases. The 5G RAN, LTE RAN, and LTE EPC have been provided
by Ericsson. The Ericsson EPC product is a combination SGW/PGW/UPF (serving gateway, packet
data network gateway, and user plane function). Itis configured as SGW/PGW for the purposes
of the NSA test cases.

° The connection between the two sites is actually protected by two additional security tunnels: both an IPsec
tunnel between UMD campus and the MITRE network, protecting traffic over the internet; and a second tunnel
between devices in the 5G STB enclaves to further limit access to appropriate personnel.
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Figure 3: NSA Test Configuration for CSRIC Use Cases

Detailed Test Procedure

Figure 4 shows the test bed’s relevant components, including test points (TP) for various tests.
The routers shown at each location are Ericsson 6672 routers (referred to as R6672 or R6K for
short) and serve as IPsec tunnel endpoints. The switches shown are each Pluribus Freedom
9372-X switches. For the purposes of these tests, the two switches are considered part of the
“untrusted” backhaul link.

eNodeB

Switch

“Untrusted
Network” w

A
Test Point
(Wireshark) 1— —— Tesi Baiini
TP1 Test Point TestAPoint (tepdump)
(Wireshark) (Wireshark) + TPS
TP2 Injection /
Modification
uvD TP3/4 MTRE

Figure 4: 5G Security Test Bed'’s Physical Connections and Test Points

The User Equipment (UE) being used in these tests consists of a Sierra Wireless EM9190 card
connecting to a laptop by USB. Band 66 is used for LTE and N71 for 5G. For the user plane tests
of Test Case 1, traffic is generated at the UE by running the ping command in a Windows
Command Prompt, with a desired destination at IP address 8.8.8.8 (the address for Google’s
domain name server). For the control plane tests of Test Case 2, no user traffic is purposefully
generated (although the Windows operating system creates some traffic). For the TLS test of Test
Case 3, an HTTPS session is opened from a web browser on the UE laptop.

16



During the tests, packets are captured on each of the identified test points in Figure 4: at the UE,
on the RAN-side R6K router, on the RAN-side Pluribus switch, and on the LTE core-side R6K
router. These test points are identified with numbers as shown in the figure and described in
more detail in Table 3, below. Packets captured at TP3 on the untrusted link are saved using
tcpdump and then modified using Kali Linux and injected into the untrusted link at the same test
point. Due to the manual process for starting and stopping packet captures, each set of packet
captures starts and stops at a slightly different time. As a result, packets appearing at the
beginning or end of the test period may not be present in all captures, and, consequently, counts
of specific packets at each test point may differ slightly.

Table 3: Test Point Descriptions

Test Point Description and Use

TP1 Wireshark running on laptop connected to UE; captures packets originating and
terminating at UE laptop
TP2 Wireshark running on laptop connected to RAN-side R6K router; can be configured to

capture packets outside the tunnel (i.e., before IPsec encryption or after IPsec
decryption) or inside the tunnel (encrypted packets when IPsec tunnel is enabled)

TP3 tcpdump running on laptop connected to the port of RAN-side Pluribus switch used
to capture, modify, and inject packets on the untrusted link

TP4 Wireshark running on laptop connected to port of RAN-side Pluribus switch used to
monitor packets on the untrusted link

TP5 tcpdump running on computer connected to core-side R6K router; configured to

capture packets outside the tunnel (i.e., before IPsec encryption or after IPsec
decryption) and inside the tunnel (encrypted packets when IPsec tunnel is enabled)

Wireshark was used to display and filter traffic. It is worth noting that the RAN encapsulates all
packets with the GPRS Tunneling Protocol (GTP), so, when observing Wireshark captures, there is
an outer Ethernet frame encapsulating a GTP-formatted packet, which itself contains the IP
packet. When TLS is used, it encapsulates yet another packet, the encrypted version of the
original packet.

While the 5G STB’s objective is to verify the efficacy of recommended encryption procedures, we
also demonstrate the ability to eavesdrop, modify, and inject packets when the traffic on the
untrusted link is left unencrypted. For unencrypted user plane traffic, tcpdump was configured to
capture only pings and ping responses (ICMP traffic); for unencrypted control plane traffic,
tcpdump captured the naturally occurring control plane traffic, which is the S1 Application
Protocol (S1AP) traffic transported over SCTP. When traffic on the untrusted link is encrypted,
tcpdump only sees encrypted packets and cannot distinguish between user traffic and control
traffic, so all traffic is captured and replayed. Furthermore, for UP test cases, because we can
limit the traffic the UE puts on the network, it is straightforward to determine whether injected
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traffic is dropped in the IPsec tunnel. However, because we have no control over the CP traffic
generated by the RAN and LTE core, in order to make it clear whether or not injected CP packets
are dropped, we inject over 1,000 false CP packets during a test and measure the differences in
number of packets captured at each test point.

For cases implementing an IPsec tunnel, we used pre-shared keys (PSK) to establish the security
association between the two tunnel endpoints. Note that the original use case called for signed
certificates. However, the effort to establish the Public Key Infrastructure was deemed excessive
for the purposes of these tests, which require encryption, regardless of the security association
method.

5G STB NSA Test Results

Table 4 contains the configuration parameters used for the tests.

Table 4: RAN Configuration Parameters

RAT Band TDD/FDD DL EARFCN UL EARFCN Bandwidth
LTE Anchor B66 FDD 66786 132322 20 MHz
NR N71 ‘ FDD 126900 136100 15 MHz

Table 5 shows the connectivity status at the start of the test, including the IP address assigned by
the EPC to the laptop connected to the Sierra Wireless card.

Table 5: Modem Connection Details

Parameter Value

Connection Mode EN-DC
IP Address 172.18.0.3

Test Case 1, TC-IPsec-01

TC-IPsec-01 has two objectives: (1) to demonstrate that, without encryption on the untrusted
link, it is possible to eavesdrop, modify, and inject data packets on the user plane; and (2) to
verify that, with an IPsec tunnel between the RAN and LTE core, packets cannot be read,
modified, or injected on the user plane.
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Figure 6 shows the traffic captured on the UE where Wireshark is used to display and filter traffic.
In this figure, only ICMP (ping requests and replies) messages are shown. For reference on this
and subsequent figures, Table 6 lists the files whose data are shown in the figures, along with a

description of the contents.

M test_1a_ping_neipsec UE-device 030322.pcapng — m] P4
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Aam i ® RE A===7 s ]EHaaar
[0 Jieme <] T+
No. Time Source Destination Protoc Length Info -~
= 120220503 13:28:06.463791  172.18.0.3 £.8.8.8 IcHp 60 Echo (ping) request id-8x0@09, seq=9161/51491, ttl-128 (reply in 2)
<~ 2 2022-85-83 13:28:86.494833  B5.5.3.8 172.18.8.3  ICMP 88 Echo (ping) reply $d-8x8889, seq-9161/51491, ttl-51 (request in 1)
3 2022-05-03 13:28:87.478576  172.18.8.3 B8.8.8.8 IcHp 68 Echo (ping) request id-8x0@@9, seq=9162/51747, ttl-128 (reply in 4)
4 2022-85-83 13:28:87.502732  8.8.8.8 172.18.8.3  ICMP 68 Echo (ping) reply id-8x0889, seq-9162/51747, ttl=51 (request in 3)
5 2622-05-03 13:28:88.493115  172.18.8.3 3.8.3.8 IcHp 66 Echo (ping) request id=8x@@@d, seq=9163/52803, ttl=123 (reply in 6)
6 2022-85-83 13:28:08.526882 5.8.8.8 172.18.8.3  ICMP 68 Echo (ping) reply id=8x8889, seq-9163/52083, ttl-51 (request in 5)
7 2022-05-03 13:28:89.509008  172.18.8.3 3.8.3.83 IcHp 68 Echo (ping) request id=8x@@@d, seq=9164/52259, ttl=123 (reply in 3)
& 2022-85-83 13:28:89.53913@ 8.8.8.8 172.18.0.3  ICMP 68 Echo (ping) reply id-8x0889, seq-9164/52259, ttl=51 (request in 7)
13 2022 -85-83 13:28:18.539681  172.18.8.3 B5.8.8.8 TP 88 Echo (ping) request id=Bx@8@@9, seq=0165/52515, ttl=128 (reply in 14)
14 2022-85-83 13:28:10.554184 5.8.8.8 172.18.0.3  ICMP 68 Echo (ping) reply 1d-8xBE89, seq-3165/52515, ttl-51 (request in 13)
15 2022-85-83 13:28:11.556462 172.18.8.3 B.8.8.8 1P 58 Echo (ping) request id=8xBBBY, seq=9166/52771, ttl=128 (reply in 16)
16 2022-85-83 13:28:11.579080 5.5.8.8 172.18.0.3  ICMP 62 Echo (ping) reply 1d-0xB009, s=q-9166/52771, ttl-51 (request in 15)
26 2022-85-83 13:28:12.578756 172.18.8.3 B.8.8.8 1P 58 Echo (ping) request id=8x88BY, seq=9167/53827, ttl=128 (reply in 27)
27 2022-85-83 13:28:12.683691  5.5.8.8 172.18.0.3  ICMP 62 Echo (ping) reply 1d-0xB009, s=q-9167/53027, ttl-51 (request in 26) -
<
> Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface \Device\NPF_{AD825118-5F33-4C2E-B476-1BEDA4DSCIEF}, id @ ~
Raw packet data
> Internet Protocol Version 4, Src: 172.18.8.3, Dst: 8.8.8.8
~ Internet Control Message Protocol
Type: & (Echo (ping) request)
Code: B
Checksum: @x298a [correct] .
ea10 3 o ~
0626 e 6 700 71 72 73
083e 68 6 ~
O &  Code (icmp.code), 1 byte || Packets: 106 - Displayed: 44 (41.5%) || Profie: STE Profie

Figure 6: UE Packet Capture
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Table 6: Test Case 1 Raw Data Files and Content Descriptions When IPsec Not Implemented

File Name Contents

test_la_ping_noipsec_UE-device_050322.pcapng Ping packets captured at TP1, laptop
connected to UE

ping050322.pcap Captured pingtraffic at TP3

mod_ping050322.pcap Modified ping traffic

final_test_la_ping_noipsec_testlaptop_050322.pcapng Injected ping traffic at TP3

final_test_la_ping_noipsec_pluribus_050322_mod.pcapng Injected traffic captured at TP4 on
outgoing interface to the core

test1A2-MITRE-r6k-noipsec-050322-1640.pcap Traffic captured at TP5 on core-side
ingress R6K interface from RAN
test1A2-MITRE-r6k-clear-050322-1640.pcap Traffic captured at TP5 on core-side

egress R6K interface toward internet

Figure 7 shows three Wireshark windows: one displaying contents of the PCAP file created by
tcpdump on the untrusted link that captures transmitted packets to be later modified; one
displaying the contents of the PCAP file that results from modifying those captured packets; and
one that displays the packets observed on the Pluribus switch after the injection point (TP4).
Each window’s lower portion breaks down the packet highlighted in its upper portion. The
modification that is implemented is changing the source MAC address of the message, which can
be seen as Ericsson_8b:a0:50 (98:7a:10:8b:a0:50) in the first window and 66:0e:94:d3:a0:21 in
both the modified and injected packet captures displayed in the second and third windows.
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:5GSTB

>

— o >
Capture  Analyze Tools  Help
TRE ] e T
BE3 -]+
no. Time Destination Protocol Lengtl Info ~
—~ 1 2022-85-83 :00.749695 8.8.3 B8.8.8.8 GTP <ICMP> 114 Echo (ping) request id=0xB009, seq-0164/52250, tt1-128 (reply in 2)
< 2 2022-05-03 ©0.754830 .8 172.18.8.3 GTP <ICMP> 114 Echo (ping) reply id=exee89, seq=9164/52259, ttl=51 (request in 1)
7 2822-65-83 81.765661 a2 ATD ¢TrMPS 114 Ech = = £e1ma m— | |
5 2022-05-03 1.770653 cep
o3 22.789593 .
s 0. 7aaa2r File Edit Capture  Analyze Tools  Help
03 13:29:03. £13002 AW Z@® R B Qe &
o3 :03.818940 8
22 2822-@5-03 24.829889 (W [pedar==s22s
23 2@22-95-03 84.835070 Mo, Time - Source Destination Protocal Lengtl Info
24 2022-05-03 05.837763 —+ 1 2022-65-83 13:29:00.749695 172.18.8.3 5.8.8.8 GTP <ICMP> 114 Echo (ping) request id=0x@@09, seq=0164/52250, ttl=12:
25 2822-05-83 ©5.842578 l«— 2 2822-85-03 1. .754830  8.8.5.8 GTP <ICMP> 114 Echo (ping) reply id-ex@8e9, seq=9164/52259, ttl=51
26 2822-05-03 06857683 7 2022-65-83 1: .765661  172.18.8.3 GTP <ICMP> 114 Echo (ping) request id=Bx@@09, seq=0165/52515, ttl=12%
27 2022-85-83 86.862873 8 2022-05-23 1 .770683  8.8.8.8 GTP <ICMP> 114 Echo (ping) reply id-0x0009, s=q-9165/52515, ttl-51
28 2822-85-03 ©7 . 869659 9 2022-05-83 1. .789693  172.18.0.3 GTP <ICMP> 114 Echo (ping) request id=0x0@89, seq=9166/52771, ttl=12&
< IS 18 2822-85-83 1. .794827 8.8.8.8 GTP <ICMP> 114 Echo (ping) reply id=8x8B09, seq=9166/52771, ttl-51
20 2822-65-83 1. 3.813692  172.18.0.3 GTP <ICMP> 114 Echo (ping) request id=0x0@69, seq=9167/53027, ttl=12&
7 Frame 1: 114 bytes on wire (912 bits) 21 2822-85-83 13:20:083.818948 B8.8.8.8 GTP <ICMP> 114 Echo (ping) reply id=Bx8889, seq=0167/53027, ttl=51 v
“ Ethernet II, Src: Ericsson_8b:a8:56 (d ¢ >
Destination: 66:@e:94:bc:seida ( = = =
. Source: Ericsson_sb:a@:5@ (98:7a:l{ ° Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) ~
Type: 802.1Q Virtual LAN (6xgleey | ¥ EThernet II, Src: 66:@e:94:d3:a8:21 (66:0e:94:d3:a@:21), Dst: 66:@c:94:bc:80:4a (66:0e:94:bc:50:4a)
> 882.1Q Virtual LAN, PRI: 1, DEI: @, IO 7 Destinatio
> Internet Protecel Version 4, Src: 192 o= iot=t
> User Datagram Protocol, Src Port: 2153 Type: 862.1Q Virtual LAN (0x5160)
% GPRS Tunmeling Protocol 7 8@2.1Q Virtual LAN, PRI: 1, DEI: @, ID: 1801
5 Internet Protecol version 4, src: 172 7 Internet Protocol Version 4, Src: 192.168.255.21@, Dst: 192.165.8.104
PO o Gt e Chateesil » User Datagram Protocol, Src Port: 2152, Dst Port: 2152
Type: 8 (Echo (ping) request 7 GPRS Tunneling Protocol
Code: @ M final_test_1a_ping_noipsec_testlaptop_050322_mod.pcapng — a x
Checksum: 8x2987 [corre
[Checksum Status: Good] | File Edit View Go Copture Analyze Statistics  Telephony Wireless Tools Help
Identifier (BE): 9 (exed 4 W | @ = & Q &= = ® &= | | | TF
Identifier (LE): 2384 (4 = —_— —
Sequence Nulgbel (Be): of M [addr==s855 = -]+
Sequence Number (LE): 53 ne. Time Source Destination Protocel Length  Infe .
[Response frame: 2] —» 1 2022-85-83 N 6 172.18.8.3 B8.8.8.8 GTP <ICMP> 114 Echo (ping) request id=0x@009, seq=9170/53795, ttl=128 (reply in 2
> Data (32 bytes) «— 2 2e22-e5-8@3 6.554203815 8.8.8.8 172.18.8.3  GTP <ICMP> 114 Echo (ping) reply id-0x0009, 170/53795, ttl-51 (request in
3 16:21:47 5.8.58.8 TP <ICHMP> 112 Echo (ping) request id-exeoes, 171/54851, ttl-128 (reply in 4
0000 66 Oe 94 bc 80 4a 4 2022-85-83 16:41:47.566188398 172.18.0.3  GTP <ICMP> 114 Echo (ping) reply 1d=0x8009, 171/54851, ttl=51 (request in
9018 ©8 #@ 45 38 PP 60 5 2622-85-83 16:41:45.585110338 8.8.8.8 GTP <ICHMP> 114 Echo (ping) request id=@x80@9, 172/54307, tt1=128 (reply in 6
o = - 6 2022-85-03 16:41:45.590182704 172.18.8.3  GTP <ICMP> 114 Echo (ping) reply id=0x0009, 172/54307, ttl=51 (request in
Internet Protocol Varsen 4: Protof " N .
10 2022-05-83 16:41:49.597876683 8.8.8.8 GTP <ICHMP> 114 Echo (ping) request id=@x@009, 173/54563, ttl=128 (reply in 1
11 2022-85-83 16:41:49.662046361 172.18.©.3  GTP <ICMP> 114 Echo (ping) reply id=exeees, 173/54563, ttl=51 (request in
12 2022-85-83 16: 665886678 8.8.8.8 GTP <ICMP> 114 Echo (ping) request id-8x8689, 174/54819, tt1-128 (reply in 1
13 2022-85-03 618818683 172.18.©.3  GTP <ICMP> 114 Echo (ping) reply id=exeees, 174/54819, ttl=51 (request in
23 2022-85-83 621844212 8.8.8.8 GTP <ICMP> 114 Echo (ping) request id=0x8809, seq=0175/55875, tt1-128 (reply in 2
24 2022-85-03 626141845 172.18.8.3  GTP <ICMP> 114 Echo (ping) reply id=exee89, seq=9175/55875, ttl=51 (request in
28 2022-85-03 641165491 8.8.8.8 GTP <ICMP> 114 Echo (ping) request id-0x8009, seq-0176/55331, ttl-128 (reply in 2
29 172.18.€.3  GTP <ICHMP> 112 Echo (ping) reply  id=ex@0@9, seq=9176/55331, ttl=51 (request in N

Ethernet II, Src:
§02.10 Virtual LAN, PRI: 1, DEI:
Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:
GPRS Tunneling Protocol

Internet Protocol Version 4, Src:

66:0e:94:d3:a0:21 (66:@e:94:d3:a@:21), Dst:
@, ID: 1001

192.168.255.210, Dst:
2152, Dst Port: 2152
8.8.8

172.18.8.3, Dst:

192.165.5.104

.8

66:0e:94:bc:80:4a (66:0e:94:bC:80:4a)

~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @ .
anen he 3 A~ 66 @An 04 42 @ 21 91 Aam 12 a0 -

Figure 7: RAN-Side Captures on Untrusted Link: Eavesdropped/Captured Packets; Modified Packets; Injected Packets

Figure 8 and Figure 9 show the relevant packet captures when the pingis stopped on the UE, but
the captured packets are modified and injected into the untrusted link. Figure 8 shows the
packets captured at the output of the RAN-side switch facing the LTE core (TP4). Figure 9 shows
the packet captures at the core-side router (TP5), which includes the traffic captured at the
tunnel endpoint (ingress R6K interface) and on the interface toward the SGW/internet
(egress/clear R6K interface). Note that, although the UE is not sending any ping packets, the
same ICMP traffic is visible at all test points, and, specifically, the ping packets are completely
decipherable on the untrusted link. Figure 9 further shows that modified ping packets are

received on the ingress R6K interface on the core side, and ping packets (reply and request) are

seen on the egress interface of R6K with the correct control codes.
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M final_test_1a_ping_noipsec_pluribus_D50322_mod.pcapng — [m] >
File Edit View Go Capture Analyze Statistics Telephomy \Wireless Tools Help

® RE R e = ® | _ @ @ I

M |ipzddr==t888 <] -]+
Time Source Drestination Protocol Lengtl Info ~
2022-05-03 16:41:01.827788  172.18.6.3 85.8.5.8 GTP <ICMP> 168 Echo (ping) request id=8x@909, seq=90164/52259, ttl=128 (reply in 588)
2022-05-83 16:41:01.832836 5.8.8.8 172.18.8.3  GTP <ICMP> 168 Echo (ping) reply id=Bx@009, seq=9164/52259, ttl=51 (request in 498)
2022-05-83 16:41:02.843743  172.18.6.3 85.8.5.8 GTP <ICMP> 168 Echo (ping) request id=@x8889, seq=9165/52515, ttl=128 (reply in 516)
2022-05-83 16:41:02.8458633  5.8.8.8 172.18.8.3  GTP <ICMP> 168 Echo (ping) reply id=Bx@009, seq=9165/52515, ttl=51 (request in 514)
2022-85-83 16:41:03.867612 172.18.6.3 85.8.5.8 GTP <ICMP> 168 Echo (ping) request id=6x@809, seq=9166/52771, ttl=128 (reply in 551)
2022-05-83 16:41:03.872887 85.8.8.8 172.18.8.3  GTP <ICMP> 168 Echo (ping) reply id=Bx@009, seq=9166/52771, ttl=51 (request in 549)
2822-85-83 16:41:84.891746 172.18.8.3 8.8.8.8 GTP <ICMP> 168 Echo (ping) request id=@xB@89, seq=9167/53827, ttl=128 (reply in 582)
2822-85-83 16:41:84.896965 8.8.8.8 172.18.8.3 GTP <ICMP> 168 Echo (ping) reply id=8x@e8d, seq=9167/53827, ttl=51 (request in 538)
2822-85-83 16:41:85.987542  172.18.8.3 B8.8.8.8 GTP <ICMP> 168 Echo (ping) request id-@x8@89, seq=9168/53283, ttl=128 (reply in 594) o]

Rl Sl oD DT TR Z P P e

> Frame 498: 16@ bytes on wire (128@ bits), 16@ bytes captured (1288 bits) on interface \Device\NPF_{1D8682DB-@731-47CF-9956-B4479EAS7@81}, id @ ~

> Ethernet II, Src: 66:8e:94:bc:88:4a (66:8e:94:bc:88:4a), Dst: Cisco_ff:fc:68 (88:88:e3:Ff:fc:68)
> Internet Protocol Version 4, Src: 128.8.46.80, Dst: 18.285.67.138
> User Datagram Protocol, Src Port: 59324, Dst Port: 4789
> Wirtual eXtensible Local Area Network
> Ethernet II, Src: 66:8e:94:bc:8@:4a (66:8e:94:bc:80:4a), Dst: 66:0e:94:d3:a0:21 (66:0e:94:d3:20:21)
> Internet Protocol Version 4, Src: 192.168.255.210@, Dst: 192.168.8.184
» User Datagram Protocol, Src Port: 2152, Dst Port: 2152
» GPRS Tunneling Protocol
> Internet Protocol Wersion 4, Src: 172.18.8.3, Dst: 5.8.8.8
~ Internet Control Message Protocol
Type: 8 (Echo (ping) request) o]

F/H‘gt;e 8: RAN-side Untrusted Link Capture on Outgoing Port Toward Core
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M test1 A2-MITRE-t6k-noi cap — m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
amy P Qes=Fe=Eaaar
(I [ipaddr==8.5.5.8 [X] -]+
Na. Time Source Destination Protocol Lengtl Info Ll
191 2822-85-83 16:41:88.512515 172.18.8.3 B8.8.8.8 GTP <ICMP> 114 Echo (ping) request 1d=@x8889 , SEq:ElM/‘SZZSQ, tt1=128 (I‘Eply in 193)
193 2022-85-83 16:41:080.517753 B8.8.8.8 172.18.8.3 GTP <ICMP> 114 Echo (ping) I‘Eply i1d=ax8889 , seq:9164/52259, +tt1=51 (I‘EquESt in 191)
—+ 201 2822-85-83 16:41:01.528664 172.18.8.3 8.8.8.8 GTP <ICMP> 114 Echo (ping) request id-@x@@89, seq=9165/52515, tt1=128 (reply in 263)
+— 203 2022-85-83 16:41:01.533589 B8.8.8.8 172.18.0.3 GTP <ICMP> 114 Echo (ping) I‘Eply id=8xe009, SEq:QlﬁS/‘SZSlS, tt1=51 (I‘EquESt in 201)
205 2022-85-83 16:41:02.552546 172.18.8.3 B8.8.8.8 GTP <ICMP> 114 Echo (ping) request id=8xe009, seq:9155/52771, tt1=128 (I‘Eply in 207)
207 2022-85-83 16:41:02.557822 B8.8.8.8 172.18.0.3 GTP <ICMP> 114 Echo (ping) reply id=0x@889, seq=9166/52771, ttl=51 (request in 285)
227 2022-85-83 16:41:03.576690 172.18.8.3 B8.8.8.8 GTP <ICMP> 114 Echo (ping) request id=0x@809, seq=9167/53027, tt1=128 (reply in 229)
229 2022-@5-83 16:41:03.581813 B8.8.8.8 172.18.0.3 GTP <ICMP> 114 Echo (ping) reply id=0x@889, seq=9167/53827, ttl=51 (request in 227)
231 2022-85-83 16:41:04.592557 172.18.8.3 B8.8.8.8 GTP <ICMP> 114 Echo (ping) request id=0x@889, seq=9168/53283, tt1=128 (reply in 233)
233 2022-85-83 16:41:04.597909 B8.8.8.8 172.18.0.3 GTP <ICMP> 114 Echo (ping) reply id=0x@889, seq=9168/53283, ttl=51 (request in 231)
235 2A272-A5-A3 1R:41:05.AAARTI 172.18.#.3 R.A.R.AR GTP <TCMP> 114 Frhn fnine) reauest id=AxARA9. =en=91A9/53539. ++1=128 (renlv in 237} o
< >
> Frame 281: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) ~
» Ethernet II, Src: 66:8e:94:d3:a@:21 (EB:GE:E‘I:dE:EB:Elj, Dst: Er‘i(SSDn_SS:Ql:dS (98:76:10:85:91:[‘5)
: ?ﬁi;:ﬁ;ﬁiﬁ;(ﬁ"&;: M test1A2-MITRE-r6k- clear-050322- 1640.pcap
> User Datagram Protocol| File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
> GPRS Tunneling Protoco! ~ = p . 3 =
3 Internet Pmtgtol verc| M W 1 © HE Q&= 2= e e
~ Internet Control Messaj[]] [podd—ssss
Type: 8 (Echo (pin —
Code: @ Now Time Source Destination Protocal Lengtl Info
hark, —— 198 2822-85-83 16:41:808.589842 172.18.8.3 B8.8.8.8 GTP <ICMP» 114 Echo (ping) request 1d=8x8889 , SEq=9154f52259, ttl:
192 2822-85-83 16:41:808.514948 8.8.8.8 172.18.8.3 GTP <ICMP> 114 Echo (ping) I‘Eply 1d=6x8889 , SEq:ElM/‘SZZSQ, ttl:
lalalaa 98 7a 1@ 85 9 —» 208 2822-85-83 16:41:081.525986 172.18.8.3 B8.8.8.8 GTP <ICMP> 114 Echo (pi"g) request 1d=6x8889 , 5@q=9155/51515, ttl:
ggzg ?% 3;} ig 32 gﬂv— 282 2022-85-83 16:41:81.538786 8.8.8.8 172.18.8.3 GTP <ICMP> 114 Echo (ping) I‘Eply 1d=8x88e9, SEq:ElESfSZSlS, ttl:
284 2022-85-83 16:41:82.549841 172.18.8.3 B8.8.8.8 GTP <ICMP» 114 Echo (ping) request id=6x8889 , seq:9155/52771, ttl
O 7 wstlA:-MITRE-Sknoipse{ 206 2022-85-83 16:41:82.555148  B.8.5.8 172.18.8.3  GIP <ICMP> 114 Echo (ping) reply  id-8xB089, seq-9166/52771, ttl
226 2022-05-03 16:41:83.573896 172.18.8.3 B8.8.8.8 GTP <ICMP>» 114 Echo (ping) request id=axeee9, seq:9157/53627, ttl
774 MAII_AE_AT 1£-41-62 ETAN1L aaaaea 177 18 4 2 ATD ,TAMD~ 114 Frha fninal ranlu 3 A—aanna ran-0167/830%7  ++1

-~

Frame 208: 114 bytes on wire (912 bits), 114 bytes captured (912 bits)
Ethernet II, Src: Ericsson 85:91:c9 (98:7a:1@:85:91:¢9), Dst: fa:16:3e:7a:b7:81 (fa:16:3e:7a:b7:81)
§82.1Q Virtual LAN, PRI: @, DEI: @, ID: 3784
Internet Protocol Version 4, Src: 192.168.255.21@, Dst: 192.168.8.184
User Datagram Protocol, Src Port: 2152, Dst Port: 2152
GPRS Tunneling Protocol
Internet Protocol Version 4, Src: 172.18.8.3, Dst: 8.8.8.8
Internet Control Message Protocol

Type: & (Echo (ping) request)

Code: @

Checksum: @x2986 [correct]

[Checksum Status: Good]

Identifier (BE): 9 (@x@809)

Identifier (LE): 2384 (Bx0980)

0000 fa 16 3e 7a b7 81 m 85 91 c9 81 00 e 78
6010 @8 90 45 38 00 60 Tc 00 fb 11 39 29 cB a8
0620 Ff d2 @ aB 08 68 08 68 08 68 00 Ac 86 42 30 ff
(0 7 testiA?-MITRE-rék-clear-050322-1640.pcap || Packets: 39 - Dispiayed: 60 (15.2%)

Figure 9: Core-Side Untrusted Link Capture and Core-Side (Trusted) Router Capture

& v

Objective 2: Verify inability to eavesdrop, modify, inject payload on UP

As organized in Figure 7 above, Figure 10 displays three windows: two PCAP files corresponding
to the captured packets and modified packets (where, again, the MAC address has been
modified), and one PCAP file corresponding to the capture of the injected packets at TP4. As can
be seen in the figures, traffic is indistinguishable as it all appears as encrypted (ESP) packets.
There are no ICMP packets indicated, nor is there any indication of what traffic is control plane
traffic. The source and destination IP addresses shown in the Wireshark windows are those of the
endpoints of the IPsec tunnel. For reference on this and subsequent figures, Table 7 lists the files
whose data are shown in the figures along with a description of the contents.
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5G STB Report Based on CSRIC VIl Recommendations TLP:WHITE:5GSTB

M esp_ping050322.pcap - [m] *
File Edit View Go Capture Analyze Stati Telephony  Wireless  Tools  Help
e E o e

amz BE Q«mEF R
[I Apphy 2 display fiter . <Ctr-/= = _] +
Ne. Time: Source Destination Protocal Lengtl Info )

1 2022-85-83 13:43:32.590640 192.163.255.254 192.168.8.254 ESP 186 ESP (SPI=@xcaSbhalds)

2 2822-85-83 13:43:32.59586@ 192.168.8.254 192.168.255.254 ESP 186 ESP (SPI=8xc2c@6Ba2)

3 20822-85-83 13:43:33.598572 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=@xcaSbalds)

4 2822-@85-83 13:43:33.683612 192.168.5.254 192.168.255.254 ESP 186 ESP (SPI=8xc2cB6Bal)

5 2822-85-83 13:43:34.6@86637 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=@xcaSbalds)

6 2822-85-83 13:43:34.612047 192.163.8.254 192.168.255.254 ESP 186 ESP (SPI=8xc2c@68a2)

7 2822-85-83 13:43:35.626635 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=BxcaSbalds)

B8 2822-85-83 13:43:35.631985 192.168.8.254 192.168.255.254 ESP 186 ESP (SPI=8xc2cB63a2)

9 2822-85-83 13:43:36.638671 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=@xcaSbaldd) w
< >
» Frame 1: 186 bytes on wire (1483 bits), 186 bytes captured (1488 bits)

~ Ethernet II, Src: Ericss|

» Destination: 66:8e:9 ‘ mod_esp_ping030322 pcap - o
? [Seurce: Ericsson 8b3g File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Type: 882.1Q Virtual . e Rp— —
1@ o p WE F @
s 862.10 virtual Lan, prrz M M 1 @ EE q@'—\*@éﬁ @ Q QI
» Internet Protocol Varsiﬂ[l Appty  display fiter __ <Ctri-/= [=]
» Encapsulating Security
No. Time Source Destination Protocel  Lengtl Info
0000 66 @e 94 bc 88 45 2022-85-03 13:43:48.818759  192.168.255.254 192.168.8.254 ESP. 186 ESP (SPI=@xcaSbalds)
pele 98 0@ 45 38 PO 46 2022-05-03 | o fina| best 1b_ping_ipsec_testiaptop_050322.pcapng - O
0020 ff fe c@ a8 @8 47 2022-95-@3
0030 8f bf 83 98 72 48 2022-85-@3 | File Edit View Go Capture Analyze Statistics Telephony Wireless Taols Help
0640 14 c4 @c 5d 7b 49 2822-85-83 & = 4 . w4 = ¥
8050 of b3 03 ca 18|  so saseneay | W & @ RE QewEF s _ = Qe
@660 @ 53 5a b5 c9 51 2022-85-83 Apply = display fiter _ <Ctri-/> = -]
Source Hardwrare Address (e 52 2022-83-83 Time Source Destination Protocol Lengtl Info
F022-05-03 1 2622-65-83 16:27:39.439836338 192.168.255.254 192.168.8.254 Esp 186 ESP (SPI=BxcaSbalds)
2 2822-85-83 16: 9.489855272  192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=8xc2cB68a2)
Frame 1: 186 by 3 2822-85-83 16:27:39.459859020  192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=BxcaSbalds)
+ Ethernet II, S 4 2022-85-83 16:27:39.489862599  192.168.255.254 192.168.8.254 ESP 186 ESP (SPI-Bxc2c@68a2)
> Destinatiod 5 2022-@5-83 16:27:39.439867051 192.162.255.254 192.168.8.254 ESP 186 ESP (SPI-@xcaShalds)
. Source: 66 6 2822-85-83 16:27:39.439878973  192.168.255.254 192.163.8.254 ESP 186 ESP (SPI=Bxc2cB68a2)
Type: 802.1 7 2822-85-83 16: 9.439974584 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=@xcaSbalds)
. 802.1Q Virtual 8 2022-85-83 1 9.489978232  192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=Bxc2c@68a2)
S Internet Proto 9 2822-85-83 :139,459882518  192.168.255.254 192.168.8.254 ESP 186 ESP (SPI-BxcaSbalds)
ErepedloEin: 18 2822-85-83 16: 9.439887828 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=Bxc2cB63a2)
11 ?2A22-AS-A3 1A:27:39.4R9A9ARAY  197.1AR.755.754 192.1AR.R.754 Fsp 186 FSP (SPT=AxraShaldd) |
€ >
7 Frame 1: 186 bytes on wire (1488 bits), 186 bytes captured (1488 bits) on interface eth@, id @
w Ethernet II, Src: 66:0e:94:d3:a8:2]1 (66:8e:94:d3:808:21), Dst: 66:8e:94:bc:80:4a (66:Be:94:bc:B0:4a)
> Destination: 66:8e:94:bc:88:4a (66:8e:94:bc:80:4a)
? Source: 66:8e:94:d3:2@:21 (66:8e:94:d3:a@:21)
Type: 8@2.1Q Virtual LAN (@x8188)
> 8@2.1Q virtual LAN, PRI: 1, DEI: @, ID: 1@@1
> Internet Protocol Version 4, Src: 192.168.255.254, Dst: 192.168.8.254

~ Encapsulating Security Payload
ESP SPI: @xcaSbaldd (339500284@)
ESP Sequence: 347

= A8 fe al d2 aa 8a a1 Sh
Rf hf B3 98 72 16 al ah 51 ?a 2¢c A5 6a 36 hf
L1/ c4 Oc 5d 7b 1c al c8 26 be 7e aa 83 4d 9e

() ¥ Encapsulsting Security Payload (2sp), 148 bytes H Packets: 633 - Displayed: 633 (100.0%) || Profie: STB Prof

Figure 10: RAN-Side Untrusted Link Capture of Encrypted Traffic, Modification of Packets, and Injected Packets

Table 7: Test Case 1 Raw Data Files and Content Descriptions When IPsec Implemented on Untrusted Link
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File Name Contents
esp_ping_050322.pcap Captured ESP traffic at TP3
mod_esp_ping050322.pcap Modified ESP traffic

final_test_1b_ping_ipsec_testlaptop_050322.pcapng Injected ESP traffic at TP3
final_test_1b_ping_ipsec_pluribus_050322.pcapng Injected traffic captured at TP4 on outgoing
RAN-side switch interface toward LTE core

test1B-MITRE-r6k-ipsec-050322-1626.pcap Traffic captured at TP5 on core-side ingress
R6K interface from RAN

test1B-MITRE-r6k-clear-050322-1626.pcap Traffic captured at TP5 on core-side egress
R6K interface toward internet

final_test_1b_ping_ipsec_R6K_050322.pcapng Traffic captured at TP2 on RAN-side ingress

R6K interface

Figure 11 shows the packet captures at the port of the RAN-side switch that faces the LTE core
(TP4) and at the core-side router (TP5). Again, we cannot distinguish between the traffic that
exists, for example, due to control plane messages between the RAN and the core and the
injected encrypted packets. We do know, though, that the injected packets, which contained
ping packets from the UE, do not exit the IPsec tunnel. The third window in Figure 11
demonstrates this, showing that no packets arrive at the ping destination address, 8.8.8.8. That
is, modified ESP packets are received on the ingress R6K interface on the core side (TP5), but
ping packets are not seen on the egress interface (also TP5), which indicates that the modified
and injected UP packets were dropped at the tunnel endpoint. In addition, Figure 12 shows
traffic on the RAN-side R6K (TP2), filtered for IP address 8.8.8.8, indicating that no ICMP traffic
exists outside the tunnel on the RAN side either. Specifically, 652 ESP packets are received at the
core within the IPsec tunnel, but only 44 packets are detected on the egress R6K interface at the
core. None of those packets are ICMP packets, which the injected traffic contained. On the RAN
side, of the 105 packets captured on the ingress interface, none were ICMP packets.
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5G STB Report Based on CSRIC VIl Recommendations TLP:WHITE:5GSTB

M final_test_1b_ping_| pluribt apng — O X
File Edit View Go pture  Analyze  Statistics  Telephon Nireless Tools Help

Am 1@ REQ & A==

L1E3 [X] -]+
Ne. Time Sourcz Destination Protocal Lengtl Info "~

81 2022-85-83 16:26:27.222328 192.168.255.254 192.168.8.254 ESP 232 ESP (SPI=@xcaSbalds)

82 2822-85-83 16:26:27.222328 192.168.255.254 192.168.8.254 ESP 232 ESP (SPI=@xc2c@68a2)

83 2822-85-83 16:26:27.222328 192.168.255.254 192.168.8.254 ESP 248 ESP (SPI=@xc2c@68a2)

84 2022-85-83 16:26:27.222328 192.168.255.254 192.168.8.254 ESP 248 ESP (SPI=8xcaSbalds)

85 2022-85-83 16: 7.222328 192.168.255.254 192.168.8.254 ESP 232 ESP (SPI=@xcaSbalds)

86 2022-085-83 16:26:27.222328 192.168.255.254 192.168.8.254 ESP 232 ESP (SPI=@xc2c@63a2)

87 2022-85-83 16: 192.168.255.254 192.168.8.254 ESP 232 ESP (SPI=@xcaSbalds)

88 2022-85-83 16: 192.168.255.254 192.168.8.254 ESP 232 ESP (SPI=8xc2c@68a2)

B89 20822-85-83 16:26: 192.168.255.254 192.168.8.254 ESP 232 ESP (SPI=@xcaSbalds)

9@ 2822-85-83 16:26:27 328 192.168.255.254 192.168.8.254 ESP 32 ESP (SPT=Bxc2c@hBa2) 1 |
M test1B-MITRE cap — O %
File Edit View Go ure  Analyze Statistics Telephony Wireless Tools Help
Am 1@ RERRe»EFEITFaaan

[ ] Aoty = display fiter ... <Ctrt/= = -]+
3 ne. Time - Source Destination Protocol Lengtl Info
- 14 2822-85-83 16:26:35.313439 192.168.255.254 192.168.8.254 ESP 282 ESP (SPI=@xcaShalds)
15 2822-85-83 16:26:35.313441 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=8xc2c@B8az)
16 2822-85-83 16:26:35.313442 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=8xc2c@6Bal)
17 2822-85-83 16:26:35.313444 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=8xc2c@6Bal)
18 2822-85-83 16:26:35.313446 192.165.255.254 192.165.3.254 ESP 186 ESP (SPI=Bxc2c@6Bal)
i 19 2822-85-83 16:26:35.313448 192.165.255.254 192.165.3.254 ESP 282 ESP (SPI=BxcaSbalds)
26 2822-85-83 16:26:35.313457 192.168.255.254 192.168.3.254 ESP 282 ESP (SPI=@xc2c@6Bal)
21 2822-85-83 16:26:35.313459 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=8xc2c@B8az)
22 2822-85-83 16:26:35.313471 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=8xc2c@B8az)
1 23 2822-85-83 16:26:35.313473 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=8xc2c@6Bal)
24 2@822-85-83 16:26:35.313476 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=8xc2c@6Bal)
25 2822-85-83 16:26:35.313486 192.165.255.254 192.165.3.254 ESP 186 ESP (SPI=Bxc2c@6Bal)
26 2822-85-83 16:26:35.313488 192.165.255.254 192.165.3.254 ESP 122 ESP (SPI=Bxc2c@6Bal)
27 2822-85-83 16:26:35.313489 192.168.255.254 192.168.3.254 ESP 186 ESP (SPI=@xcaShalds)
28 2822-85-83 16:26:35.313496 192.168.255.254 192.168.3.254 ESP 186 ESP (SPI=@xcaShalds)
< . A 5
> Frame 19: 282 bytes on wire (1616 bits), 282 bytes captured (1616 bits)
» Ethernet II, Src: 66:@e:94:d3:a@:21 (66:8e:94:d3:a@:21), Dst: Ericsson 85:91:d5 (98:7a:18:85:91:d5)
> 8@2.1Q Virtual LAN, PRI: @, DEI: @, ID: 31
» Internet Protocol Version 4, Src: 192.168.255.254, Dst: 192.168.8.254
» Encapsulating Security Payload
PBal eR eR ef 92 3e eR ec dd 73 71 @e 74 a0 6h 14 Ac
Pebo 44 ff 73 @@ ?c a? 6c f1 71 Ad 41 d9 be 28 41 73
@0c® 3b 71 8a 29 od f2 42 31 91 99
(O 7 testiB-MITRE rbk-ipsec-050322-1626.pcap || Packets: 652 - Displayed: 652 (100.0%) || Profie: 578 Profie

M test1B-MITRE-: — [m]

File Edit View Telephon Nireless  Tools  Help

Am 2@ I ELEY Y

M[pesimssss DL -
Ne. Time Source Destination Protocol Lengtl Info

Figure 11: RAN-Side Outgoing Link to Core; Core-Side Untrusted Link Capture of Encrypted Traffic; and Core-Side Capture at Trusted
Router after Decryption
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M final_test_1b_ping_ipsec_R6K_050322.pcapng — O X
[

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am1® RE QuewEF & [ aqai

|l\\p.addr::ﬂ.s.s.s ] -]+

1| No. Time Source Destination Protocol Lengt Info

@ 7 final tast 1h nina insac REK NSN322.ncanna Packets: 105 * Nisnlaved: 0 0.0%) Profile: STR Profila

Figure 12: RAN-Side Router Packet Capture Showing No ICMP Packets to or from 8.8.8.8

Test Result

Success: When the IPsec tunnel isimplemented on the untrusted link, an eavesdropper cannot
read the traffic over the link (it all appears as ESP encrypted packets with source and destination
addresses as the endpoints of the tunnel); modification and injection of packets fail to pass out
of the tunnel. When IPsec is not implemented, the content of the packets on the untrusted link
are decipherable, and injected packets appear to pass through to the internet.

Test Case 2, TC-IPsec-02
The objective of TC-IPsec-02 is to verify that, with an IPsec tunnel between the RAN and the LTE
core, packets cannot be read, modified, or injected on the control plane. It also demonstrates

that, in the absence of IPsec tunnel, injected control plane traffic gets passed through, although
the core appears to reject some replayed packets.

Objective: Verify inability to eavesdrop, modify, or inject payload on CP

As in previous sections, Table 8 lists the files used to store packet captures where those file
names are shown in the headers of the Wireshark windows.
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Table 8: Test Case 2 Raw Data Files and Content Descriptions for Runs with and without IPsec Encryption on Untrusted Link

File Name Contents

control050322.pcap Captured control traffic at TP3

mod_control050322.pcap Modified control traffic

final_test_2a_control_noipsec_testlaptop_050322.pcapng Injected control traffic captured at
TP4 on outgoing interface to LTE core

test2A-MITRE-r6k-noipsec-041922-1615.pcap Traffic captured at TP5 on core-side
ingress R6K interface from RAN
test2A-MITRE-r6k-clear-041922-1632.pcap Traffic captured at TP5 on core-side
egress R6K interface toward MME
final_test_2a_control_noipsec_R6K_050322.pcapng Traffic from core captured at TP2 on
RAN-side R6K trusted interface
mod_esp_control_050322.pcap Modified ESP encrypted control traffic
final_test_2b_control_ipsec_testlaptop_050322.pcapng Injected ESP encrypted control traffic
at TP3
final_test_2b_control_ipsec_pluribus_050322.pcapng Injected ESP encrypted control traffic
captured at TP4 on outgoing interface
to the core
test2B-MITRE-r6k-ipsec-050322-1628.pcap ESP encrypted control traffic

captured at TP5 on core-side egress
R6K interface toward internet

test2B-MITRE-r6k-clear-050322-1628.pcap Decrypted control traffic captured at
TP5 on core-side egress R6K interface
toward MME

final_test_2b_control_ipsec_R6K_050322.pcapng Decrypted control traffic from core

captured at TP2 on RAN-side R6K
trusted interface

In Figure 13, the first window shows the captured packets from the natural operation of the
system (in this case, control messages between the RAN and the LTE core), without the IPsec
tunnel; the second window shows modified packets (here restricted to the control packets from
the RAN address, 192.168.255.226, to the MME address, 192.168.8.136); and the third window
shows the packets as captured on the switch on the untrusted link, which now includes injected
packets. Unlike Test Case 1, where we stopped the UE pings, we are unable to stop the flow of
control plane messages in the absence of the IPsec tunnel.
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5G STB Report Based on CSRIC VIl Recommendations TLP:WHITE:5GSTB

M controld — m} =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 1@ RE QewsEFesEaaqarn
[i Apphy & display filter .. <Ctrl-/= :: _] +
Mo, Time Source Destination Protocol Lengtl Info ~
8 2822-85-83 13:31:38.158458 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
9 2822-85-83 13:31:48.762893 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
1@ 2822-85-83 13:31:48.766127 192.168.8.136 192.168.255.226 SCTP 13@ HEARTBEAT_ACK
11 2822-85-83 7.382698 192.163.8.137 192.168.255.226 SCTP 138 HEARTBEAT
12 2822-85-83 7.382747 192.168.255.226 192.168.8.137 SCTP 138 HEARTBEAT_ACK
13 2822-85-83 13:32:19.439478 192.168.8.136 192.168.255.226 SCTP 13@ HEARTBEAT
14 2822-85-83 13:32:19.448988 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
15 2822-85-83 13:32:19.762942 192.168.255.226 192.168.8.137 SCTP 13@ HEARTBEAT
16 2822-85-83 13:32: 192.168.8.137 192.168.255.226 SCTP 138 HEARTBEAT_ACK
17 2822-85-@3 13:32:26.857215 192.168.8.137 192.168.255.226 SCTP 13@ HEARTBEAT
18 2822-85-83 13:32:26.858939 192.168.255.226 192.168.8.137 SCTP 138 HEARTBEAT_ACK
19 2822-85-83 13:32:36.498791 192.168.8.136 192.168.255.226 SCTP 13@ HEARTBEAT | |
2822-85
M mod_control 2.pcap — O X
File Edit Vie Go  Capture  Analyze Telephony Wireless  Tools  Help
?» Frame 1: 1 = - = [
¥
> Ethernet 7 M W 2 @ RE ] o= a/qqir
b4 - i - s
’ 882.10 Vlr[i Apply a display fiter .. <Ctr-/> =3 -]+
¢ Internet Pj =
~ Stream Conl Mo Time Source Destination Protocol Lengtl Info
Source 6 2822-85-83 13:31:36.172475 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
Destin 7 2822-85-83 13:31:38.158274 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
8 2822-85-83 13:31:38.158458 192.168.255.226 192.168.8.136 SCTP 13@ HEARTBEAT_ACK
9 2822-85-83 13:31:43.762893 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
1@ 2822-85-83 13:31:48.766127 192.168.255.226 192.168.8.136 SCTP 13@ HEARTBEAT_ACK
11 2822-85-83 13:32:87.3682698 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
12 2822-85-83 13:32:87.382747 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
13 2822-85-83 13:32:19.439478 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
14 2822-85-83 13:32:19.448988 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
15 2822-85-83 13:32:19.762942 192.168.255.226 192.168.8.136 SCTP 13@ HEARTBEAT
16 2822-85-83 13:32:19.765496 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
17 2822-85-83 13:32:26.857215 192.168.255.226 192.168.8.136 SCTP 13@ HEARTBEAT
18 2822-85-83 13:32:26.858939 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
19 2822-85-83 13:32:36.498791 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT | |
‘ final_test_2a_control_neoipsec_testlaptop_t — O >
File Edit Vie Go Capture Analyze Tocls  Help
A wmJ RE e q § iF
[i [sctpllstap [¥] -]+
No. Time Source Destination Protocol Lengtl Info ~
2 2@22-85-83 16:18:00.469040477 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
3 2822-85-83 16:18:080.469859370 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
4 2822-@5-83 16:18:80.469863378  192.168.255.226 192.168.8.136 SCTP 13@ HEARTBEAT
5 2822-85-83 16:18:80.469867227 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
6 2822-85-83 16:18:80.469878889 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
7 2822-85-83 16:18:80.469874737 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
8 2822-85-83 16:18:80.469878714 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
9 2@22-85-83 16:18:00.469882237 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
18 2822-85-83 16:13:89.469886442 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT
11 2@822-85-83 16:18:80.459898852 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT_ACK
12 2@822-85-83 16:18:88.469894185 192.168.255.226 192.168.8.136 SCTP 138 HEARTBEAT o
< i i >
7 Frame 2: 138 bytes on wire (1@4@ bits), 13@ bytes captured (1848 bits) on interface ethe, id @ -
» FEthernet II, Src: 66:8e:94:d3:a0:21 (66:8e:94:d3:a@:21), Dst: 66:8e:94:bc:BB:4a (66:8e:94:bc:80:4a)
> 8@2.1Q Virtual LAN, PRI: 3, DEI: @, ID: 1881
» Internet Protocol Version 4, Src: 192.168.255.226, Dst: 192.168.8.136
~ Stream Control Transmission Protocol, Src Port: 36422 (36422), Dst Port: 36412 (36412)

Source port: 36422

Destination port: 36412

Verification tag: @x©29bb927

[Assocciation index: disabled (enable in preferences)]

Checksum: 8x5bb68b39 [unverified] ~
pERE 66 Be 94 bc BB 4a 66 Be 94 d3 ad 21 81 VO 63 e9 &
pR10 P8 @8 45 60 BB 7B 28 4c 00 PO 3f 84 ¢B aZ cP a8
pe2e ff e2 c@ aB P8 88 8e 46 8e 3¢ ©2 9b b9 27 5b bé v
@ ?  s1 Application Protocol: Protocol || Packets: 212 - Displayed: 200 (34.3%) || Profie: 5TE Profie

Figure 13: RAN-side Capture of Control Packets, Modified Control Packets and Injected Control Packets on Untrusted Link
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Figure 14 and Figure 15 show the captures on the untrusted link (TP4 and TP5), as well as the
egress of the core-side router (also TP5). Note that these captures show the presence of control
traffic at roughly the same number as were captured on the RAN side. Modified control packets
(SCTP and S1AP) are seen on the egress interface of R6K at both core and RAN sides. In addition,
ABORT packets from the MME to the RAN are seen. These ABORT packets likely indicate that
some of the injected packets did not pass an integrity or duplication check in the MME.
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Am I ® 2@

N [=ctpl st=p [x]
MNo. Time Source Destination Protocol Lengtl Info
153 2022-85-03 16:16:57.606583 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT
154 2822-85-83 16:16:57.606583 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT_ACK
155 2822-85-083 16:16:57.6086888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT
156 2822-85-083 16:16:57.6086888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT_ACK
157 2822-85-83 16:16:57.686888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT
158 2822-85-83 16:16:57.686888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT_ACK
159 2822-85-83 16:16:57.686888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT
160 2822-85-83 16:16:57.686888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT_ACK
161 2822-85-83 16:16:57.686888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT
162 2022-85-83 16:16:57.6086888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT_ACK
163 2022-85-03 16:16:57.6086888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT
2022-85-83 16:16:57.606888 192.168.255.226 192.168.8.136 SCTP 176 HEARTBEAT_ACK

[N ]sciolistep

No. Time Source Destination Protocol Lengtl Info

9@ 2022-85-03 16:17:03.671091 192.168.25.. 192.168.38.1.. 5CTP 13@ HEARTBEAT
91 2022-85-03 16:17:83.671892 192.168.25.. 192.168.38.1.. 5CTP 132 HEARTBEAT_ACK
92 2822-85-@3 16:17:83.671@93 192.163.25.. 192.168.8.1.. 5CTP 13@ HEARTBEAT
93 2822-85-83 16:17:83.671894 192.168.25.. 192.168.8.1.. SCTP 13@ HEARTBEAT
94 2822-85-83 16:17:83.671895 192.168.25.. 192.168.8.1.. SCTP 13@ HEARTBEAT
95 2022-85-83 16:17:83.671096 192.168.25.. 192.168.8.L. SCTP 138 HEARTBEAT_ACK
96 2022-85-83 16:17:83.671097 192.168.25.. 192.168.8.L. SCTP 138 HEARTBEAT
97 2022-85-03 16:17:@3.67118@ 192.168.25.. 192.168.8.1.. 5CTP 13@ HEARTBEAT
98 2022-85-03 16:17:03.671182 192.168.25.. 192.168.8.1.. 5CTP 13@ HEARTBEAT_ACK
99 2022-85-03 16:17:03.671183 192.168.25.. 192.168.38.1.. 5CTP 13@ HEARTBEAT

1e@ 2022-85-03 16:17:03.671184 192.163.25. 192.163.8.1.. SCTP 13@ HEARTBEAT

- O *
AdEZ® L — QeI
[sctpllstep B -]+
< No. Time Source Destination Protocol Lengtl Info "
Source port 95 2822-85-@3 16:17:83.66368@ 192.163.25.. 192.168.8.1.. 5CTP 13@ HEARTBEAT
Destination 96 2822-85-83 16:17:83.668680 192.168.25.. 192.168.8.1.. S5CTP 13@ HEARTBEAT
Verification 97 2822-85-83 16:17:83.6638681 192.168.25.. 192.168.8.1.. S5CTP 13@ HEARTBEAT_ACK
[Assaciation 98 2822-85-83 16:17:83.668681 192.168.25.. 192.168.8.1.. SCTP 13@ HEARTBEAT
. 99 2022-85-83 192,168.25. 192.168.8.L. 5CTP 138 HEARTBEAT
189 2022-85-83 192.168.25.. 192.168.8.1.. 5CTP 138 HEARTBEAT_ACK
0000 98 7a 10 18l 2022-85-83 16:17:93.668618 192.168.25.. 192.168.8.1.. 5CTP 138 HEARTBEAT 1
O L Application 182 2822-85-03 16:17:83.668619 192.168.25.. 192.163.8.1.. 5CTP 138 HEARTBEAT
v
< >
Frame 183: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) -
Ethernet II, Src: fa:16:3e:7a:b7:81 (fa:16:3e:7a:b7:81), Dst: Ericsson_85:91:c9 (98:7a:18:85:91:c9)
8@2.1Q Virtual LAN, PRI: 8, DEI: @, ID: 3784
Internet Protocol Version 4, Src: 192.168.8.136, Dst: 192.168.255.226
~ Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36422 (36422)
Source port: 36412
Mimetinnss 2 o4 v
98 7a 10 85 91 9 fa 16 3e 7a b7 81 81 00 Be 78 ~
08 00 45 a@ 00 24 b8 8 00 00 fe 84 79 01 cB a8
0020 @8 88 c@ a8 ff e2 8e 3c 8e 46 02 9b b9 27 18 f6 v
() ¥ siapplicstion Protocal: Protocal || Packets: 215 - Displayed: 213 (97.7%) || Profie: 5B Profie

Figure 14: Captured Packets on Core-facing Port of RAN-side Switch; Core-side Untrusted Link; and Core-side Trusted Router without
IPsec Encryption on Untrusted Link
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M final_test_2a_control_noipsec_R6K_050322.pcapng - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

' ® REBQeawnEF & _ = QQaif
[ [sctplIstap BEd -]+
No. Time Source Destination Protocol Lengt Info o
| 22022-05-03 16:17:05.918123 192.168.8.137  192.168.255.226 SCTP 126 HEARTBEAT
3 2022-05-03 16:17:05.918234 192.168.255.226 192.168.8.137  SCTP 126 HEARTBEAT ACK
W
< >

Frame 2: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) on interface \Device\NPF_{B4103562-16FC-4781-8AF1-BAl
Ethernet II, Src: Ericsson_8b:a@:4a (98:7a:1@:8b:a@:4a), Dst: Ericsson_eb:3e:@e (1c:98:be:eb:3e:0e)

Internet Protocol Version 4, Src: 192.168.8.137, Dst: 192.168.255.226

Stream Control Transmission Protocol, Src Port: 36412 (36412), Dst Port: 36422 (36422)

L4 >
6000 1c 90 be eb 3e Oe 98 7a 10 8b ad 4a 45 a0 >z - e ~
00 70 d2 d7 00 00 fa 84 62 d5 c@ a8 @8 89 @ a8  -p b
£f 2 8e 3c Be 46 03 d4 70 60 65 6 ae 45 @4 0@ <-F--pe-E

e
80 50 00 01 @8 4c 04 d1 be 99 48 93 70 6 00 e P---L H-p
B0 00 00 00 @0 00 c@ a8 ff 2 00 00 00 00 00 00
00 00 00 00 GO 0O 00 A0 0O B0 DO 0O 00 PO cO a8 v

@ ¥ s1 application Protocol: Protocol Packets: 142 - Displayed: 113 (79.6%) Profile: STB Profile

Figure 15: RAN-side Router Capture of Injected Packets

Figure 16 and Figure 17 show the relevant packet captures when the captured packets are
modified and injected into the untrusted link when IPsec encrypts traffic in the tunnel. Figure 16
shows the modified packets, the packets injected into the switch (TP3), and the capture from the
outgoing port on the switch (TP4). Note that because all of these occur inside the IPsec tunnel,
traffic is indistinguishable as it all appears as encrypted packets. There is no indication of what
traffic is control plane traffic.
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— O x
Ad = ®
[ 1B a display fitter ... =Ctrl-/= :: '] +
Na. Time Source Drestinaticn Protocol Lengtl Info #
1 2822-85-83 15:21:11.189352 192.168.255.254 192.168.8.254 ESP 122 ESP (SPI=@xcfa3@as2)
2 2822-85-83 15:21:11.189354 192.168.255.254 192.168.8.254 ESP 122 ESP (SPI=@xcaace31f)
3 2822-85-83 15:21:16.6785880 192.168.255.254 192.168.8.254 ESP 282 ESP (SPI=e@xcfa3@as2)
4 2822-85-83 15:21:16.672462 192.168.255.254 192.168.8.254 ESP 282 ESP (SPI=@xcaace3lf)
5 2822-85-83 15:21:24.811725 192.168.255.254 192.168.8.254 ESP 298 ESP (SPI=@xcaace3lf)
6 2822-85-83 15:21:24.831458 192.168.255.254 192.168.8.254 ESP 218 ESP (SPI=@xcfa3@as2)
7 2822-85-83 15:21:24.852486 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xcaace3lf)
8 2822-85-83 15:21:24.282485 192.168.255.254 192.168.5.254 ESP 282 ESP (SPI=@xcaace31f)
9 2822-85-83 15:21:24.219142 192.168.255.254 192.168.8.254 ESP 282 ESP (SPI=@xcfa3@as2)
1@ 2822-85-83 15:21:24.248428 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xcaace3lf)
11 2822-85-83 15:21:24.242339 192.168.255.254 192.168.8.254 ESP 282 ESP (SPI=@xcaace3lf)
12 2822-85-83 15:21:24.259818 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=@xcfa3@as2)
13 2822-85-83 15:21:24.288334 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xcaace3lf)
14 2822-85-83 15:21:24,282363 192.168.255.254 192.168.8.254 ESP 282 ESP (SPI=8@xcaace3lf)
15 2822-85-83 15:21:24.325875 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xcfa3@as2) b
£ >
Type: 882.1Q Virtual LAN (@x31e@) ’
> 8@2.10Q0 Virtual LAN, PRI: 3, DEI: @, ID: 18@1
» Internet Protocol Version 4, Src: 192.168.255.254, Dst: 192.168.8.254
~ Encapsulating Security Payload
ESP SPI: @xcaace3lf (3488327967)
ESP Sequence: 261 b
pE28 ff fe c@ a% A8 fe ca ac e3 1f A0 00 A1 65 2d 78 .
a3 Ad 63 h9 fa 1c 7d 9e 6Ff 2e a3 7 71 A8 IR IR 77
Pe4AE ec B4 37 BA de ah 90 7e h8 5f 1f 91 4c 35 29 56
0050 68 3d 40 d9 ff 3e c5 7f 36 17 19 17 93 31 31 7b .
o7 Parameters Indss || Packets: 738 - Displayed: 738 (100,095} || Profile: STE Profile
M final_test_2b_control_ipsec_testlaptop_050322.pcapng — O
File Edit Wiew Go (Capture Analyze Statistics Telephony Wireless Tools Help
Am @ RE Q= IEeaaam
(W ]=r (<] -]
Na. Time Source Drestination Protocol Lengtl Info
12 2822-85-83 16:29:48.773894861 192.168.255.254 192.168.8.254 ESP 282 ESP (SPI=@xcaace3lf)
13 2822-85-83 16:29:48.773899238 192.168.255.254 192.168.8.254 ESP 186 ESP (SPI=@xcfa3@as2)
14 2822-85-83 16:29:48.773185231 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xcaace3lf)
15 2822-@85-83 16:29:48.773118852 192.168.255.254 192.168.8.254 ESP 282 ESP (SPI=@xcaace3lf)
16 2822-85-83 16:29:48.773115644 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xcfa3@as2)
17 2822-85-83 16:29:48.773121881 192.168.255.254 192.168.8.254 ESP 426 ESP (SPI=Bxcfa3@as2)
18 2822-85-83 16:29:48.773126325 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xcaace3lf)
19 2822-85-83 16:29:48.773135389 192.168.255.254 192.168.8.254 ESP 666 ESP (SPI=@xcaace3lf)
28 2822-85-83 16:29:48.773148646 192.168.255.254 192.168.8.254 ESP 666 ESP (SPI=@xcaace3lf)
21 2822-85-83 16:29:48.773146172 192.168.255.254 192.168.8.254 ESP 666 ESP (SPI=@xcaace3lf)
22 2822-85-83 16:29:48.773151566 192.168.255.254 192.168.8.254 ESP 426 ESP (SPI=@xcaace3lf)
23 2822-85-83 16:29:48.773157582 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xcfa3@as2)
£

o

Source: 66:8e:94:d3:a@8:21 (66:@e:94:d3:a8:21)

Type:

> B82.1Q0 Virtual LAN, PRI: 3,
» Internet Protocol Version 4, Src:
~ Encapsulating Security Payload

ESP SPI: @xcaace3lf (3488327967)

ESP Sequence: 261

802.1Q Virtual LAN (8x8188)
DEI: @, ID: 1881
192.168.255.254, Dst: 192.168.8.254

08 Q@ 45 68 B0 68
6929 ff fe c® a8 B8 fe

O ¥ Source Hardware Address (eth.src), & bytes

|| Packets: 22146 - Displayed: 22140 (100.0%) || Profie: STE Prof

Figure 16: RAN-side Capture of Encrypted Packets, Modified Packets, and Injected Packets on Untrusted Link

33



Figure 17 shows the packet captures at the core-side router (TP5) as well as on the trusted RAN-
side router (TP2). Again, on the untrusted link, we cannot distinguish between the traffic that
exists due to control plane messages between the RAN and LTE core and the injected encrypted
packets. The decrypted traffic, both at the RAN and at the LTE core show agreement with respect
to the control plane traffic. A count of the encrypted packets in the IPsec tunnel, when compared
to the unencrypted traffic outside the tunnel indicates the injected packets have been dropped
at the tunnel endpoints. Specifically, approximately 20,000 ESP packets (containing control pane
traffic) were injected into the transport network, and approximately 14,000 packets were
received on the ingress R6K interface at the LTE core. However, only 38 packets were received on
the egress R6K interface at the core. Furthermore, of those 38 packets, only 6 were control
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packets (as can be seen in Figure 17). Similarly, on the RAN side (TP2), Figure 18 shows that the
number of captured control packets when ESP traffic was being injected was 5.

M final test 2b_control_ipsec_pluribus | pcapng - [m]
File Edit View Go Capture Analy Telephony Wireless Tools  Help
XE | ==aaar
Source Destination Protocol Lengtl Info
1 2022-85-83 16:28:34.717984 192.168.255.254  192.168.8.254 £sp 328 ESP (SPI=8xcBd66bfc)
19 2022-85-83 16:28:37.905572 192.168.255.254  192.168.8.254 £SP 168 ESP (SPI=@xcfa30as52)
20 2022-95-93 16:28:37.905572 192.168.255.254  192.168.8.254 Esp 168 ESP (SPI=@xcaace3lf)
21 2622-85-83 16:28:37.985572 192.168.255.254  192.163.5.254 esp 248 ESP (SPI=Gxcfa30a52)
22 2822-85-83 16:28:37.905572 192.168.255.254  192.168.8.254 ESP 248 ESP (SPI=@xcaace31f)
23 2022-85-83 16:28:37.905572 192.168.255.254  192.168.8.254 £sP 344 ESP (SPI=@xcaace3lf)
24 2022-85-83 16:28:37.905572 192.168.255.254  192.168.8.254 esp 264 ESP (SPI=Oxcfa30a52)
25 2822-85-83 16:28:37.985572 192.168.255.254  192.168.8.254 £sp 184 ESP (SPI-Bxcaace31f)
26 2822-85-83 16:28:37.905572 192.168.255.254  192.168.8.254 ESP 248 ESP (SPI=@xcaace31f)
27 2022-85-83 16:28:37.905572 192.168.255.254  192.168.8.254 ESP 248 ESP (SPI=@xcfa3@a52)
28 2022-85-83 16:28:37.905572 192.168.255.254  192.163.5.254 esp 184 ESP (SPI=Gxcaace31f)
20 2822-85-83 16:28:37.985722 192.168.255.254  192.168.8.254 £sp 248 ESP (SPI=Bxcaace31f)
3@ 2022-85-83 16:28:37.905722 192.168.255.254  192.168.8.254 £sP 232 ESP (SPI=@xcfa30as52)
31 2022-85-83 16:28:37.905722 192.168.255.254  192.168.8.254 ESP 184 ESP (SPI=@xcaace3lf)
32 2822-85-83 16:28:37.985722 192.168.255.254  192.168.8.254 £sp 248 ESP (SPI=Bxcaace31f)
< >
> Internet Protocol Version 4,
> User Datagram Protocol, Src P peap
Virtual eXtensible Local Area Go Capture Analyze Statistics Telephony Wireless Tools Help
Ethernet II, Src: 66:8e:94:bc = =
Internet Protocel Version 4, REIQ &= o =EaQaq
Encapsulating Security Payloa T ——
ESP SPI: @xcasce3lf (3400
ESP Sequence: 261 MNo. Time Source Destination Pratocol Lengtl Info
1 2022-05-03 16:28:42.448462 192.168.255.254 192.168.8.254 £sP 282 ESP (SPI=@xcBd66bfc)
2 2022-05-03 16:28:45.003981 192.168.255.254 192.168.8.254 ESP 122 ESP (SPI=@xcfa3@asz)
ASA A aR @R fe ra ar ¢ 3 2822-85-63 16:25:45.003986 192.168.255.254 192.168.5.254 Esp 122 ESP (SPT=@xcaace3lf)
# Encapsulting Securty Payioad (esp 4 2822-85-83 16:28:45.883989 192.168.255.254 192.168.8.254 ESP 202 ESP (SPI=Bxcfa3@a52)
5 2022-05-03 16:28:45.003992 192.168.255.254 192.168.8.254 £sP 202 ESP (SPI=@xcaace3lf)
6 2022-05-03 16:28:45.0603995 192.168.255.254 192.168.5.254 esp 218 ESP (SPI=@xcfa3@a52)
7 2022-85-83 16:28:45.084618 192.168.255.254 102.168.8.254 gsp 208 ESP (SPI-Bxcaace3lf)
8 2022-05-03 16:28:45.084013 192.168.255.254 192.168.8.254 £sP 138 ESP (SPI=Bxcaace31f)
9 2022-85-03 16: 192.168.255.254 192.168.8.254 ESP 202 ESP (SPI=@xcaace3lf)
16 2022-85-83 16: 192.168.255.254 192.168.5.254 esp 262 ESP (SPI=8xcfa3@a52)
11 2822-85-83 16: 192.168.255.254 192.168.8.254 EsP 138 ESP (SPI=Bxcaace31f)
12 2022-05-03 16: o 165 2 s<n 00 E<p (BT e

13 2022-085-03 16:
14 2822-65-83 16:
15 2822-85-83 16:
16 2022-05-03 16:
17 2822-85-03 16:25:45.4

Help

== a8 ai

dAmi® TIRE Qe EF S

(A saplisap

0. Time Source Dastination Protocal Lengt! Info
2022-05-03 16:28:57.084324 192.168.25.. 192.168.8.1.. 5CTP 138 HEARTBEAT
2822-85-03 5:57.084818 192.168.5... 192.168.255.. SCTP 130 HEARTBEAT ACK
35 2822-85-83 16:28:57.975684@ 192.168.8... 192.168.255.. SCTP 130 HEARTBEAT

36 2022-05-03 192.168.25.. 192.168.8.1.. SCTP 13@ HEARTBEAT_ACK
37 2822-85-03 192.168.5... 192.168.255.. SCTP 130 HEARTBEAT

38 2822-85-083 192.168.25.. 192.168.8. 1. 138 HEARTBEAT_ACK

n
Frame 3: 122 bytes on wil

Ethernet II, Src: 66:0e:
802.1Q Virtual LAN, PRI:

w
f

w
B
=

> Internet Protocol Versio

~ Encapsulating Security P
ESP SPI: @xcaace31f
ESP Sequence: 261

98 7a 10 85 91
08 90 45 68 00
ff fe cA aR 08

test2B-MITRE- rék-ipsec-05032

Frame 33: 130 bytes on wire (104 bits), 13@ bytes captured (1048 bits)

Ethernet II, Src: Ericsson_85:91:c9 (98:7a:10:85:91:c9), Dst: fa:16:3e:7a:b7:81 (fa:l6:3e:7a:b7:81)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 3704

> Internet Protocol Version 4, Src: 192.168.255.226, Dst: 192.168.8.137

~ Stream Control Transmission Protocol, Src Port: 36422 (36422), Dst Port: 36412 (36412)
Source port: 36422

Destination port: 36412

Verification tag: @x8051le88a

. iatinn fndeve dicahlad la i £ 1

0200 fa 16 3e 7a b7 81 98 7a 1@ 85 91 ¢9 81 80 @e 78

0010 @8 90 45 60 @@ 70 24 c4 0@ 00 3T 84 cc 29 c@ a8

0020 ff e2 c@ a8 88 89 8e 46 8e 3c 0@ 51 eB Ba e3 2f

© ¥  s1 application Protocol: Protocol || Packets: 38 - Displayed: & (15.6%)
Figure 17: RAN-Side Outgoing Link to Core; Core-Side Untrusted Link Capture of Encrypted Traffic; and Core-Side Capture at Trusted
Router after Decryption
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I ‘ final_test_2b_control_ipsec_R6K_050322.pcapng — ] X
Y fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmZ® R es=zFsEEaaar
[ [sctplIs1ap B -]+
No. Time Source Destination Protocol Lengt Info
107 2022-05-03 16:29:00.057876 192.168.255.226 192.168.8.137 SCTP 126 HEARTBEAT
108 2022-05-03 16:29:00.060421 192.168.8.137 192.168.255.226 SCTP 126 HEARTBEAT_ACK
111 2022-05-03 16:29:00.951648 192.168.8.136 192.168.255.226 SCTP 126 HEARTBEAT
112 2022-05-03 16:29:00.951755 192.168.255.226 192.168.8.136 SCTP 126 HEARTBEAT_ACK
116 2022-05-03 16:29:02.358414 192.168.8.137 192.168.255.226 SCTP 126 HEARTBEAT
< >

Frame 107: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) on interface \Device\NPF_{B4103562-16FC-4781-8AF1-BA141D151C5B}, id @
Ethernet II, Src: Ericsson_eb:3e:@e (1c:9@:be:eb:3e:@e), Dst: Ericsson_8b:a@:4a (98:7a:10:8b:a@:4a)
Internet Protocel Version 4, Src: 192.168.255.226, Dst: 192.168.8.137
v Stream Control Transmission Protocol, Src Port: 36422 (36422), Dst Port: 36412 (36412)
Source port: 36422
Destination port: 36412
Verification tag: @x005l1e80a
[Association index: disabled (enable in preferences)]
Checksum: ©@xe32f90fa [unverified]
[Checksum Status: Unverified]
~ HEARTBEAT chunk (Information: 76 bytes)
Chunk type: HEARTBEAT (4)
Chunk flags: 0x08
Chunk length: 80
Heartbeat info parameter (Information: 72 bytes)

00 90 00 00 00 00 c@ as

0 90 90 09 Q0 90 00 09 @0

98 89 00 00 00 00 00 00
00 90 00 90 00 P9 co aB

@o0n 98 7a 1@ 8b a® 4a 1c 90 be eb 3e @e 08 00 45 60 J ey -ET ~
00 70 24 c4 00 00 40 84 cb 29 TITHEHT @ a8 -ps---@ -HEEE -
08 89 8e 46 8e 3c 9@ 51 e8 @a e3 2f 90 fa 04 00 F-<-Q ---/--
@0 50 00 01 00 4c ©a Ba f8 9c 65 a2 7b f4 00 00  P---L-. --e-{

v

@ ¥ s1 Application Protocol: Protocol Packets: 116 - Displayed: 5 (4.3%) Profile: STB Profile

Figure 18: RAN-Side Router Interface Packet Captures of Decrypted Control Traffic

Test Result

Success: When the IPsec tunnel is implemented on the untrusted link, (1) an eavesdropper
cannot read the control plane traffic over the link (it all appears as ESP-encrypted packets with
source and destination addresses as the endpoints of the tunnel) and (2) modified and injected
control packets fail to pass out of the tunnel. When IPsec is not implemented, the contents of the
packets on the untrusted link are decipherable. Also, without IPsec encryption, some injected
control packets appear to be rejected by the MME as indicated by ABORT messages.

Test Case 3, TC-IPsec-03

The objective of Test Case 3, TC-IPsec-03 is to demonstrate the efficacy of end-to-end TLS
encryption over the 5G NSA network.

Objective: Verify inability to eavesdrop, modify, or inject payload on UP

As in previous sections, Table 9 lists the files used to store packet captures where those file
names are shown in the headers of the Wireshark windows.
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Table 9: Test Case 3 Raw Data Files and Content Descriptions for Runs with and without IPsec Encryption on Untrusted Link

Filename Contents
test_1a_tls_noipsec_UE-device_050323.pcapng TLS traffic generated at UE device,
captured at TP1
final_test_3a_tls_noipsec_testlaptop_050322.pcapng |Injected traffic without IPsec encryption on
the untrusted link, injected at TP3
final_test_3a_tls_noipsec_pluribus_050322.pcapng Captured injected traffic at TP4 on
outgoing interface toward LTE core when
traffic is not encrypted on the untrusted
link
final_test_3a_tls_noipsec_R6K_050322.pcapng Traffic captured on ingress interface RAN-
side R6K - only TLS traffic generated or
received by the UE during this test
test3A-MITRE-r6k-noipsec-050322-1622.pcap Traffic captured on core-side ingress R6K
interface from RAN when traffic is not
encrypted on the untrusted link
test3A-MITRE-r6k-clear-050322-1622.pcap Traffic captured on core-side egress R6K
interface toward internet when traffic is
not encrypted on the untrusted link
mod_esp_tls050322.pcapng Modified IPsec-encrypted TLS traffic
final_test_3b_tls_ipsec_testlaptop_050322.pcapng Injected TLS traffic with IPsec encryption
on the untrusted link
final_test_3b_tls_ipsec_pluribus_050322.pcapng Captured injected TLS traffic on outgoing
interface toward LTE core with IPsec
encryption on the untrusted link
test3B-MITRE-r6k-ipsec-050322-1630.pcap IPsec encrypted TLS traffic captured on
core-side ingress R6K interface from RAN
test3B-MITRE-r6k-clear-050322-1630.pcap IPsec decrypted TLS traffic captured on
core-side egress R6K interface toward
internet
final_test_3b_tls_ipsec_R6K_050322.pcapng Actual TLS traffic sent/recevied by UE
captured at trusted interface of RAN-side
R6K

Figure 19 shows the Wireshark windows with the traffic generated at the UE (TP1), injected traffic
on the untrusted link (TP3), and traffic captured on the untrusted link as it heads toward the LTE
core (TP4). TLS messages appear as TLS in the three packet captures with no ability to look
inside to determine the contents. Figure 20 shows the same information captured on the core-
side router (TP5). Specifically, 311 injected TLS packets were captured on the ingress R6K router
interface at the core, and 376 TLS packets were seen on the egress interface of that router. In
contrast, Figure 21 shows that only three TLS packets were generated by the UE and one TLS
packet was received by the UE (identified by IP address 172.18.0.3), suggesting that the many

37



other packets observed in Figure 19 and Figure 20 were dropped due to being malformed
encrypted packets injected as part of the test.

- [m] X
¢ = aaqir
Be )+
Ne. Time Source Destination Protocol Lengtl Info —
275 2022-05-@3 13:38:50.259208 172.18.0.3 65.55.44.109 TLSv1.2 539 Application Data —
279 2822-85-83 13:38:58.269789 65.55.44.189 172.18.0.3 TLSv1.2 194 Application Data —
283 2@22-@5-83 13:38:58.287763 65.55.44.189 172.18.8.3 TLSv1.2 194 Appli(ation Data
297 2022-05-83 13:38:50.940690 172.18.8.3 20.50.201.200 TLSv1.2 425 Application Data I
386 2022-05-@3 13:38:51.059119 172.18.8.3 20.50.201.200 TLSv1.2 311 Application Data —
388 2022-@5-@3 13:38:51.167782 20.50.201.200 172.18.8.3 TLSv1.2 469 Application Data
311 2822-85-83 13:38:51.942896 172.18.8.3 28.50.201.2008 TLSv1.2 412 Application Data
© 325 2@822-85-83 13:38:52.111453 172.18.8.3 26.58.281.208 TLSv1.2 557 Client Hello
| 336 2022-085-83 13:38:52.283119 172.18.8.3 20.50.201.200 TLSv1.2 437 Application Data I

282 83 13:38:52.309800 172 3
367 2822-85-83 13:38:52.331616 172.18.8.3 65.55.44.189 TLSv1.2 133 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message v

Frame 331: 1872 bytes on wire (8576 bits), 1072 bytes captured (8576 bits) on interface \Device\NPF_{AD82511@-5F39-4C2E-B476-1BEDA4D5SC3EF}, id @
Raw packet data
Internet Protocol Version 4, Src: 28.58.201.268, Dst: 172.18.8.3
Transmission Control Protocel, Src Port: 443, Dst Port: 57740, Seq: 5193, Ack: 518, Len: 1832
~ Transport Layer Security
v Ignored Unknown Record
> [Expert Info (Warnine/Protoceol): Ienored Unknown Recordl

T Eeaar

Time Source Destination Protocol Lengtl Info

o 1776 2022-05-03 16 8.667867583 172.18.9.3 20.50.201.2060 GTP <«TLSv1.2>» 611 Client Hello —
(%] 1 1 o7 @ 50.2 172.18 3 QTP <TLSv1.2 11 s Unkn
o 1881 2822-85-83 16:208:58.833723583 172.18.8.3 65.55.44.189 GTP <TLSv1.2> 187 Client Key Exchange, Change Cipher Spec, Encrypted

1883 2822-@85-83 16:28:56.842811748 65.55.44.189 172.18.8.3 QTP <TLSv1.2> 145 Change Cipher Spec, Encrypted Handshake Message

13@4 2022-85-83 16:20:50.343364132 172.18.9.3 20.50.201.260 GTP <TLSv1.2> 491 Applicaticn Data
1807 2022-05-83 16:20:50.969075649 20.50.201.200 172.18.8.3 GTP <TLSv1.2» 523 Application Data = |
1814 2022-85-83 16:20:51.811042850 65.55.44.109 172.18.82.3 GTP <TLSv1.2> 530 Application Data
1828 2022-85-83 16:28:51.837823793 172.18.8.3 65.55.44.189 GTP <TLSv1.2>» 526 Application Data
1825 2822-85-83 16:28:51.8378308626 172.18.8.3 65.55.44.189 QTP <TLSv1.2>» 919 Application Data :
1828 2022-85-83 16:20:51.843365434 172.18.0.3 20.36.253.92 GTP <TLSv1.2» 18@ Application Data

>
Frame 1783: 1126 bytes| .
S —— M final test 3a tls noipsec_pluribus_030322.pcapng
802.1Q Virtual LAN, PR File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Internet Protocol Vers =
User Datagram Protocol| ‘ u @ g § q - = - Q @5 Gl E
GPRS Tunneling Protoco|Jj [
Internet Protocol Ver:
Transmission Control Bl " Time Source Destination Protocol Lengtl Info
v Transport Layer Securi 4812 2022-05-03 16:19:47.801722 172.18.0.3 20.50.201.200 GTP <TLSwl.2> 657 Client Hello
~ Ignored Unknown Re = =
v [Expert Info (i i 4863 2022-85-83 16:19:47.967596 172.18.8.3 65.55.44.1@9 GTP <TLSwl1.2> 233 (lient K?y Exchange, Change Cipher
[Ignored Un i 4867 2022-85-83 16:19:47.976639 £5.55.44.189 172.18.8.3 GTP <TLSw1.2> 191 Change Cipher Spec, Encrypted Hands
[Severity 1 3 4869 2822-85-83 16:19:47.982625 172.18.0.3 20.50.201.200 GTP <TLSwl.2> 537 Application Data
[Group: Pro 3 4876 2822-05-03 16:19:43.182878 20.50.201.200 172.18.0.3 GTP <TLSwl.2> 569 Application Data
| 4888 2022-85-83 16:19:48.144722 65.55.44.1@9 172.18.0.3 GTP <TLSwl.2> 576 Application Data
i 49081 2022-85-83 16:19:48.178728 172.18.8.3 65.55.44.1@9 GTP <TLSwl1.2> 572 Application Data
8 i 4986 2022-85-83 16:19:48.178844 172.18.8.3 65.55.44.189 GTP <TLSw1.2> 965 Application Data
@{ | 4915 2822-85-83 16:19:48.177612 172.18.0.3 20.36.253.92 GTP <TLSwl.2> 226 Application Data
0020 (5} i 4927 2822-95-83 16:19:48.185841 28.36.253.92 172.18.0.3 GTP <TLSwl.2> 273 Application Data
0830 (4] i 4947 2022-85-83 16:19:48.210631 172.18.0.3 65.55.44.109 GTP <TLSwl.2> 657 Client Hello
0 -:‘L'Z‘ g i 4963 2022-85-83 16:19:48.223176  65.55.44.189 172.18.8.3 GTP <TLSwl.2> 294 Application Data
g <
3 Internet Protocol Version 4, Src: 128.8.46.808, Dst: 18.2085.67.13@
User Datagram Protocol, Src Port: 59324, Dst Port: 4789
Transport Layer Security: Virtual eXtensible Local Area Network

Ethernet II, Src: 66:8e:94:bc:80:4a (66:0e:94:bc:88:4a), Dst: 66:8e:94:d3:a0:21 (66:0e:94:d3:20:21)
Internet Protocol Version 4, Src: 192.168.255.218, Dst: 192.168.8.104
User Datagram Protocol, Src Port: 2152, Dst Port: 2152
GPRS Tunneling Protocol
Internet Protocel Version 4, Src: 28.50.201.200, Dst: 172.18.0.3
Transmission Centrol Protocol, Src Port: 443, Dst Port: 57750, Seq: 5193, Ack: 518, Len: 1832
~ Transport Layer Security
Tenared linknown Recard

Figure 19: Capture of TLS-Encrypted Packets at UE, Injected/Modified Packets on Untrusted Link, and Capture of Packets on
Outgoing Link to Core without IPsec Tunnel on Untrusted Link
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M test3A-MITRE-rGk-noip - [} X
® RE
B -+
Ho. Time - Protocol Lengtl Info LA
2934 2822-85-03 :46.376961 GTP <TLSv1.2> 466 Application Data —
2948 2022 95852 GTP <TLSv1.2> 1
] 2998 2022 61734 GTP <TLSV1.2> ent Key Exchange, Change Cipher Spec, Encrypted Handshake Message
I 3082 2022-85-03 16:19:46.678761 65.55.44.189 172.18.0.3 GTP <TLSv1.2> 145 Change Cipher Spec, Encrypted Handshake Message
I 3004 2822-85-03 16:19:46.676918 172.18.8.3 20.50.201.200 GTP <TLSv1.2> 491 Application Data —
I 3010 2022-85-03 16:19:46.797128 20.50.201.208  172.18.8.3 GTP <TLSv1.2> 523 Application Data
I 3024 2822-85-03 16:19:46.839066 65.55.44.189 172.18.0.3 GTP <TLSv1.2> 53@ Application Data =
I 3035 2022-85-03 16:19:46.865181 172.18.8.3 65.55.44.169 GTP <TLSv1.2> 526 Application Data —
I 3048 2022-85-03 16:19:46.871887 172.18.8.3 20.36.253.92 GTP <TLSv1.2> 180 Application Data =
I 3060 2022-85-03 16:19:46.879957 20.36.253.92 172.18.0.3 GTP <TLSv1.2> 227 Application Data
I 3679 2022-85-03 16:19:46.904950 172.18.8.3 65.55.44.169 GTP <TLSv1.2> 611 Client Hello
! 3095 2822-85-83 16:19:46.917369 65.55.44.189 172.18.0.3 GTP <TLSv1.2> 248 Application Data
] 3139 2022-85-03 16:19:46.963822 172.18.8.3 65.55.44.169 GTP <TLSV1.2> 438 Application Data
(‘ o ) >
> Ethernet II, Src: 66:@e:94:d3:a@:21 (66:@e:94:d3:a@:21), Dst: Ericsson_85:91:d5 (98:7a:10:85:91:d5) ~
> 862.1Q Virtual LAN, PRI: @, DEI: @, ID: 31
» Internet Protocol Version 4, Src: 192.168.255.218, Dst: 192.168.8.184
> User Datagram Protocol, Src Port: 2152, Dst Port: 2152
> GPRS Tunneling Protocol
> Internet Protocol Version 4
> Transmission Control Protoco —
~ Transpert Layer Security
~ Ignored Unknown Record
~ [Expert Info (Warning
[Ignored Unknown |
[Severity level: [X]
[Group: Protocol] Destination Protocol Lengtl Info
e ot 01 o 3468 2022-85-83 16:19:46.244796 13.107.6.156 172.18.8.3 TLSv1.2 496 Application Data [TCP segment of a reassemble
° o 3488 2022-85-83 16:19:46.257817 13.187.6.156 172.18.8.3 GTP <TLSV1.2> 321 Application Data, Application Data
O 7 Transport Layer Security: Protocol L
3503 2022-85-83 16:19:46.374365 172.18.0.3 20.50.201.200 GTP <TLSV1.2> 466 Application Data
3516 2022-85-83 6.493303 172.18.9.3 20.50.201.208 GTP <TLSV1.2> 611 Client Hello
3566 2022-85-83 :46.659172 172.18.9.3 65.55.44.169 GTP <TLSV1.2> 187 Client Key Exchange, Change Cipher Spec, Encr
3570 2022-85-83 :46.668253  65.55.44.189 172.18.8.3 GTP <TLSV1.2> 145 Change Cipher Spec, Encrypted Handshake Messe

3572 2822-85-83 16:19:46.674412 172.18.6.3 20.50.201.200 GTP <TLSv1.2> 491 Application Data
3578 2822-85-83 16:19:46.7945817 20.58.2081.280 172.18.8.3 GTP <TLSv1.2> 523 Applicaticn Data
3592 2822-05-83 16:19:46.836508 65.55.44.189 172.18.8.3 GTP <TLSwl.2> 530 Application Data
3603 2822-85-083 16:19:46.862573 172.18.6.3 65.55.44.1a9 GTP <TLSv1.2> 526 Application Data
3616 2022-85-83 16:19:46.869364 172.18.0.3 208.36.253.92 GTP <TLSv1.2> 188 Applicaticn Data
3628 2822-85-83 16:19:46.877441 28.36.253.92 172.18.8.3 GTP <TLSv1.2> 227 Application Data

3647 2822-85-83 146.982437 172.18.8.3 £65.55.44.189 GTP <TLSv1.2> 611 Client Hello
3663 2022-05-83 5.914862 65.55.44.109 172.18.8.3 <TLSv1.2> 248 Application Data

— 3707 2822-85-83 :19:46.961385 172.18.0.3 £65.55.44.189 GTP <TLSv1.2> 438 Applicaticn Data

! 3714 2822-85-03 :46.976888 65.55.44.189 172.18.8.3 GTP <TLSv1.2> 248 Application Data
372A 2AII-AS-AR 1R-10-4R GRTIT? 172 1R @ 2 A5 85 44 1RO AR ¢TISuTS £11 Client Helln

Frame 1825: 1126 bytes on wire (9808 bits), 1126 bytes captured (9988 bits)

Ethernet II, Src: Ericsson_85:91:c9 (98:7a:10:85:91:c9), Dst: fa:16:3e:7a:b7:81 (fa:16:3e:7a:b7:81)
802.1Q Virtual LAM, PRI: @, DEI: @, ID: 3704

Internet Protocel Version 4, Src: 192.168.255.21@, Dst: 192.168.8.164

User Datagram Protocol, Src Port: 2152, Dst Port: 2152

GPRS Tunneling Protocol

Internet Protocel Version 4, Src: 20.50.201.288, Dst: 172.18.0.3

Transmission Control Protocol, Src Port: 443, Dst Port: 57741, Seq: 5193, Ack: 518, Len: 1032
Transpert Layer Security

7 Ignored Unknown Record

Figure 20: Capture of TLS—Encr}pted Packets at Core-Side Router Interfaces without IPsec Tunnel on Untrusted Link
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‘ final_test_3a_tls_noipsec_R6K_050322.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am:Z® RE QewEFesEaaar
(A [us
No. Time Source Destination Pratocol Lengt Info
10.. 2022-05-83 16:19:45... 172.18.08.3 20.49.99.108 GTP <TLSv1.2> 159 Application Data
21.. 2022-05-03 16:19:59... 172.18.0.3 20.49.99.108 GTP <TLSv1.2> 159 Application Data
21.. 2022-05-03 16:19:59... 20.49.99.108 172.18.0.3 GTP <TLSv1.2> 159 Application Data
’7 22..2022-05-03 16:20:30... 172.18.0.3 20.49.99.108 GTP <TLSv1.2> 159 Application Data

<

Frame 1053: 159 bytes on wire (1272 bits), 159 bytes captured (1272 bits) on interface \Device\NPF_{B4103562-16FC-4781-8AF1-BA141D151C5B}, id
v Ethernet II, Src: Ericsson_eb:3e:0e (1c:99:be:eb:3e:@e), Dst: Ericsson_8b:a@:4a (98:7a:10:8b:a0:4a)
Destination: Ericsson_8b:a®@:4a (98:7a:10:8b:ad:4a)
Source: Ericsson_eb:3e:@e (1c:90:be:eb:3e:@e)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 192.168.255.226, Dst: 192.168.8.104
User Datagram Protocol, Src Port: 2152, Dst Port: 2152
GPRS Tunneling Protocol
Internet Protocol Version 4, Src: 172.18.0.3, Dst: 20.49.99.108
Transmission Control Protocol, Src Port: 60855, Dst Port: 443, Seq: 1, Ack: 1, Len: 69
v Transport Layer Security
v TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)
98 7a 10 8b a@ 4a 1c 98¢ be eb 3e @e 08 0@ 45 28 z ] > E(
90 91 21 00 @@ @@ ff 11 10 98 c@ a8 ff e2 co a8 1
0020 ©8 68 08 68 [LME: 00 7d a9 a7 30 ff 08 6d 54 a5 h hn } Q- -mT

[ I Transport Layer Security: Protocol Packets: 2290 - Displayed: 4 (0.2%) |
Figure 21: Capture of TLS-encrypted Packets on RAN-side Router Ingress Showing the Only Traffic Generated/Received by the UE for
this Test

As described above, for the tests with IPsec encryption of TLS packets, over 1,000 packets were
generated in order to clearly distinguish that injected packets are dropped inside the tunnel.
Figure 22 shows the modified and injected IPsec-encrypted packets as well as the corresponding
capture of those packets on the outgoing link toward the LTE core. As with the prior tests with
IPsec encryption, we only see that the packets are ESP packets with sources and destinations the
endpoints of the IPsec tunnel. These captured packets include user traffic and control traffic,
where some of the UP packets are TLS packets, although it is impossible to distinguish which are
which. Further, the payloads of all packets are not decipherable. Approximately 4,500 modified
ESP packets were injected into the transport network.

Figure 23 shows a capture of these packets, both on the RAN-facing interface of the core-side
router (where traffic is IPsec encrypted) and on the egress interface of the core-side router, after
decryption (both TP5). There is a notable difference in traffic volume. Specifically, approximately
4,600 ESP packets were received on the RAN-facing interface, whereas only 33 packets
successfully exit (or enter) the tunnel. Only three of those packets are TLS packets. Figure 24
shows the same three TLS packets on the clear (unencrypted) interface of the RAN-side router
(TP2).
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mod_esp_tl pcap — [m] x
P peap

File Edit Vi Go Tools  Help
Am Qe
(W] Appiy = display fiter ... <Ctrl-/> =3 -+
No. Time Source Destination Protocol Lengtl Info ~
1 2022-05-83 13:46:32.920829 192.168.255.254 192.168.8.254 ESP 154 ESP (SPI=Bxc2c@68a2)
2 2822-85-83 192.168.255.254 192.168.8.254 ESP 138 ESP (SPI=@xca5halds)
3 2822-85-83 192.168.255.254 192.168.8.254 ESP 234 ESP (SPI=@xca5halds)
4 2822-85-83 192.168.255.254 192.168.8.254 ESP 234 ESP (SPI=@xca5halds)
5 2822-85-83 192.168.255.254 192.168.8.254 ESP 17@ ESP (SPI=@xc2c@68a2)
6 2822-85-83 192.168.255.254 192.168.8.254 ESP 234 ESP (SPI=@Bxc2c@68a2)
7 2822-85-83 192.168.255.254 192.168.8.254 ESP 154 ESP (SPI=@BxcaShalds)
R JAII_AS-AT 13-4A-3A IERTER 107 1AR IEE 54 107 1AR R 784 Fsp 267 FSP {SPT=OwrIrBRRal) v
< >

» Frame 1: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)

» Ethernet II, Src: 66:8e:94:d3:a@:21 (66:8e:94:d3:a@:21), Dst: 66:@e:94:bc:80:4a (66:0e:94:bc:8B8:4a)
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1861

> Internet Protocol Version 4, Src: 192.168.255.254, Dst: 192.168.8.254

? |Eacapshlsting M final_test_3b_tls_ipsec_testlaptop_ pecapng
File Edit View Go Capture Analyze Statistics Telephon Wireless  Tools  Help
AmJ® TRE | &= | Q G F
0oo0 66 @e 9 = =
0010 08 0o 4(A[=
6020 ff fe dy Time Source Destination Protocol  Lengtl Info
ggig ;g gE E 88 2022-85-03 192.168.255.254 192.168.8.254 Esp 1162 ESP (SPI=8xc2cB63a2)
5050 79 8 @ 89 2022-85-03 192.168.255.254 192.168.8.254 Esp 394 ESP (SPI=@xc2c@63a2)
0060 77 bl f 98 2022-85-03 192.168.255.254 192.168.8.254 Esp 1162 ESP (SPI=Bxc2cB63a2)
Pa7/¢ aa 70 6 91 2022-85-83 16:31:58.913527815 192.168.255.254 192.168.8.254 Esp 394 ESP (SPI=@xc2c@63a2)
2030 98 a8 b 92 2022-85-83 16:31:58.913531489 192.168.255.254 192.168.8.254 ESP 1162 ESP (SPI=@xc2c@63a2)
BE9% 86 cc a 93 2022-85-83 16:31:58.913535118 192.168.255.254 192.168.5.254 Esp 394 ESP (SPI=Bxc2cBE3al)
94 2022-85-83 16:31:58.913538501 192.168.255.254 192.168.8.254 33 154 ESP (SPI=@xcaSbalds)
95 2022-85-03 58.913543857 192.168.255.254 192.168.8.254 33 1162 ESP (SPI=8xc2cB68a2)
96 2022-85-03 :58.913547442 192.168.255.254 192.168.8.254 33 394 ESP (SPI=@xc2cB63a2)
97 2022-85-03 8.913551047 192.168.255.254 192.168.8.254 Esp 1162 ESP (SPI=Bxc2cB68a2)
98 2022-85-83 16:31:58.913554605 192.168.255.254 192.168.8.254 Esp 218 ESP (SPI=@xc2cB68a2)
€

> Frame 26: 1162 bytes on wire (9296 bits), 1162 bytes captured (9296 bits) on interface ethe, id @
> Ethernet II, Src: 66:@e:94:d3:a@:21 (66:@e:94:d3:a@:21), Dst: 66:@e:94:bc:80:4a (66:0e:94:bc:80:4a)
> _8A2.10 Virtual 1AN. PRT: 1. DFT: @&. TD: 18A1

0000 66 @e 94 bc 80 4a 66 @e 94 d3 a@ 21 81 00 23 e9

01le @8
0020 Ff f M final_test_3b tls_ipsec_pluribus 0 .pcapng
ggig gg g File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
= - =
00% 22 9 4 W RRAe=EF s Eaaarm
68 3a 9
0070  9f 2[N]=
0080 da —
2090 | e Time Source Destination Protocal Lengtl Info
e 987 2822-85-83 16:31:81.532459 192.168.255.254 192.168.8.254 ESP 424 ESP (SPI=8xc2c@68a2)
2 988 2822-85-83 16:31:81.532459 192.168.255.254 192.168.8.254 ESP 216 ESP (SPI=Bxc2c@68a2)
4 989 2822-85-83 16:31:81.532459 192.168.255.254 192.168.8.254 ESP 288 ESP (SPI=8xc2c@68a2)
998 2822-85-83 16:31:81.532459 192.168.255.254 192.168.8.254 ESP 264 ESP (SPT=8xc2c@68a2)
991 2822-85-83 16:31:81.532882 192.168.255.254 192.168.8.254 ESP 1288 ESP (SPI=8xc2c@68a2)
992 2022-085-083 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 1283 ESP (SPI=8xc2c@68a2)
993 2022-05-083 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 44@ ESP (SPI=@xc2c@68a2)
994 2022-05-083 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 1283 ESP (SPI=8xc2c@68a2)
995 2022-05-083 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 44@ ESP (SPI=@xc2c@68a2)
996 2022-085-83 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 1208 ESP (SPI-8xc2c@68a2)
997 2022-085-083 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 44@ ESP (SPI=@xc2c@68a2)
998 2022-085-083 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 168 ESP (SPI=-@xc2c@68a2)
999 2022-085-083 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 1208 ESP (SPI-8xc2c@68a2)
1666 2022-85-83 16:31:01.532882 192.168.255.254 192.168.8.254 ESP 44@ ESP (SPI=@xc2c@68a2)

Frame 12: 328 bytes on wire (2624 bits), 328 bytes captured (2624 bits) on interface \Device\NPF_{1D8682DB-@8731-47(F-9956-B4479
Ethernet II, Src: 66:8e:94:bc:88:4a (66:@e:94:bc:88:4a), Dst: Cisco_fT:fc:68 (@0:88:e3:ff:fc:68)

Internet Protocol Version 4, Src: 128.8.46.80, Dst: 18.285.67.130

User Datagram Protocol, Src Port: 46255, Dst Port: 4789

Virtual eXtensible Local Area Network

Ethernet II, Src: 66:8e:94:bc:88:4a (66:0e:94:bc:808:4a), Dst: 66:0e:94:d3:20:21 (66:0e:94:d3:20:21)

Internet Protocol Version 4, Src: 192.168.255.254, Dst: 192.168.8.254

~ Encapsulating Security Payload

ESP SPI: @xcB8desbfc (3369495548)

ESP Sequence: 43@

Figure 22: Capture of Modified and Injected TLS-Encrypted Packets on Untrusted Link and Capture of Packets on Outgoing Link to
Core with IPsec Tunnel on Untrusted Link
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= SR I ~n < \ - o i~ C LEQTR
5G STB Report Based on CSRIC VIl Recommendations TLP:WHITE:5GSTB
M t=st3B-MITRE-r6k-ips - O X
File Edit View Go
AR 7 ®
[ Appty a display fiter ... <Ctrk/> = -+
No. Time Source Destination Protocol Lengtl Info "
31 2822-85-83 16:38:54.734866 192.168.255.254 192.168.8.254 ESP 1162 ESP (SPI=Bxc2c@6Bal)
32 2822-85-83 16:38:54.734880 192.168.255.254 192.168.8.254 ESP 394 ESP (SPI=Bxc2cB63a2)
33 2822-85-83 :54.734881 192.168.255.254 192.168.8.254 ESP 1162 ESP (SPI=Bxc2c@6Bal)
34 2822-85-83 4.734883  192.168.255.254 192.168.8.254 ESP 394 ESP (SPI=Bxc2cB63a2)
35 2@822-85-83 :54.734912 192.168.255.254 192.168.8.254 ESP 1162 ESP (SPI=Bxc2cBGBal)
36 2822-85-83 :54.734914 192.168.255.254 192.168.8.254 ESP 394 ESP (SPI=Bxc2cB63a2)
37 2822-85-83 :54.734916 192.168.255.254 192.168.8.254 ESP 1162 ESP (SPI=Bxc2cBGBal)
38 2822-85-83 +54.734935 192.168.255.254 192.168.8.254 ESP 394 ESP (SPI=Bxc2cB63a2)
39 2@822-@85-83 :54.734936 192.168.255.254 192.168.5.254 ESP 1162 ESP (SPI=Bxc2cBGBal) v
< >
» Frame 1: 122 bytes on wire (976 bits), 122 bytes captured (976 bits)
> Ethernet II, Src: Ericsson_85:91:d5 (98:7a:18:85:91:d5), Dst: 66:@e:94:d3:a@:21 (66:0e:94:d3:208:21)
» 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 31
> Internet Protocol Version 4, Src: 192.168.8.254, Dst: 192.168.255.254
v Encapsulating Security Payload
ESP SPI: @xc3lled7c (3272729724)
ESP Sequence: 32
M test3B-MITRE-r6k-clear-030322-1630.pcap — O ;
| File Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help
Mami1@ I NRE ResETLSEeaar
0D ==
o Na. Time: Source Destination Protocal Lengtl Info
4 20822-85-83 16:31:83.889718 172.18.8.3 26.49.99.188 GTP <TLSv1.2> 163 Application Data
O 25 2822-85-83 16:31:17.885886 172.18.8.3 20.49.99.188 GTP <TLSv1.2» 163 Application Data
26 2922-85-83 16:31:17.812315 20.49.99.188 172.18.8.3 GTP <TLSv1.2> 163 Application Data
<
= File|
il 2 Frame 4: 163 bytes on wire (1384 bits), 163 bytes captured (1384 bits)
= File|

> Ethernet II, Src: Ericsson_85:91:c9 (98:72:18:85:91:c9), Dst: fa:16:3e:72:b7:81 (fa:16:3e:7a:b7:81)
:Filel 5 892.1 virtual LAN, PRI: @, DEL: @, ID: 3704

=File| » Internet Protocol Version 4, Src: 192.168.255.218, Dst: 192.168.8.104

:File| » User Datagram Protocol, Src Port: 2152, Dst Port: 2152

> GPRS Tunneling Protocol

| » Internet Protocol Version 4, Src: 172.18.8.3, Dst: 20.49.99.188

:Filel 5 Transmission Control Protocol, Src Port: 68855, Dst Port: 443, Seq: 1, Ack: 1, Len: 63
:File] v Transport Layer Security

= File “ TLSv1.2 Record Layer: Applicstion Data Protocel: http-over-tls

Content Type: Application Data (23)

Version: TLS 1.2 (@x@3@3)

Length: 64

% 3e 7a b7 81 98 7a 10 85 91 c9 81 60 Qe 78
0

45 38 00 91 3e ae 00 00 fe 11 f3 e9 c@ a8
cO a8 08 68 08 68 08 68 00 7d a% b7 30 1
00 6d 54 a% 58 e1 45 @0 00 6d 5b 7b 00 00 80 06
2040 bb 5d ac 12 @@ @3 14 31 63 6¢c ed b7 01 bb 4a ed

Figur—e 23 Captures of TLS-Encrypted Packets on Core-Side Untrusted Link and On Trusted Router After Decryption of IPsec
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M final_test 3b_tls_ipsec_R6K_050322.pcapng - O X

k
= File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am ® e QesZ=F e Eaqair
(s [X] -]+
No. Time Source Destination Protocol Lengt Info

29 2022-05-03 16:31:06.064418 172.18.9.3 20.49.99.108 GTP <TLSv1.2> 159 Application Data

81 2022-05-03 16:31:208.779081 172.18.8.3 20.49.99.108 GTP <TLSv1.2> 159 Application Data

82 2022-05-03 16:31:28.789250 20.49.99.108 172.18.8.3 GTP <TLSv1.2> 159 Application Data
< >

Frame 29: 159 bytes on wire (1272 bits), 159 bytes captured (1272 bits) on interface \Device\NPF_{B4103562-16FC-4781-8AF1-BA141D151C5B}, id @ ~

Ethernet II, Src: Ericsson_eb:3e:@a (1c:9@:be:eb:3e:@a), Dst: Ericsson_8b:a@:4a (98:7a:10:8b:a0@:4a)
Internet Protocol Version 4, Src: 192.168.255.210, Dst: 192.168.8.104
User Datagram Protocol, Src Port: 2152, Dst Port: 2152
GPRS Tunneling Protocol
Internet Protocol Version 4, Src: 172.18.0.3, Dst: 20.49.99.108
Transmission Control Protocel, Src Port: 608855, Dst Port: 443, Seq: 1, Ack: 1, Len: 69
Transport Layer Security
~ TLSvl.2 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)
Version: TLS 1.2 (@x@303)

<

Length: 64 w
0000 98 7a 10 8b a® 4a 1c 9@ be eb 3e Ga 08 00 45 z- 3 P ~
00 91 3e ae 00 00 ff 11 f2 €9 c0 a8 ff d2 co@ a8 >
08 68 @8 68 @8 68 @@ 7d a9 b7 30 ff 00 6d 54 a5 h-h-h-} Q- -mT
58 el 45 @0 @0 6d 5b 7b 088 00 82 @6 bb 5d ac 12 X-E--m[{ 1 hd
@ 7 Record Layer (tisrecord), 69 bytes Packets: 105 - Displayed: 3 (2.9%) Profile: STB Profile

Figure 24: Capture of TLS-Encrypted Packets on RAN-Side Router Ingress Showing the Only Traffic Generated/Received by the UE for
This Test with IPsec Tunnel

Test Result

Success: TLS-encrypted traffic is unreadable with or without IPsec encryption; this includes all
capture points, not just those on the untrusted link. Adding IPsec to the untrusted link further
obscures the traffic, preventing an eavesdropper from reading the source and destination of the
TLS messages, as well as knowing that the encapsulated packets are TLS encrypted. In addition,
TLS encryption and IPsec encryption preventinjection or modification of packets. Whereas,
without the IPsec tunnel, injected TLS packets pass out of the cellular network to be dropped by
either the UE or the HTTPS server, when the IPsec tunnel is enabled, that injected traffic is
dropped at the tunnel endpoints and not allowed to flow to other parts of the larger network.

Conclusions and Next Steps

For each of the three test cases described here, the tests successfully verified the efficacy of
employing security procedures recommended by the CSRIC VIl WG2 report, implementing
commercial hardware in a commercially-relevant NSA configuration. This verification of the
CSRIC NSA recommendations in a commercially-deployed environment is the first of its kind.
Test Cases 1 and 2 focused on confidentiality and integrity on an untrusted backhaul link for user
traffic and control traffic, respectively. Test Case 3 added end-to-end TLS encryption between an
application on the UE and a server on the internet.

Test Case 1 demonstrated that implementation of an IPsec tunnel over the untrusted link
prevents eavesdropping on user traffic as well as modification and injection of false traffic
designed to appear as originating from or destined to a valid UE. All traffic on the untrusted link
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appeared as encrypted ESP packets with no ability to read the contents. Modified and injected
packets were observed at test points on the untrusted link, but were dropped inside the tunnel
and did not reach either the UE or the internet. Furthermore, in absence of that IPsec tunnel,
packet contents and headers were fully decipherable, and modified and injected UP packets
were able to reach destinations outside the untrusted link, including the UE and the internet.

Test Case 2 demonstrated that implementation of an IPsec tunnel over the untrusted link
prevents eavesdropping on control traffic as well as modification and injection of false traffic
designed to appear as originating from the UE, RAN, or MME. As with Test Case 1, all traffic on the
untrusted link appeared as encrypted ESP packets with no ability to read the contents. Modified
and injected packets were observed at test points on the untrusted link, but were dropped inside
the tunnel and did not reach either the UE, RAN, or the MME. Furthermore, in absence of that
IPsec tunnel, packet contents and headers were fully decipherable. While modified and injected
CP packets were able to reach destinations outside the untrusted link, including the RAN and the
MME, that traffic also generated ABORT messages, suggesting that other protocols within the
system identified the injected packets as problematic. The exact cause of those ABORT
messages was not investigated.

Test Case 3 demonstrated that end-to-end TLS encryption further occludes user traffic between
the UE and a server, or other endpoint. The TLS encryption prevented eavesdropping and
modification and injection of packets, regardless of the implementation of an IPsec tunnel on
the untrusted link, although that protection only exists for the user traffic that is sent between
the addresses that set up the encrypted connection. The TLS encryption also protects the
associated traffic at points outside the untrusted link, including what is transmitted over the air
between the UE and the RAN.

The three successful test cases outlined above conclude the inaugural tests of the 5G Security
Test Bed, an industry effort to improve 5G network security through collaboration with
government agencies, policymakers, international standards bodies, thought leaders, and
partners. While these tests focused on a 5G non-standalone network architecture, with the 5G
network built over a 4G LTE core, future steps include implementation and testing of CSRIC VI
WG2 recommendations for a 5G standalone configuration, utilizing an Ericsson Release 16 Dual
Mode Core. The 5G STB s also in the process of developing test cases for network slicing and
roaming security use cases. In addition, the method the 5G STB uses for IPsec tunneling will be
modified to utilize PKI certificates.

The 5G STB members and administrator welcome engagement from stakeholders with an

interest in the mission of the 5G Security, and we expect new participants and the diversity of test
cases to grow in tandem.
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Appendix: Acronyms

3GPP 3rd Generation Partnership Project

5G STB 5G Security Test Bed

BBU Baseband Unit

CP Control Plane

CPE Customer Premise Equipment

CSRIC Communications Security, Reliability, and Interoperability Council

DHS Department of Homeland Security

eNB/eNodeB Evolved Node B

EN-DC E-UTRA New Radio - Dual Connectivity

EPG Evolved Packet Gateway

ESP Encapsulating Security Payload

E-UTRA Evolved Universal Mobile Telecommunications System (UMTS)
Terrestrial Radio Access

FCC Federal Communications Commission

FDD Frequency Division Duplex

gNB/gNodeB Next Generation Node B

HSS Home Subscriber Server

IKEvV2 Internet Key Exchange Protocol Version 2

IMS IP Multimedia Subsystem

IP Internet Protocol

IPsec Internet Protocol Security

LTE Long Term Evolution

MACsec Media Access Control Security

MME Mobility Management Entity

NIST National Institute of Standards and Technology

NMS Network Management System

NR New Radio

PGW Packet Data Network Gateway

RAN Radio Access Network

RAT Radio Access Technology

SEG Security Gateway

SGW Serving Gateway

STB Security Test Bed

TAS Telecom Application Server

TDD Time Division Duplex

TLS Transport Layer Security

TP Test Point
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UE User Equipment

UMD University of Maryland
up User Plane

UPF User Plane Function
VPN Virtual Private Network
WG Working Group
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