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Introduction

The 5G Security Test Bed Is Designed to Rigorously Test and Advance 5G Security

The wireless industry prioritizes stronger security and reliability with every generation of its
mobile networks. With 5G in particular, secure connectivity is the foundation that supports and
enhances the many benefits these networks provide. The wireless industry devotes significant
resources to 5G security and has expanded its efforts through the 5G Security Test Bed.

Formally launched in 2022, the 5G Security Test Bed is a unique collaborative endeavor between
wireless providers, equipment manufacturers, cybersecurity experts, academia, and government
agencies, created with a sole focus on testing and validating 5G security recommendations and
use cases from government groups, wireless operators, and others. It is the only initiative that
uses commercial-grade network equipment and facilities to demonstrate and validate how 5G
security standards recommendations will work in practical, real-world conditions.

One of the 5G Security Test Bed’s core values lies in its ability to validate 5G security use cases in
a real-world environment, using an actual 5G network architecture. Leveraging a significant
investment and in-kind contributions, the Test Bed’s founding members built this state-of-the-
art, private 5G network from scratch for the singular purpose of evaluating 5G network security.

The 5G Security Test Bed’s previous testing activities have worked to validate the
recommendations of the FCC’s Communications Security, Reliability, and Interoperability
Council (CSRIC) advisory group, for both non-standalone (NSA) and standalone (SA) network
configurations. In addition, the Test Bed draws on recommendations from its own Technical
Advisory Committee to address emerging industry priorities.

This report addresses network slicing security on 5G networks, adding to three previous test
cases conducted in the Phase 1 network slicing report released in 2023. The 5G Security Test Bed
will continue evaluating additional recommendations and use cases from CSRIC and other
entities in future tests. It is not set up to be a platform for identifying vulnerabilities or conducting
penetration testing of networks or equipment.
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Scope of Report

This 5G Security Test Bed report’s scope is to demonstrate potential exploits that result from
network slicing vulnerabilities outlined in the AdaptiveMobile Security (AMS) white paper A Slice
in Time: Slicing Security in 5G Core Networks, submitted to GSMA as a Common Vulnerability
Disclosure (CVD)." While the vulnerability was theoretical in the AMS paper, the Test Bed
replicated the hypothetical exploit outlined in the report on its own live network infrastructure.
The Test Bed also developed and tested an additional potential exploit based on the
vulnerability.

These two test cases—the first to validate and assess this theoretical vulnerability using real-
world testing—along with the AMS report, led to the 3 Generation Partnership Project (3GPP)
updating the 5G network technical specifications found in TS 33.501, Version 18," resolving the
vulnerability.

Background

Network Slicing

Network slicing is a technology that enables mobile network operators to provide fine-grained,
customizable network offerings to meet the diverse needs of a variety of customers and
applications, such as in public safety, transportation, security, and many other contexts.

Often, network slices are discussed in the context of leading commercial applications, such as
the four wireless network service types defined by 3GPP: eMBB (Enhanced Mobile Broadband),
URLLC (Ultra-Reliable Low-Latency Communication), mMTC (Massive Machine-Type
Communication), and Vehicle to X (V2X). In addition, network slices for specific uses, such as
vehicle-to-infrastructure, or a specific company’s industrial control system, are also considered
for application of the network slicing concept.

Network slices can be viewed as logical networks sharing a common physical infrastructure. The
security for network slicing will be critical to certain segments of commercial customers.
Regarding network slice security, because network slices leverage network function (NF)
virtualization and a service-oriented architecture, the main focus for slice security has been to
ensure isolation among different slices. Specifically, there are two aspects of isolation: resource
provision/isolation and security isolation. Security isolation not only requires slice-specific
access control and security measures, but also ensures that potential problems in one slice will
not spill over to other slices.
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Network Slice Identifiers

In the 5G network core, each slice is given a unique identity called the Single-Network Slice
Selection Assistance Information (S-NSSAI). The S-NSSAl is used to identify, differentiate,
authorize, and route each slice and the data traveling on it. The S-NSSAl identifies each slice in
two parts: a mandatory Slice Service Type (SST), which is a predefined value for one of the
wireless network service types defined by 3GPP listed above, and an optional Slice Differentiator
(SD), which is used to differentiate between slices of the same type.

In some cases, user equipment (UE) may be authorized to access more than one slice, and the
network further differentiates these with a group or list of up to eight slices identified by Network
Slice Selection Assistance Information (NSSAI). NSSAls can fall into several categories, including
Allowed, Rejected, Configured, or Requested NSSAIs.

AdaptiveMobile’s 2021 CVD Report, A Slice in Time: Slicing Security in 5G Core Networks, noted that
there was no requirement for mobile network operators (MNOs) that each slice has a unique
identifier, or that Slice Differentiators be random, adding that, “With all the new network
functions and services in 5G, roaming and legacy interaction will become quite complex.”

3GPP’s technical standards on network slicing note that “the subscription information shall
include at least one default S-NSSAIL” requiring network operators to include a default described
S-NSSAl in the subscriber slice profile for the UE. However, with no guidance for interoperability
between vendors in 3GPP’s technical standards at the time of AdaptiveMobile’s report release, A
Slice in Time highlighted security challenges through configuration mistakes and missing layer
matching. The report listed some hypothetical examples, showing how slices could potentially
be manipulated to do more than they should be able to do, including by brute forcing or
guessing slice identifiers to access unauthorized information or resources within the network.

Definition of Test Cases

Based on guidance from its Technical Advisory Committee and the AdaptiveMobile report, the
5G Security Test Bed wrote and executed two tests to demonstrate whether the theoretical
vulnerability could be exploited in a real-world environment.

In the first potential exploit outlined in the report, “Malicious Access to a Different Slice by
Modifying Slice Differentiator,” a rogue network function or a rogue slice (Slice 2 in this example)
from a compromised partner could theoretically establish a TLS connection that appears valid
because it is using the correct slice identity. This rogue slice would then be allowed to access the
network function shared with the valid Slice 1 and granted a valid identification token. With this
access token, the network’s transport/IP layer security would determine the rogue slice is a valid
connection, granting it access to personal data or resources within the network.
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The report discusses the cause of the vulnerability:

The underlying problem is that no layer matching is mandated by the specifications. As
there is no matching between layers, the NRF would only see, on the lower transport/IP
layer, an “authenticated partner” and, on the upper signalling layer, a valid slice identity
and service request. There is no cross-check that the slice identity in the request matches
the slice identity used for the TLS tunnel. As a result, the NRF would issue an authorization
ticket to the rogue Slice 2 to use services on Slice 1.

The 5G Security Test Bed performed the first real-world tests to confirm whether this
hypothetical vulnerability could be exploited, listed in this report as Test Case 1. In addition, the
Test Bed developed a second test case based on the vulnerability, “Static Subscriber S-NSSAI
Override of UE-Requested NSSAI by Dynamic Core Signaling Assignment,” or referred to more
simply as “5G Network Override to Reroute a Mis-Provisioned Network User Slice.”

In Test Case 2, the Test Bed assumed that a user device had been incorrectly provisioned to a
network slice that was inconsistent with how it was recorded by the network operator. In this
example, the UE should be provisioned for Slice 2, but it incorrectly presents Slice 1 as the
Requested NSSAI to the network. Test Case 2 was conducted to determine whether the network
would override the incorrect request and direct the UE to the correct slice.

In summary, the 5G Security Test Bed conducted the following tests:

1. Malicious Access to Different Slice by Modifying Slice Differentiator
a. 5G STB Test Case 1: Confirm the vulnerability by executing a successful modified
request first from the compromised network function (NF) to the network
repository function (NRF), and then to the shared NF.

2. Static Subscriber S-NSSAI Override of UE-Requested NSSAI by Dynamic Core Signaling
Assignment
a. 5G STB Test Case 2: Test and validate the cellular network’s ability to override a
mis-provisioned, mis-configured, or manipulated user device (UE) that has the
network slice provisioned for Slice 1 where it should be Slice 2.

The vulnerability outlined by AdaptiveMobile is a niche edge case that requires a very specific set
of circumstances to occur and would be difficult to execute in the real world. However, by
confirming with real-world tests and disclosing the findings to 3GPP, the 5G Security Test Bed

helped drive the development of updated standards to address the potential issue and override
the vulnerability.
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Test Results

Summary of Process and Findings

The configuration used for these tests is comprised of radio access network (RAN) equipment
hosted at the University of Maryland (UMD) and a dual-mode core (DMC), which provides both 4G
LTE and 5G functionality hosted at the MITRE Corporation. The connection between the RAN at
UMD and the DMC at MITRE goes over the internet. The DMC is an Ericsson 5G Core, PCC version
1.19.

The coreis configured to support two network slices. Mutual TLS (mTLS) is implemented among
network functions.

Tests were run with band N41 for the new radio (NR), using a Sierra Wireless EM9190 card
connected to a laptop by USB as a cellular modem, as well as a Qualcomm Mobile Test Platform
(MTP) device. For the purposes here, this report refers to the combination of that laptop and the
cellular modem as the UE. The UE used for Slice 1 was the Qualcomm MTP. It was set inside a
Faraday Cage and connected remotely through a laptop.

Test Case 1: Malicious Access to a Different Slice by Modifying Slice Differentiator

Test Case ID: TC-NetSlic-01

Description:

Test Case 1is designed to confirm the existence of the vulnerability reported by AdaptiveMobile
in Section 3.1.3.1 of its report, A Slice in Time: Slicing Security in 5G Core Networks (submitted to
GSMA as CVD-2021-0047). To confirm the vulnerability, the test’s objectives are to use a
compromised network function belonging to Slice 2 to send a modified request to the NRF, gain
access to a valid authentication token, and then use that token to access a network function
shared between both Slice 1 and 2, gaining access to personal user data or resources.

This test uses the SMF network function in Slice 2 as the compromised NF, and it uses the AMF as
the network function that is shared between both slices. It then uses the
Namf_Communication_N1N2MessageTransfer service request to attempt to release an existing
connection that the UE in Slice 1 is connected to in order to see if the AMF will respond to this
maliciously crafted request.

The test uses Ericsson’s internally developed HTTP/2 and REST API call interception and
modification tool called HALO. The tool operates as a man-in-the-middle that can inspect the
HTTP/2 requests and responses. Using HALO, requests and responses can be modified in the
HTTP/2 Body, within the JSON or any payload type, the HTTP/2 Headers, and the URI query
parameters. For the test, HALO sits outside the 5G network core, and traffic is directed to HALO



5G STB - Network Slicing Use Cases TLP:CLEAR:5GSTB

by configuring the IP addresses of the AMF and the NRF to be interfaces on HALO. HALO
masquerades as the SMF on Slice 2, generating and receiving messages as appropriate. HALO is
capable of having a PKI certificate for the core installed, and it can decode TLS traffic. It also has
the Wireshark capability to capture traffic in PCAP format. With mTLS implemented, everything is
encrypted between NFs. As a result, Wireshark captures from outside HALO cannot read the
contents of messages. In order to display message content, we need to read them (and modify
and/or generate them) inside HALO, where they have been decrypted.

Prior to executing the test below, HALO snoops the connection PDU setup for the UE in Slice 1 in
order to gather the needed parameters to craft the malicious REST API call to release the
connection from Slice 2.

A number of features are configured for the test case in the Service-Based Architecture (SBA) of
the 5G core in addition to mutual TLS using PKI certificates. The NRF acts as the OAuth 2.0
Authorization server and generates the Access Token Response, which is a JWS-signed JSON
object containing the access token, a token type, expiration, and scope, which is per REST API
service. Tokens are authorized per REST APl service for the NF where one side acts as the NF
service consumer and the other NF acts as the NF service producer. The tokens generated by the
NRF authorize the Namf_Communication_N1N2MessageTransfer service to be used between the
SMF as the NF service consumer, and the AMF as the NF service producer, as an example in this
test case.

This test case recognizes that the above scenario is difficult in the real world to execute, but the
purpose is to test the layer matching problem highlighted by Adaptive Mobile. The actual testing
is constrained by the actual supported REST APIs for the SMF to the AMF, which are limited in the
current software to the Namf_Communication_N1N2MessageTransfer service, the NIN2Transfer
Failure Notification service, and the EBIAssignment service. These allow for only PDU session
establishment, modification, and release operations. Additional software releases add more
REST API services.
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Misbehaving
Nework Function
Belonging to Slice 2

Network Repository
Function (NRF)

Shared NF Serves
Slice 1 and Slice 2
Offers a Service

= SMF =
AMF — a1 ——
—_® —_—®

1. TLS Tunnel set-up

2. Identity OK,

Tunnel OK

3. Nnrf_AccessToken_Get request (incl. Slice 1 id)

4. Authorize consumer based
on TLS check and shared

NF allowed to communicate
with Slice 1

5. Nnrf_AccessToken_Get response
(incl. token for that was requested for Slice 1)

6. Service Request with token issued for Slice 1

7. Check token, Slice-id,
TLS Tunnel, All OK

8. Service Delivery, e.g. Data from Slice 1

Figure 1: Message Flow of Hypothesized Vulnerability

Because packet captures occur inside the HALO tool, the IP addresses associated with the
messages are in some cases the internal HALO IP addresses facing the NFs. The relevant IP

addresses are listed in Table.

Table: Network Function IP Addresses

AMF NRF SMF
192.168.56.143 192.168.56.143 192.168.56.129
172.17.20.108 (HALO) 172.17.95.197 (HALO) 192.168.56.131

172.17.96.50 (HALO)

Prior to conducting the test, the UE is connected to Slice 1 and establishes a data connection to
the Slice 1 server. Figure 2 shows the UE registration in which it provides its Subscription
Concealed Identifier (SUCI) (310014791791003), and Figure 3 is the UE establishing its PDU
session (PDU Session ID 1) on Slice 1 (SST=1, SD=1). HALO captures the PDU session
establishment in order to use the needed parameters to craft the malicious REST API call to
release the PDU session later in the test.
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[ JoN ] M 23-11-06_17.18.564__RID-716_UE.pcap
AN e 8NRE Q &= E
[ |ngap (<] .|+
No. Time Source Destination Protocol Length |Info
8 2023-11-06 17:19:01.6270.. 192.168.48.130 10.205.67.204 NGAP 146 NGSetupRequest
10 2023-11-06 17:19:01.6304.. 10.205.67.204 192.168.48.1308 NGAP 226 NGSetupResponse
11 2023-11-06 17:19:01.6304.. 10.205.67.204 192.168.48.130  NGAP 82 NGReset
13 2023-11-06 17:19:01.6305.. 192.168.48.130 10.205.67.204 NGAP 78 NGResetAcknowledge
2023-11-06 17:19:04.1258.. 192.168.48.130 10.205.67.204 NGAP/NAS-5GS InitialUEMessage, Registration request
19 2023-11-06 17:19:04.2119.. 10.205.67.284 192.168.48.130  NGAP/NAS-5GS 138 DownlinkNASTransport, Authentication request
20 2023-11-06 17:19:04.2120.. 192.168.48.13¢ 10.205.67.204 NGAP/NAS-5GS 1508 SACK (Ack=2, Arwnd=32768) , UplinkNASTransport, Authentication response
21 2023-11-06 17:19:04.2204.. 10.205.67.204 192.168.48.130 NGAP/NAS-5GS 13@ SACK (Ack=3, Arwnd=32768) , DownlinkNASTransport, Security mede command
22 2023-11-06 17:19:04.2204.. 192.168.48.130 10.205.67.204 NGAP/NAS-5GS 198 SACK (Ack=3, Arwnd=32768) , UplinkNASTransport
24 2023-11-06 17:19:04.4948.. 10.205.67.204 192.168.48.130 NGAP 182 InitialContextSetupReguest
Extended protocol discriminator: 5G mobility management messages (126) ::
@000 .... = Spare Half Octet: @ ;

ve.. @000 = Security header type: Plain NAS message, not security protected (@)
Message type: Registration request (@x41) [
5GS registration type 8
« 1... = Follow-0On Request bit (FOR): Follow-on request pending L

«v.. .01 = 5G5 registration type: initial registration (1)
NAS key set identifier

0... .... = Type of security context flag (TSC): Native security context (for KSIAMF)
2111 .... = NAS key set identifier: 7
5GS mobile identity
Length: 13
Spare: @
SUPI format: IMSI (@)
Spare: @

Type of identity: SUCI (1)
Mobile Country Code (MCC): United States
Mobile Network Code (MNC): TEST IMSI HNI
Routing indicator: @

++ss 0000 = Protection scheme Id: NULL scheme (@)
blic key identifier: @

) 7 NG Application Protocol: Protocal Packets: 462 - Displayed: 24 (5.2%)

Figure 2: UE Registration Showing SUCI

(o0 @ M 23-11-06_17.18.564__RID-716_UE.pcap
. N —H =
AmIe BORE Qe=>=7 35 CCCW
|1 Ingap X] -]+
| No. Time Source Destination Protocol Length Info
| 43 2023-11-VD 1/:1Y:104.4Y4Y. 1YZ.100.48.130 10.203.07. 208 NGAF 100 ALK |ACK=4, ArWNO=3Z/bB) , 1N1T18LONTEXT>ETUpHesponse
26 2023-11-06 17:19:04.4949.. 192.168.48.130 10.2085.67.204 NGAP 134 UERadioCapabilityInfoIndication
| 28 2023-11-06 17:19:04.5024.. 10.205.67.204 192.168.48.130 NGAP /NAS-5GS 17@ DownlinkNASTransport
29 2023-11-06 17:19:04.5024.. 192.168.48.136 10.205.67.204 NGAP /NAS-5GS 138 SACK (Ack=5, Arwnd=32768) , UplinkNASTransport
30 2023-11-06 17:19:04.5104.. 10.205.67.204 192.168.48.13@ NGAP/NAS-5GS 138 SACK (Ack=7, Arwnd=32768) , DownlinkNASTransport
| 33 2023-11-06 17:19:87.1254.. 192.168.48.130 10.205.67.204 NGAP /NAS-5GS 178 UplinkNASTransport
17:19:87.3351.. 10.205.67.204 192.168.48.130 PDUSess ionResourceSetupRequest
36 2023-11-06 17:19:07.3352.. 192.168.48.130 10.205.67.204 NGAP 126 SACK (Ack=7, Arwnd=32768) , PDUSessionResourceSetupResponse
72 2023-11-06 17:20:05.5322.. 10.205.67.204 192.168.48.130 NGAP /NAS-5GS 114 DownlinkNASTransport
73 2023-11-06 17:28:05.5323.. 192.168.48.130 10.2085.67.204 NGAP/NAS-5GS 158 SACK (Ack=8, Arwnd=32768) , UplinkNASTransport
74 2023-11-06 17:20:05.5400.. 10.205.67.204 192.168.48.130 NGAP/NAS-5GS 13@ SACK (Ack=10, Arwnd=32768) , DownlinkNASTransport
27 7893_11_0& 17.98.95 EI34 107 188 4R 124 18 26% &7 204 nEAD 185 1ECantav+Dalascabaniact

Il Item 2: id-PDUSessionResourceSetuplListSUReq
ProtocolIE-Field
id: id-PDUSessionResourceSetupListSUReq (74)
| criticality: reject (@)
value
PDUSessionResourceSetuplListSUReq: 1 item
Item @

Pl tupItemSUReq

1 pDUSessionNAS-PDU: 7e@2alce4c98037e00680100472e0101c2110009090006312001017TR9060107d0@59896...
Non-Access-Stratum 5G5S (NAS)PDU

Security protected NAS 5GS message
Extended protocol discriminator: 5G mobility management messages (126)
@882 .... = Spare Half Octet: @
.... 0010 = Security header type: Integrity protected and ciphered (2)
Message authentication code: @xalce4c98
Sequence number: 3

s—NSSAT
s5T: @1
sD: 880001

pDUSessionResourceSet tTransfer: f@vacd43d156ac@e720086000100...
PDUSessionResourceSetupRequestTransfer
protocolIEs: 4 items
Item @: id-PDUSessionAggregateMaximumBitRate
ProtocolIE-Field
id: id-PDUSessionAoarenateMaximumBitRate (130)
(O 7 NG Application Protocal: Protocol Packets: 462 - Displayed: 24 (5.2%) Profile: Default

Figure 3: UE PDU Session Setup Request Showing pDUSessionID and s-NSSA/

HALO performs the function of the rogue NF, the SMF, on Slice 2. Figure 4 shows the NF instance
details of this NF, including NF type (SMF) and NSSAI (SST=1, SD=2).

10
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ECCAUCONTIOATRAANETIL TAMCSCONTIMATH ATSVRA: ~/MILSTCRTISRECUTENTREPLY¢I> CUrL —A LET "NTIPS://MIramcnriyl.amc.mncyl4.mccsly. 3gppneTwork. org/nnrr=nrm/
vl/nf-instan

nces/2a735ed1-927c-446a-b4b6-6860391dal67' ——cacert SecureG-cacert-root.pem —cert SecureG-nrf-cert.pem —key SecureG-nrf-key.pem | jg | grep -i smf

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
] a ] 0 0 0 @ 0 ——i—i—— =i =i 0
100 782 1lee 782 0 0 86888 9 ——i=—i== ——i=—l== ——i--:— 86888
{
"ipv4Addresses": [
192.168.56.131"
1
"nfInstanceld": "2a735ed1-927c-446a-b4b6-6860391dal67"
"allowedNfTypes": [
"AMEY
fadn": "mtrdmesmf@2. smf.dnc.mnc@14,mce310. 3gppnetwork.org”,
“ipEndPoints": [
{

“ipvaAddress": “192.168.56.131",
"port": 7070

’

nfservicestatus": "REGISTERED",

scheme': "https",

"servicelnstanceId": "nsmf-pdusession,2a735ed1-927¢-446a-b4h6-6860391dal167",
"serviceName": "nsmf-pdusession”,

"versions": [

"apiFullVersion": "1.1.2",
"apiVersionInUri": "vi1"

"': "REGISTERED",
HGMEY

“mect: “310%,
“mnct: “e14"
}

,
"s!gs.sa.l.s": [
"sd": "@00002",
1

Ysst':
}

1,

“spfinfe": {
"pawFgdn": "topoff,paw-s5an,men-sgwu.node.enc.mnc@14.mcc310, 3gppnetwork,org",
".5!}55.3.1=$!!'.f.1.'11‘.9.|=.1§,‘€" [

"d.EnSmﬁln.f.gLLsx" o L

"dnn": "dnn-embb-stb2.mitre.net"

"sNssai": {
"sd": "000002",
"sst'i 1

/:/'gu-re 4: Compromised NF (SMF) Parameters (nfType, sNssai, etc.)

HALO, masquerading as the compromised SMF on Slice 2, establishes a TLS connection to the
NRF to request access to the AMF shared by both Slice 1 and Slice 2. HALO then sends a request
to the NRF to provide the rogue SMF a token to access Slice 1 on the shared NF server. In this test
case execution, the slice for which the request corresponds is not included in the request, as
targetSnssailist is optional in the AccessTokenReq. Line 56 of Figure 5 shows the rogue SMF (the
IP address appears as 172.17.96.50, which corresponds to the HALO interface facing the NRF)
requesting the AMF access token from the NRF (192.168.56.143), where the nflnstanceld matched
thatin Figure 4. Note the details in the request do not include the targetSNSSAIList. Line 60 of
Figure 6 shows the NRF (192.168.56.143) returning the AMF access token without any specific S-

NSSAI listed. The scope allows access to the Namf_Communication_N1N2MessageTransfer
service.

11
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[ ] [ ] M working_masquerade_slice2_nrfHalo-dsb.pcap
4w é RE Qes=g el = aqaer
] -] *
No. Time Source Destination Protocol Length Info
‘ 49 2023-11-06 .. 192.168.56.143 172.17.96.50 TCP 72 443 -+ 52994 [ACK] Seq=1572 Ack=2797 Win=60160 Len=@ TSval=4278169265 TS——
50 2023-11-06 . 192.168.56.143 172.17.96.50 HTTP2 4215 SETTINGS[@], SETTINGS[@], WINDOW_UPDATE [@]
‘ 51 2023-11-06 172.17.96.50 192.168.56.143 TCP 72 52994 + 443 [ACK] Seq=2797 Ack=5715 Win=57088 Len=0 TSval=1267033481 TS
52 2023-11-06 17: .. 172.17.96.50 192.168.56.143 HTTP2 194 HEADERS[1]: POST /oauth2/token, WINDOW_UPDATE[1]
‘ 53 2023-11-06 17:20: 05 4382.. 192.168.56.143 172.17.96.50 TCP 72 443 -+ 52994 [ACK] Seq=5715 Ack=2919 Win=60160 Len=8 TSval=4278169268 TSwwuu
3 54 2023-11-06 17: 5.4386.. 172.17.96.50 192.168.56.143  HTTP2 236 DATA[1]
55 2023-11-06 192.168.56.143 172.17.96.50 TCP 72 443 - 52994 [ACK] Seq=5715 Ack=3083 Win=6@160 Len=0 TSval=4278169268 TS '
56 2023-11-86 .. 172.17.96.50 192.168.56.143  HTTP2 103 DATA[1] (application/x-www-form-urlencoded)
57 2023-11-06 . 192.168.56.143 172.17.96.50 TCP 72 443 -+ 52994 [ACK] Seq=5715 Ack=3114 Win=60160 Len=B TSval=4278169268 TS
58 2023-11-06 .. 172.17.96.50 192.168.56.143 HTTP2 103 SETTINGS (@]
59 2023-11-06 .. 192.168.56.143 172. 17 96.50 TCP 72 443 -+ 52994 [ACK] Seq=5715 Ack=3145 Win=6@160 Len=0 TSval=427816927@ TS

60 2023-11-06

192 168 56.143

HTTP2/JSON 652 HEADERS[1]: 20@ OK, DATA[1], JavaScript Object Notation (application/js

= Unused: @x00 ‘
= Padded: False ]
= End Stream: True €
.................... = Reserved: 8x0 ¢
.e0e 00 0000 @eee e0ee BOOE 0000 0001 = Stream Identifier: 1 E
[Pad Length: @] ¢
[1 Body fragment (133 bytes): #54(133)] ¢
[Frame: 54, payload: ©-132 (133 bytes)]
[Body fragment count: 1]
[Reassembled body length: 133]
[Reassembled body data: 6772616e745f747970653d636c69656e745763726564656e7469616c73266e66496e7374..]
Data: 6772616e745f747970653d636c69656e745763726564656e7469616c73266e6649627374...
HTML Form URL Encoded: application/x-www—form-urlencoded
Form item: "grant_type" = "client_credentials"”
Key: grant_type
Value: client_credentials
Form item: "nfInstanceId" = "2a735ed1-927c-446a-b4b6-6868391dale7"
~ Form item: “"nfType" = "SMF"
[ype" = “AMF"
omnm namf-evts"
e
@ 7 Textitem (text), 11 bytes Packets: 104 - Displayed: 104 (100.0%) Profile: Default
Figure 5: Wireshark Capture of Rogue SMF Request to NRF for AMF Token
‘eso0e M working_masquerade_slice2_nrfHalo-dsb.pcap
; - : o == |
Am s BRORe=EF I ®Q & Ir |
L] ]+
No. Time Source Destination Protocol Length \nfa
ue ! muin as e asrevevesTouLm | Sras s suesu otesuvssusams  aere v i ag s ey oy war wrieie
23-11-06 17:20:05.4382.. 192. 168 56,143 172.17.96.50 TCP 72 443 -+ 52994 [ACK] Seq=5715 A:k 2919 Win= 8160 Len—& TSval=4278169268 TS
54 2023-11-06 172.17.96.50 192.168.56.143 HTTP2 236 DATAI[1]
55 2023-11-06 .. 192.168.56.143 172.17.96.50 TCP 72 443 - 52994 [ACK] Seq=5715 Ack=3083 Win=60160 Len=0 TSval=4278169268 TS
56 2023-11-06 172.17.96.50 192.168.56.143 HTTP2 103 DATA[1] (application/x-www-form-urlencoded)
57 2023-11-06 .. 192.168.56.143 172.17.96.50 TCP 72 443 - 52994 [ACK] Seq=5715 Ack=3114 Win=60160 Len=0 TSval=4278169268 TS ]
58 2023-11-06 17:20:05.4480.. 172.17.96.50 192.168.56.143 HTTP2 103 SETTINGS [@]
59 2023-11-06 17:20:05.4400.. 192.168.56.143 172.17.96.50 TCP 72 443 - 52994 [ACK] Seq=5715 Ack=3145 Win=60160 Len=0 TSval=4278169270 TS 'l
60 2023-11-06 17:20: 192.168.56.143 172.17.96.50 HTTP2/JSO0N 652 HEADERS([1]: 200 OK, DATA[1], JavaScript Object Notation (application/js
61 2023-11-06 17:20:05.4424.. 172.17.96.50 192.168.56.143 TCP 72 52994 - 443 [ACK] Seq=3145 Ack=6295 Win=56832 Len=0 TSval=1267033488 TSwww [
62 2023-11-06 17:20:05.4479.. 172.17.96.50 169.254.20.10 DNS 120 Standard query @x9cff A amf-halo.halo.svc.cluster.local.halo.svc.cluste =
63 2023-11-06 17:20:05.4479.. 172.17.96.50 169.254.20.10 DNS 120 Standard query 8x91fb AAAA amf-halo.halo.svc.cluster.local.halo.svc.clu |
fd 2023-11-06 17 . 169.254.20.10 172.17.96.50 DNS 213 Standard ouerv resnonse @x91fh No such name AAAA amf-haln.halo.sve.clus |

[Pad Length: 8]
Data: 7h226163636573735f746f6b6560223a2265794a686247636941694a46557249314e6949...
JavaScript Object Notation: application/json
Object
Member: access_token

Strlng value [truncated]. eththmlJFUzIlNlls[mthEIEmSythleTElLCJﬂe)(AlmJKVlLqu eprcBMm1Iszc2NTA4NC05V2M1LTUSYthDTgSNlthTJnNNZhMmEZM2Y1LCszW[1mI\
KE i access_token

Member: token _type
[Path with value: /token_type:Bearer]
[Member with value: token_type:Bearer]
String value: Bearer
Key: token_type
[Path: /token_typel]
Member: expires_in
[Path with value: /expires_in:21608]
[Member with value: expires_in:216@0]1
Number value: 21600
Key: expires_in
[Path: /expires_in]
Member: scope
[Path with value: /scope:namf-comm namf- evts]
:_scope:namf-comm namf-evts]

| @ ¥ path with value (json.path_with_valug), 348 bytes Packets: 104 - Displayed: 104 (100.0%) Profile: Default

Figure 6: NRF Response to Rogue SMF providing AMF Token

12



5G STB - Network Slicing Use Cases

Next, HALO, again masquerading as the rogue SMF on Slice 2, presents to the shared AMF

TLP:CLEAR:5GSTB

network function the AMF access token that does not specify a particular slice. Line 24 of Figure 7
shows an HTTP/2 POST specific to the UE on Slice 1 (SUCI/IMSI 310014791791003), providing to

the AMF (172.17.20.108) the AMF access token received from the NRF as shown in Figure 6.
Subsequently, HALO uses the Namf_Communication_N1N2MessageTransfer service for the
rogue SMF to initiate a Request to Release the existing PDU connection using the needed
parameters acquired by snooping the PDU session setup prior. Line 28 of Figure 8 shows the

message to the AMF (172.17.20.108) requesting the release of PDU Session ID 1, the PDU session

associated with the UE as originally established in Figure 3.

Finally, Figure 9 shows the UE packet capture in which the UE receives the PDU session release
command. The PDU session is then released and torn down.

[ EoN ] M working_masquerade_slice2_amfHalo-dsb.pcap

A m e 80 RKE § &« =5 3 = § q q

[] -] +

No. Time Source Destination Protocol Length Info
19 2023-11-06 17:20:85.4587.. 172.17.20.188 172.17.96.50 TCP 72 8443 -+ 58140 [ACK] Seq=4847 Ack=2797 Win=60168 Len=8 TSval=20290827275 TSecr=41174i
20 2023-11-906 17:20:05.4588.. 172.17.20.108 172.17.96.50 HTTP2 145 SETTINGS[e]
21 2023-11-06 17: -4589.. 172.17.96.58 172.17.28.108 TCP 72 50140 - 8443 [ACK] Seq=2797 Ack=4920 Win=58112 Len=@ TSval=411746835@ TSecr=20290
22 2023-11-06 17: .4593.. 172.17.20.108 172.17.96.50 HTTP2 103 SETTINGS[e]
23 2023-11-06 17: -4594.. 172.17.96.58 172.17.28.108 TCcP 72 50140 - 8443 [ACK] Seq=2797 Ack=4951 Win=58112 Len=@ TSval=411746835@ TSecr=20290
24 2023-11-06 17: . .. 172.17.96.50 2 HEADERS[1]1: POST /namf-comm/v1/ue-contexts/imsi-310014791791003/nl-n2-messages,
25 2023-11-06 17:20:85.4630.. 172.17.20.188 172.17.96.50 TCcP 72 8443 - 58140 [ACK] Seq=4951 Ack=3248 Win=59904 Len=0 TSval=20290827279 TSecr=41174i
26 2023-11-06 17:20:85.4635.. 172.17.96.50 172.17.20.108 HTTP2 636 DATA[1]
27 2023-11-06 17:20:85.4635.. 172.17.20.1088 172.17.96.50 TCP 72 8443 - 58140 [ACK] Seq=4951 Ack=3812 Win=59392 Len=0 TSval=202902728@ TSecr=41174
28 2023-11-06 17:20:85.4637.. 172.17.96.50 172.17.20.108 HTTP2/JSON/ .. 103 DATA[1], JavaScript Object Notation (application/json), PDU session release commal
29 2023-11-06 17:20:85.4637.. 172.17.20.1088 172.17.96.50 TCP 72 8443 - 58140 [ACK] Seq=4951 Ack=3843 Win=59392 Len=0 TSval=202902728@ TSecr=41174
30 2023-11-06 17: -4650.. 172.17.96.50 172.17.20.108 HTTP2 103 SETTINGS[e]

L 31 2023-11-06 17:20:85.4650.. 172.17.20.108 172.17.96.50 TCP 72 8443 -+ 50140 [ACK] Seq=4951 Ack=3874 Win=59392 Len=0 TSval=2029027281 TSecr=41174
32 2023-11-06 17:20:85.4719.. 172.17.20.108 169.254.20.10 DNS 115 Standard query @xbca8 A mtrdmcamf@l.amf.5gc.mnc@14.mcc310.3gppnetwork.org

Attps] e
Representation: Indexed Header Field
Index: 7

Header: :path: /namf-comm/v1/ue-contextsffimsi-3180147917910031-n2-messages

Name Length: 5
Name: :path
value Length: 61
Value: /namf-comm/w1/ue-contexts/imsi-310014791791083/n1-n2-messages
:path: /namf-comm/v1/ue-contexts/imsi-310014791791003/nl-n2-messages
[Unescaped: /namf-comm/v1/ue—contexts/imsi-3100147917918@3/n1-n2-messages]
Representation: Literal Header Field with Incremental Indexing - Indexed Name
Index: 4

Header: content-type: multipart/related; boundary=MultipartDatalistBoundary
Name Length: 12
Name: content-type
Value Length: 53
Value: multipart/related; boundary=MultipartDatalListBoundary
content-type: multipart/related; boundary=MultipartDatalistBoundary
[Unescaped: multipart/related; boundary=MultipartDatalListBoundary]
Representation: Literal Header Field with Incremental Indexing — Indexed Name
Index: 31

Header: authorization: Bearer eyJhbGci0iJFUzIINiIsImtpZCI6ImSyZmtleTEiLCIAeXAL0iIKVIQifQ.eylpe3Mi0ilwYzc2NTA4NCA5Y2MILTQSYZY tOTg3NILhZTIMNWZhMME2M2YiLCIZzdWIi0iTyYTczNWYKMSe

Name Length: 13
Name: authorization
TP

Value [truncated]: Bearer eyJhbGciOilFUzIINiIsImtpZCISImSyZmtleTELLCI@eXAi0iIKV1QifQ.eyIpc3Mi0iIwYzc2NTAANCOSY2MILTQS5YZY tOTG3NILhZTIMNWZhMME2M2Y iLCIZdWI 10iTy YT czNWVKMSe!
authorization [truncated] Bearer eyJthclﬂlJFUZIlNlIsImtpZCIEImEythleTElLCJﬂEXA)DUK\ﬂﬂlﬂ] eyJpc3M1ﬂ1IwVchNTAAtNCBSVZM1LTI]5YzYtDTg3N1‘thTJnNA‘ZN'ImE2MZ\’1LCJzdeuthYTc

Representation: theral Header Field never Indexed - Imiexed Name
Index: 23
Header: content-length: 533
Name Length: 14
Name: content-length

Fr

() 7 working_masquerade_slice?_amfHalo-dsb.pcap Packets: 55 - Displayed: 55 (100.0%)

Figure 7: Rogue SMF Presentation of AMF Access Token to AMF

Profile: Default
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M working_masquerade_slice2_amfHalo-dsb.pcap

TLP:CLEAR:5GSTB

eCce

A4 m Bl QR &= =3 &, Q@ & | it

[ -+

No. Time Source Destination Protocol Length Info
19 2023-11-06 17:20:85.4587.. 172.17.20.108 172.17.96.50 TCP 72 8443 -+ 50140 [ACK] Seq=4847 Ack=2797 Win=6016@ Len=8 TSval=2029827275 TSecr=41174
20 2023-11-06 17:20:05.4588.. 172.17.20.108 172.17.96.50 HTTP2 145 SETTINGS[@]
21 2023-11-06 17:20:05.4589.. 172.17.96.50 172.17.20.108 TCP 72 50140 -+ B443 [ACK] Seq=2797 Ack=4920 Win=58112 Len=0 TSval=4117468350 TSecr=20290
22 2023-11-06 17:20:05.4593.. 172.17.20.108 172.17.96.50 HTTP2 103 SETTINGS[e]
23 2023-11-06 17:20:05.4594.. 172.17.96.50 172.17.20.108 TCP 72 50140 - B443 [ACK] Seq=2797 Ack=4951 Win=58112 Len=0 TSval=4117468350 TSecr=20290,
24 2023-11-86 17:208:05.4630.. 172.17.96.50 172.17.20.108 HTTP2 523 HEADERS[1]: POST /namf-comm/v1/ue-contexts/imsi-310014791791@83/nl-n2-messages, W
25 2023-11-06 17:20:05.4630.. 172.17.20.108 172.17.96.50 TCP 72 8443 - 50140 [ACK] Seq=4951 Ack=3248 Win=59904 Len=0 TSval=2029027279 TSecr=41174
26 2023-11-86 17:20:05.4635.. 172.17.96.50 172.17.20. 108 HTTP2 636 DATA[1]

27 2023-11-86

29 2023-11-86
3@ 2023-11-86
31 2023-11-86
32 2023-11-0@6

17:20:05.4635..
17:20:05.4637..
17:20:05.4637...
17:20:05.4650..
17:20:05.4650..
17:20:05.4719..

172.17.20.108
172.17.96.50
172.17.20.108
172.17.96.50
172.17.20.108
172.17.20.108

172.17.96.50
172.17.20. 108
172.17.96.50
172.17.20. 108
172.17.96.50
169.254.20.10

HTTP2/JSON/...

8443 - 50140 [ACK] Seq=4951 Ack=3812 Win=59392 Len=0 TSval=2029027280 TSecr=41174|
DATA[1], JavaScript Object Notation (application/json), PDU session release comma
8443 - 50148 [ACK] Seq=4951 Ack=3843 Win=59392 Len=0 TSval=2029027288 TSecr=41174
SETTINGS [0]

8443 -+ 50148 [ACK] Seq=4951 Ack=3874 Win=59392 Len=0 TSval=2029027281 TSecr=41174
Standard query @xbca8 A mtrdmcamf®l.amf.5gc.mnc@14.mcc310. 3gppnetwork.org

oyECcT
Member: nilMessageClass
[Path with value: /nlMessageContainer/nlMessageClass:SM]
[Member with value: nlMessageClass:SM]
String value: SM
Key: nlMessageClass
[Path: /nlMessageContainer/niMessageClass]
Member: nilMessageContent
Object
Member: contentId
[Path with value: /nlMessageContainer/nlMessageContent/contentId:PduSessionReleaseCommand]
L i ‘leaseCommand]

String valus
contentI
i/ ontainer/nll
Key: niMessageContent
[Path: /nlMessageContainer/nlMessageContent]
Key: nlMessageContainer
[Path: /nlMessageContainer]
Member: nin2FailureTxfNotifURI
[Path with value: /n1n2FailureTxfNotifURI:http://10.194.27.

Pdu!

s ionRe LleaseCommand

ontent/contentId]

string value: http://10.194.27.2:4048/notifications/amf/n1-n2-messages/vl/referenceid/1050265072

Key: nln2FailureTxfNotifURI

[Path: /nln2FailureTxfNotifURI]
Member: pduSessionId
LPadh itk adio. iaald. 1l
[Member with value: pduSessionId:1]
Number value: 1
Key: pduSessionId
ﬂhm_
Boundary: \r\n——MultipartDatalistBoundary\r\n
Encapsulated multipart part: (application/vnd.3gpp.5gnas)

040/notifications/amf/nl-n2-messages/vl/referenceid/1050265072]
[Member with value: nin2FailureTxfNotifURI:http://10.194.27.2:4@48/notifications/amf/nl-n2-messages/v1/referenceid/1050265072]

sssssssl

Fr

O 7 working_masquerade_slice2_amfHalo-dsb.pcap

Packats: 55 - Displayed: 55 (100.0%)

Default
ofault

Figure 8: PDU Session Release Request from Rogue SMF

1-06_17.18.54_|

716_UEpcap

1TREBRe=2=F &S

imd®

1 tethasre == T4:ad:28:ber11:6¢)
lo. Time Source Destination Protocel Lengtt Info
55 38.7@967@ 18.205.67.2084 192.168.48.138@ SCTP 126 HEARTBEAT
56 38.709678 192.168.48.13@ 10.205.67.204 SCTR 126 HEARTBEAT _ACK
63 49.996713 16.2085.67.285 192.168.48.138 SCTR 1314 HEARTBEAT PAD
72 66.906188 16.205.67.284 192.168.48.138 NGAP/N... 114 DownlinkNASTransport, DL NAS transport,

73 66.986268
74 66.913928

192.168.48.138
18.205.67.2084

18.205.67.284
192.168.48.138@

158 SACK (Ack=8, Arwnd=32768) , UplinkNASTransport,

leactivation)

NAS transport, PDU session release complete
NGAP/N.. 130 SACK (Ack=18, Arwnd=32768) , DownlinkNASTransport, DL NAS transport, 5GSM status (Invalid PTI value

75 67.805930 192.168.48.138 10.205.67.204 SCTP 62 SACK (Ack=9, Arwnd=32763)
86 86.783868 10.285.67.205 192.168.48.130 SCTP 1314 HEARTBEAT PAD
87 86.905971 192.168.48.138 10.205.67.204 NGAP 182 UEContextReleaseRequest
88 86.912337 10.285.67.284 192.168.48.138 NGAP 186 SACK (A(k=11, Ar'wnd=32758) , UEContextReleaseCommand
v value 2000 8@ 50 56 84 20 6¢ 66
~ NAS-PDU: 7e@2fGbc6ad5@47e00653010005220500d3241201 ©ol0 e 64 de T3 @0 08 3c
¥ Non-Access-Stratum 565 (NAS)PDU praay 3@ 82 96 Bc 96 Gc el
v Security protected NAS 5G5 message 5‘3’75 z ‘2'3 g; ;: :;‘ ;; g:
Extended protocol discriminator: 5G mobility management messages (126) B e
8602 .... = Spare Half Octet: @ 966 bc 6a dS B4 7e 06 68
.... BB18 = Security header type: Integrity protected and ciphered (2) co70 Bl 8e

Message authentication code: @xfebc6ads
Sequence number: 4
~ Plain NAS 565 Message
Extended protocol discriminator: 56 mobility management messages (126)
8080 .... = Spare Half Octet: @
.... BBBB = Security header type: Plain NAS message, not security protected (@)
Message type: DL NAS transport (8x68)
8080 .... = Spare Half Octet: B
~ Payload container type
.... @001 = Payload container type: NL SM information (1)
~ Payload container
Length: 5
v Plain NAS 565 Message
Extended protocol discriminator: 56 session management messages (46)
PDU session identity: PDU session identity value 5 (5)
Procedure transaction identity: @

~ 5G5M cause
565M cause: Regular deactivation (36)
v PDU session identity 2 - PDU session ID
Element ID: @x12
PDU session identity: PDU session identity value 1 (1)

Figure 9: UE Packet Capture Showing PDU Session Release Command
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Expected Results:

1. The compromised NF is allowed to access the AMF shared network function, and a valid
token for the shared AMF NF is generated by the NRF. The token contains the
AuthenticationTokenClaims, which define the scope of the token for the
Namf_Communication_N1N2MessageTransfer service. The token is sent to the
Compromised SMF Test NF by the NRF.

2. The Shared AMF NF responds to the maliciously crafted REST API call and releases the
PDU session, thus indicating that the vulnerability exists.

Results:

Success Criteria Status
Avalid token for the shared AMF NF is generated by
the NRF and provided to the rogue NF.

The token contains the
AuthenticationTokenClaims.

Shared AMF NF responds to the maliciously crafted
REST API call and releases the PDU session, thus
indicating that the vulnerability exists.

Overall Test

Test Case 2: Static Subscriber S-NSSAI Override of UE-Requested NSSAI by Dynamic
Core Signaling Assignment

Test Case ID: TC-NetSlic-02

Description:

The purpose of this test case, which can also be called “5G Network Override to Reroute a Mis-
Provisioned User Slice,” is to validate the ability of the cellular network to override a mis-
provisioned, mis-configured, or manipulated user device (UE) that has the network slice
provisioned inconsistently with how it is recorded by the network operator.

In this test, the UE presents Slice 1 as the Requested NSSAI to the network. However, the UE
subscription data in the UDM/UDR has the proper provisioning for Slice 2. Slice 2 is configured as
the default subscribed S-NSSAI in the UDM Slice Profile, and this setting is expected to override
the Requested NSSAI given by the UE to the network.

15



5G STB - Network Slicing Use Cases TLP:CLEAR:5GSTB

The AMF is the network function that performs this override function as it retrieves the
subscribed S-NSSAI from the UDM and sends to the UE the Allowed and Configured NSSAI, which
includes the subscribed S-NSSAIl in order to ensure that the network wins in a mismatch. The
Rejected NSSAl is not sent as this is used for the Serving PLMN in a roaming scenario. These
exchanges are defined in 3GPP TS 23.501." The exchange of information is shown in Figure 10.

Note: Depending on the UE implementation, the Allowed NSSAl information that was once
received during registration might be permanently stored on the device and be used to compose

the Requested NSSAl'in any following registration procedures including the initial registration
after a UE power off-on cycle.

Registration 4————— 0) Default Configured NSSAI
1) Re ted NSSAI
) Requeste > =000 2) Subscribed =000 2) Subscribed o
il S-NSSAls == S-NSSAls \\‘:{/',
3) Allowed NSSAI . -— . — -
Configured NSSAI
Rejected NSSAI AMF UDM UDR
UE Stores:
+ Default Configured
NSSAI PDU Session Establishment
+ Configured NSSAI
« Allowed NSSAI
* Rejected S-NSSAI i) ———
1) S-NSSAI =00 2) S-NSSAI =000

Figure 10: Slice Selection and Use

In the executed test, the UE was provisioned with a SIM card dedicated in the core network to
slice configuration SST=1 and SD=2; however, the SIM card itself was configured for slice
configuration SST=1 and SD=1. It had not previously attached to the 5G core with this SIM card.
As shown in Figure 11, the IMSI was 310014791791022 and the IMEl was 351735110121742. From
Figure 12, we confirm the default configured NSSAI as SST=01, SD=000001. Also, as expected, it
does not contain any PLMN values.
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Manufacturer: Sierra Wireless, Incorporated

Model: Sierra Wireless EM9190

Firmware: 03.09.06.00 GENERIC

Network type: GSM

Data class: UMTS, HSDPA, HSUPA, LTE, 5G-NSL, 5GSA/TDS
IMEI: 351735110121742

Mobile number: 7917910022

IMSI: 310014751791022

SIM ICCID: 8§9010020000011163739

Figure 11: UE SIM Card Details

+IZ:Z.'5.-I._1I':JSSAIF'1DP : 4,"01.000001"

0K
AT+C5GNSSATRDP=2
+C5GNSSAIRDP: 4,"01.0000081"

Figure 12: SIM NSSAI Details from AT Command

The test started with the UE in airplane mode. Upon exiting airplane mode, the UE attached to
the 5G network. During the attach process, we collected attach logs data for the UE, and slice
information using AT (attention) commands.

Figure 13 shows the UE-requested NSSAI details from the Registration Request message in
packet 1620, indicating the requested S-NSSAI=1, SST=1, and SD=1. However, the NSSAl details
from Core downlink Registration Accept message shows both the Allowed NSSAI and Configured
NSSAI as S-NSSAI=1 and SST=1, but the SD has changed to SD=2 (see Figure 14, packet 1633).
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TLP:CLEAR:5GSTB

Ml TC5-testing 10-05-23_0920_ profile-B-UE_attach. peapng - o
File Edit View Go Capture Analyze Statistics Telephony \Wireless Tools Help
AE @ | DREQe=2=TFLIZ = QA"
ngap
No. Time Source Destination Protocol Length Info
1664 2023-18-85 ©9:17:09.260762 10.220.67.18  10.205.67.284 NGAP/NAS-5GS 178 InitialUEMessage, Registration request
1669 2023-10-05 09:17:09.421569 10.205.67.204 10.220.67.18  NGAP/NAS-5GS 138 DownlinkNASTransport, Authentication request
1612 2023-10-05 09:17:09.490273 16.220.67.18  10.205.57.284 NGAP/NAS-5G5 138 UplinkNASTransport, Authentication respense
1616 2023-18-85 ©9:17:09.536347 10.205.67.204 10.228.67.18  NGAP/NAS-5GS 114 DownlinkNASTransport, Security mode command
1628 2023-10-05 ©9:17:09.550330 10.220.67.18  10.205.67.204 NGAP/NAS-5G.. 254 [SACK (ACkZT, Arwnd=T8384) ) UplinkiliSTransport, §aclrity wode compiste; Hegistratisn Feguest
1621 2023-10-05 09:17:09.577951 10.205.67.204 10.220.57.18  NGAP/NAS-5GS 138 SACK (Ack=2, Arwnd=32768) , DownlinkNASTransport, Security mode command
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Figure 13: NSSAI Details from UE Registration Request Message
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Figure 14: NSSAI Details from Core Downlink Registration Accept Message

2

Figure 15 shows how, after the UE attached, the SIM subsequently displayed PLMN=310014 and
was configured with NSSAl as SST=01 and SD=000002, as well as Allowed NSSAI SST=01,
SD=000002. Note the SD values differ from the original SIM configuration and match the
configuration in the core.
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AT+C5GNSSATRDP=3
SATRDP: 4,"01.080601"
+C5GNSSAIRDP: "310014",4,"01.000002",4,"01.000002"

SGNSSAIRDP=2
SAIRDP: 4,"01.000801"
C5GMNSSAIRDP: "31co14",4,"01.000082"

GNSSATRDP=0
SATIRDP: 4,"0l.000001"

0K
AT+CGDCONT?

Figure 15: SIM NSSAI Details from AT Command after Successful UE Attach

Expected Results:

1. When the UE registers to the 5GS, the Requested NSSAI for Slice 1 is seen in the NAS
REGISTRATION REQUEST message.

2. The AMF provides the UE with the Allowed and Configured NSSAl information as well as
the NSSAl inclusion mode in the NAS REGISTRATION ACCEPT message. The AMF should
embed Slice 2 in this information, which it received from the UDM slice profile. This will
override the Requested NSSAI Slice 1 from the UE. This will be seen using the Software
Probe in the PCC for the N2 interface.

3. The UEis connected to Slice 2.

Results

Success Criteria Status

The UE, though provisioned with a Requested AT Command on UE shows Slice 1

NSSAI for Slice 1, is overridden by the network (SD=1) as the configured slice, but after

using the Default subscribed S-NSSAl in the attaching, shows Slice 2 (SD=2).

subscriber UDM slice profile (Slice 2). The registration messages show the
same circumstance, with the UE
requesting registration to Slice 1 and the
core accepting registration to Slice 2.

The UE connects successfully to Slice 2 The UE successfully attached.

Overall Test Success
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Conclusions and Next Steps

The 5G Security Test Bed’s network slicing phase 2 tests were designed to produce, in a real-
world environment, two potential exploits enabled by a theoretical network slicing vulnerability
in 5G cores. Both scenarios are niche cases that are extremely difficult to execute in practice, and
only one exploit was confirmed to be executable, while the other was mitigated by the network.
After the Test Bed shared its findings with 3GPP, the standards body released updated technical
standards resolving the vulnerability.

Summary of Test Results

Test Case 1 was designed to replicate the exploit described in the 2021 AdaptiveMobile Security
Common Vulnerability Disclosure report to GSMA. The test confirmed that a modified request
could be sent from a rogue network function and slice, then shared with other network
functions. To do so, the NRF generated a valid token for the shared AMF network function and
provided it to the rogue network function. The shared AMF network function responded to the
maliciously crafted token and granted the rogue network function access to the network, thus
indicating that the vulnerability existed and was exploitable. The Test Bed reported its findings to
3GPP, leading to updated standards resolving the potential issue.

Test Case 2 was designed to test a second exploit and confirm that the network would override
an incorrectly provisioned UE by comparing its network slice request to the network slice
provisions recorded by the network operator. To do so, the UE was incorrectly provisioned with a
Requested NSSAI for Slice 1, but the network overrode it using the default subscribed S-NSSAI in
the subscriber UDM slice profile (Slice 2). This forced the UE to connect to the correct Slice 2.

Both tests successfully confirmed the Test Bed’s hypotheses: Test Case 1 verified that the
network slice identifier vulnerability could be exploited in the hypothetical scenario defined in
the AdaptiveMobile report. Test Case 2 confirmed that for the second potential exploit, defined
by the 5G Security Test Bed’s Technical Advisory Committee, the network’s built-in controls
prevented the vulnerability from being exploited, and the mis-provisioned UE was redirected to
its correct slice.

5G Security Test Bed Strengthened 3GPP Standards

As a result of AdaptiveMobile’s Common Vulnerability Disclosure, the 3@ Generation Partnership
Project (3GPP) standards body began assessing and addressing the hypothetical vulnerability in
new releases, but 3GPP could not create definitive standards until the scenario was validated.

The 5G Security Test Bed'’s efforts, detailed in this report, were the first time the vulnerability was
confirmed on a real-world network. As a result of the Test Bed reporting its findings to the
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standards body, 3GPP was able to conclusively validate the vulnerability and add a solution in
updated technical standards. 3GPP’s Service and System Aspects Working Group 3 (SA3) has
since fixed this vulnerability within a Change Request (CR) that was accepted and implemented
recently in TS 33.501, Security architecture and procedures for 5G system, Release 18, in section
13.4.1.1.2.

Specifically, 3GPP now requires the NF Service Producer to confirm that the NF Service
Consumer has authorization to access at least one of the slices the UE is registered to, by cross-
checking and verifying that the UE’s slice identifiers match the NF Service Producer’s slice
identifiers listed in the access token.

TS 33.501 added the following language to ensure that with shared NFs, the NF slice identifier is
now checked:

If applicable (e.g., when the request is for information related to a specific UE), the NF
Service Producer may check that the NF Service Consumer is allowed to access (as
indicated by the NF Service Producer’s NSSAIs in the access token presented by the NF
Service Consumer) at least one of the slice(s) that the UE is currently registered to, e.qg., by
verifying that the UE’s allowed NSSAI(s) intersect with the NF Service Producer's NSSAls in
the access token.

The successful execution of these tests also reflects the 5G Security Test Bed’s value as a
platform for testing and validating theoretical scenarios in real-world conditions, providing
validation of use cases that had previously been discussed only in theory.

Next Steps

As new participants and the diversity of test cases grow, the 5G Security Test Bed will continue
contributing to the evolving future of 5G network security. The 5G Security Test Bed is exploring
future tests of network function security, false base stations, roaming security, and aspects of 5G
cloud security that arise with use of the Network Exposure Function (NEF), the Application
Function (AF), and Multi-access Edge Computing (MEC). The Test Bed is also exploring
opportunities to test configurations and enhance Open Radio Access Network (Open RAN)
security.

For more information, or to participate in the 5G Security Test Bed, please contact Harish
Punjabi (hpunjabi@ctia.org; (202) 845-5701), or visit https://5gsecuritytestbed.com/.
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About the 5G Security Test Bed

The 5G Security Test Bed reflects the industry’s collaborative approach to 5G security—it was
created by the Cybersecurity Working Group (CSWG), an industry initiative that convenes the
world’s leading telecom and tech companies to assess and address the present and future of
cybersecurity. The Test Bed’s members are wireless providers AT&T, T-Mobile, and UScellular;
industry partners Ericsson, the MITRE Group, SecureG, Intel, and Syniverse; and academic
partners the University of Maryland and Virgina Tech Advanced Research Corporation (VT-ARC).

The 5G Security Test Bed has a Technical Advisory Committee (TAC) made up of its members and
the Test Bed Administrator. The TAC advises the Test Bed Administrator on the day-to-day
technical and operational activities and decisions related to the Test Bed, including but not
limited to: development of use cases to be tested, test plan development and review, raw test
data analysis, test result and report generation, and development of recommendations to
standards bodies based on results.

The 5G Security Test Bed further works with a broad array of government agencies,
policymakers, international standards bodies, thought leaders, and partners in the
telecommunications and information technology sectors. These groups include the 3™
Generation Partnership Project (3GPP), the International Telecommunication Union (ITU), the
Department of Homeland Security (DHS), the National Institute of Standards and Technology
(NIST), and the Federal Communications Commission (FCC), among others.

The 5G Security Test Bed Uses Real-World Equipment, Validating Real-World
Applications

Real-World Testing

The 5G Security Test Bed advances wireless security by:

e Conducting real-world tests in a rigorous, transparent, and replicable manner that can
assess and validate theoretical and policy concerns and overcome hypothetical
laboratory testing limitations.

e Drawingon the expertise of government, wireless providers, and equipment
manufactures to evaluate specific use cases and support new equipment development.

e Testing security functionality in different scenarios, enabling industry and government to
identify, mitigate, and respond to evolving threats while protecting consumers,
businesses, and government agencies.
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Real-World Applications

The 5G Security Test Bed’s tests and outcomes support several applications that can drive new
technology and transform cities, government, and industries. Use cases include government and
enterprise applications, general network security protections, and smart city applications such
as:

e Primary Use Cases: Network Security

Protecting Information in Transit

Roaming Security

Subscriber Privacy

Zero Trust Network Security

False Base Station Detection and Protection
5G Cloud Network Security

o O O O O O

e Secondary Use Cases: Devices and Applications

o High-Resolution Video Surveillance (e.g. Smart Cities, Large Venues)
LTE/5G Drones with High-Resolution Video Feedback (e.g. Smart Cities)
Dynamic Supply Chain Verification (Real-Time Monitoring and Logistics)
Automated, Reconfigurable Factories
Autonomous Vehicles
Immersive AR/VR

©c O O O O

The 5G standalone network architecture and network slicing capability tested for this report are
key components of these applications because they enable service to be customized to diverse
needs and requirements. The test cases outlined here show how these new and evolving uses
can successfully adopt enhanced security capabilities while improving performance.
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Appendix: Acronyms

3GPP Third Generation Partnership Project
5G STB 5G Security Test Bed

5GS 5G System

AMF Access & Mobility Management Function
AMS AdaptiveMobile Security

AT Command

Attention Command

BBU

Baseband Unit

CNOM Core Network Operations Manager

CP Control Plane

CSRIC Communications Security, Reliability, and Interoperability Council
CVvD Common Vulnerability Disclosure

DMC Dual-Mode Core

DN Data Network

DNN Data Network Name

eMBB Enhanced Mobile Broadband

eNB/eNodeB Evolved Node B

FCC Federal Communications Commission

FDD Frequency Division Duplex

gNB/gNodeB Next Generation Node B

GSMA Global System for Mobile Communications Association
IMEI International Mobile Equipment Identity

IMSI International Mobile Subscriber Identity

IP Internet Protocol

IPsec Internet Protocol Security

LTE Long Term Evolution

mMTC Massive Machine-Type Communication

MNO Mobile Network Operator

mTLS Mutual Transport Layer Security

MTP Mobile Test Platform

NAS Non-Access Stratum

NF Network Function

NIST National Institute of Standards and Technology
NR New Radio

NRF Network Repository Function

NSA Non-Standalone

NSSAI Network Slice Selection Assistance Information
NSSF Network Slice Selection Function

PCAP Packet Capture

PCC Packet Core Controller
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PCF Policy Control Function

PDU Protocol Data Unit

PGW Packet Data Network Gateway
PKI Public Key Infrastructure
PLMN Public Land Mobile Network
ppm Packets per million

RAN Radio Access Network

RAT Radio Access Technology

SA Standalone

SBA Service-Based Architecture

SD Slice Differentiator

SDR Software-Defined Radio

SMF Session Management Function
S-NSSAI Single Network Slice Selection Assistance Information
SST Slice/Service Type

SUCI Subscription Concealed Identifier
TAS Telecom Application Server
TC Test Case

TLS Transport Layer Security

TP Test Point

UDM Unified Data Management
UDR Unified Data Repository

UE User Equipment

UMD University of Maryland

UP User Plane

URI Uniform Resource Identifier
URLLC Ultra-Reliable Low-Latency Communication
VNF Virtualized Network Function
VPN Virtual Private Network

WG Working Group
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