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Introduction

The 5G Security Test Bed Is the Latest Industry Initiative to Advance 5G Security

The wireless industry prioritizes stronger security and reliability with every generation of its
mobile networks. With 5G in particular, secure connectivity is the foundation that supports and
enhances the many benefits these networks provide. The wireless industry devotes significant
resources to 5G security and has expanded its efforts through the 5G Security Test Bed.

Formally launched in 2022, the 5G Security Test Bed is a unique collaborative endeavor between
wireless providers, equipment manufacturers, cybersecurity experts, academia, and government
agencies, created with a sole focus on testing and validating 5G security recommendations and
use cases from government groups, wireless operators, and others. It is the only initiative that
uses commercial-grade network equipment and facilities to demonstrate and validate how 5G
security standards recommendations will work in practical, real-world conditions.

The 5G Security Test Bed reflects the industry’s collaborative approach to 5G security—it was
created by the Cybersecurity Working Group (CSWG), an industry initiative that convenes the
world’s leading telecom and tech companies to assess and address the present and future of
cybersecurity. The Test Bed’s members are wireless providers AT&T, T-Mobile, and UScellular;
industry partners Ericsson, the MITRE Group, SecureG, and Intel; and academic partners the
University of Maryland and Virgina Tech Advanced Research Corporation (VT-ARC).

The 5G Security Test Bed has a Technical Advisory Committee (TAC) made up of its members and
the Test Bed Administrator. The TAC advises the Test Bed Administrator on the day-to-day
technical and operational activities and decisions related to the Test Bed, including but not
limited to: development of use cases to be tested, test plan development and review, raw test
data analysis, test result and report generation, and development of recommendations to
standards bodies based on results.

The 5G Security Test Bed further works with a broad array of government agencies,
policymakers, international standards bodies, thought leaders, and partners in the
telecommunications and information technology sectors. These groups include the 3™
Generation Partnership Project (3GPP), the International Telecommunication Union (ITU), the
Department of Homeland Security (DHS), the National Institute of Standards and Technology
(NIST), and the Federal Communications Commission (FCC), among others.
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The 5G Security Test Bed Uses Real-World Equipment, Validating
Real-World Applications

One of the 5G Security Test Bed’s core values lies in its ability to validate 5G security use cases in
a real-world environment, using an actual 5G network architecture. Leveraging a significant
investment and in-kind contributions, the Test Bed’s founding members built this state-of-the-
art, private 5G network from scratch for the singular purpose of evaluating 5G network security.

The 5G Security Test Bed’s previous testing activities have worked to validate the
recommendations of the FCC’s Communications Security, Reliability, and Interoperability
Council (CSRIC) advisory group, for both non-standalone (NSA) and standalone (SA) network
configurations. In addition, the Test Bed draws on recommendations from its own Technical
Advisory Committee to address emerging vulnerability research. The first report in this series
focused on the validation of the CSRIC non-standalone configurations, while this report
addresses the use of mutual transport layer security (mTLS) in a 5G core network. The 5G
Security Test Bed will continue evaluating additional recommendations and use cases from
CSRIC and other entities in future tests. It is not set up to be a platform for identifying
vulnerabilities or conducting penetration testing of networks or equipment.

Real-World Testing
The 5G Security Test Bed advances wireless security by:

e Conducting real-world tests in a rigorous, transparent, and replicable manner that can
assess and validate theoretical and policy concerns and overcome hypothetical
laboratory testing limitations.

e Drawingon the expertise of government, wireless providers, and equipment
manufactures to evaluate specific use cases and support new equipment development.

e Testing security functionality in different scenarios, enabling industry and government to
identify, mitigate, and respond to evolving threats while protecting consumers,
businesses, and government agencies.

Real-World Applications

The 5G Security Test Bed’s tests and outcomes support several applications that can drive new
technology and transform cities, government, and industries. Use cases include government and
enterprise applications, general network security protections, and smart city applications such
as:
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e Primary Use Cases: Network Security

Protecting Information in Transit

Roaming Security

Subscriber Privacy

Zero Trust Network Security

False Base Station Detection and Protection
5G Cloud Network Security

0O O O 0O O O

e Secondary Use Cases: Devices and Applications

o High-Resolution Video Surveillance (e.g. Smart Cities, Large Venues)
LTE/5G Drones with High-Resolution Video Feedback (e.g. Smart Cities)
Dynamic Supply Chain Verification (Real-Time Monitoring and Logistics)
Automated, Reconfigurable Factories
Autonomous Vehicles
Immersive AR/VR

0O O O O O

The 5G standalone network architecture tested for this report makes up key components of
these applications because they enable service to be customized to diverse needs and
requirements. The test cases outlined here show how these new and evolving uses can
successfully adopt enhanced security capabilities while improving performance and capability.

Background

5G Security: The Service-Based Architecture, Transport Layer Security,
and Zero Trust

Service-Based Architecture and Mutual Transport Layer Security. One of the novelties of 5G is the
introduction of a Service-Based Architecture (SBA) in which core network functionalities are
delivered through a set of interconnected Network Functions (NFs), with the possibility of each
NF to have access to services from another NF. Transport layer security (TLS) is a powerful
encryption tool that can significantly enhance security across 5G SBA interfaces. When TLS is
used between two 5G network functions across the SBA interface (SBI), the NFs authenticate
each other using Mutual Transport Layer Security (mTLS) to confirm they are valid, then
exchange information over the encrypted TLS connection.
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The mTLS capabilities tested for in this report can serve as a foundational component of Zero
Trust (ZT) on 5G networks.

Zero Trust. Zero Trust is a set of principles that significantly strengthens security on these
networks. Zero Trust’s core concepts are part of 3GPP’s 5G standards, which define network
security features for three domains of 5G: network access security, network domain security, and
SBA domain security.!

Zero Trust principles enhance network security by requiring ongoing verification of users,
applications, and associated devices beyond the network’s endpoints. When Zero Trust
principles are implemented, users, devices, and applications are authenticated at multiple
points within the network as they access different areas of the network and corresponding
network functions. The methods, applications, and components that are implemented to
achieve Zero Trust are part of the Zero Trust Architecture (ZTA).

Testing SBA Domain Security as Part of Zero Trust. The U.S. government has recently focused on
Zero Trust as a method of network security to address cybersecurity concerns. For example, in a
June 2021 Executive Order, President Biden instructed the federal government to “advance
toward Zero Trust Architecture” on its networks.? The Office of Management and Budget
followed up with additional guidance for federal agencies that included requirements to encrypt
network traffic.? The National Institute of Standards and Technology’s (NIST) foundational
guidance on Zero Trust, SP 800-207: Zero Trust Architecture, also recommends “authenticating all
connections and encrypting all traffic” on a network.*

The test cases included in this report support SBA domain security and show how 5G
specifications and mTLS can work to implement a Zero Trust Architecture.

For more details on how the wireless industry approaches Zero Trust, see CTIA’s report on
Defining Zero Trust: Industry Approaches and Policy Frameworks for Strong Wireless Network
Security.>

! See Jonathan Olsson at. al., Ericsson, Zero trust and 5G - Realizing zero trust in networks, (May 2021)
https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/zero-trust-and-5g.

2The White House, Executive Order 14028: Improving the Nation’s Cybersecurity, (June 12,2021), available at
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-
nations-cybersecurity/.

® OMB, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles, M-22-09, (Jan. 26, 2022),
https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf.

*NIST, SP 800-207, Zero Trust Architecture, at 8 (Aug. 2020),
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf.

> See CTIA, Defining Zero Trust: Industry Approaches and Policy Frameworks for Strong Wireless Network Security
(Jan. 2023) https://api.ctia.org/wp-content/uploads/2023/01/Defining-Zero-Trust-White-Paper-2023.pdf
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CSRICVII

The Communications Security, Reliability, and Interoperability Council is a federal advisory
committee that provides the Federal Communications Commission with recommendations to
enhance the security, reliability, and interoperability of communications systems. CSRIC
provides a forum for industry and government technical experts to assess developing technology
and analyze complexissues. It is a leading venue for stakeholders in and outside of government
to share ideas and best practices, and to help the FCC stay abreast of cutting-edge technology
and security issues affecting the communications sector. CSRIC’s work continues to influence
government and industry agendas and activities.

The FCC charters CSRIC every two years. CSRIC VII's charter was from March 2019 to March 2021,
and it focused on a range of public safety and homeland security-related communications
matters, including issues related to 5G network evolution. 5G offers significant and novel
capabilities compared with previous generations of wireless networks, but new capabilities,
infrastructure, and equipment can also introduce security risks. The FCC tasked CSRIC VIl with
examining these security risks and making recommendations associated with the evolving
standards’ optional security features. Because 5G standards and specifications continue to
develop, CSRIC VII’s work offered an opportunity to update future standards.

Likewise, the 5G Security Test Bed’s work in testing CSRIC’s recommendations can be used both
to inform network architecture and operation, and to enhance future 5G standards.

CSRIC VIl worked to identify and evaluate optional features in the 3GPP standards that would
potentially cause security gaps in 5G if not implemented. CSRIC’s Working Group 3 (WG3,
“Managing Security Risk in Emerging 5G Implementations”) released a March 2021 report, Report
on Recommendations for Identifying Optional Security Features That Can Diminish the
Effectiveness of 5G Security.® The report focused on identifying optional features in proposed
3GPP standards that might diminish the effectiveness of 5G security and made
recommendations to address these gaps. Based on its assessment, CSRIC recommended the use
of TLS for Service-Based Architecture (SBA) interfaces.

This report addresses testing of the recommendation for the application of TLS for SBA
interfaces (also called Service-Based Interfaces, or SBIs).

Definition of Test Cases

Based on guidance from its Technical Advisory Committee and the relevant CSRIC VI WG3
recommendation, the 5G Security Test Bed established and executed five test cases described in
this report, as follows:

& CSRIC VII WG3, Report on Recommendations for Identifying Optional Security Features That Can Diminish the
Effectiveness of 5G Security (Mar. 2021), https://www.fcc.gov/file/20606/download.
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1. Demonstrate Clear SBI Vulnerabilities:

a. 5GSTB Test Case 1: Show that critical information can be exposed on the 5G core SBA
interfaces if data encryption is not implemented.

2. Implement Mutual TLS on SBA Interfaces:

a. 5GSTB Test Case 2: Demonstrate the capability to encrypt critical user, device, and
network information via HTTPS, and to authenticate and authorize both sides of the
HTTPS connection through mTLS.

3. Prevent Expired SBI Attach Request:

a. 5GSTB Test Case 3: Implement mutual TLS and prove that expired credentials on one
end will lead to a failed SBI connection. This capability can keep out-of-date
functions that may have vulnerabilities from attaching to the network.

4. Prevent Malicious SBI Attach Request:

a. 5GSTB Test Case 4-: Show that in mutual TLS, invalid credentials on one end will lead
to a failed SBI connection. This prevents unwanted functions from joining the
network.

5. Implement Multi-Domain mTLS on SBI:

a. 5GSTB Test Case 5: Demonstrate that a 5G core solution can be implemented
securely using different vendors. This ensures mutual TLS sessions can be established
across different certificate authorities (CAs).

Test Results

Introduction

This document presents the test results based on use cases corresponding to mutual TLS
implementation on the Service-Based Interface. The 3GPP standards for 5G networks mandate
the implementation of security controls for the SBIs on the 5G core but makes the use of them
optional. These test cases are intended to validate the recommendations of the CSRIC Working
Group 3 requirements for secure 5G deployment.

The configuration used for these tests comprises radio access network (RAN) equipment hosted
at the University of Maryland (UMD) and a dual-mode core (DMC), that provides both 4G LTE and
5G functionality hosted at the MITRE Corporation. The core is the Ericsson DMC, PCC version
1.19. Figure 1 shows the relevant components of the Test Bed, including eight available test
points (TPs). Not all of the test points shown in the diagram were used for these tests.



The routers shown at each location are Ericsson 6672 routers (referred to as R6672, or R6K). The
switches shown are each Pluribus Freedom 9372-X switches. The core is configured to support
two network slices. The first slice is considered the default enhanced mobile broadband (eMBB)
network slice. The second slice emulates a private network and includes the ability to form an IP
security (IPsec) tunnel to create a highly secure slice. The IPsec tunnel is configured with one
endpoint at the baseband unit (BBU) and the other at the core-side R6672 router. On the server
on the core side, there are two virtual web servers instantiated, one for each slice, and isolated
from each other.

\\ 7/ IPsec Tunnel
UE I
gNodeB = Router Switch Transport Switch Router — DMC — Server
) \ L Network

Test Point WaveJudge ‘

- | A A A A

Test Point Test Point Test Point Test Point
Inside Tunnel Outside Tunnel TP7 TP8
TP5 TP6
Test Point Test Point Test Point Test Point +
TP1-MTP TP2 TP3 Injection /Modification
TP4
UMD MITRE

Figure 1: 5G STB Lab Component Block Diagram and Test Points

Tests were run with band N41 for the new radio (NR) using a Sierra Wireless EM9190 card
connected to a laptop by USB as a cellular modem. For the purposes here, this report refers to
the combination of that laptop and the cellular modem as the user equipment, or UE.

Packets are captured at the dual-mode core (TP7) as integrated traffic capture (ITC) traces and
UE trace files.

Figure 2 shows the network elements within the Dual-Mode Core, including the network

functions as they exchange TLS-encrypted information after mTLS verification. This network
configuration was used for test cases 1-4.
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Figure 2: Basic UE Attach and PDU Request on SBI

Core IP Addresses

Table 1 lists the mapped IP addresses used by the various network functions used for the

Service-Based Interfaces. Due the nature of the 5G core setup, some network functions, such as
the 5G core Access and Mobility Management Function (AMF), communicated on multiple IP

addresses.

Table 1: Dual-Mode Core SBI IP Address Assignments

AMF NRF AUSF UbM SMF TCP Proxy
172.17.152.165 192.168.56.143 192.168.56.138 192.168.56.137 192.168.56.129 172.17.208.251
172.17.95.197 192.168.56.143 192.168.56.131
172.17.27.33

172.17.152.146
172.17.13.136

Test Case 1 - Understand SBI Vulnerabilities

Test Case ID: TC-SBI-01
Description:

This test is designed to determine if data traveling on the 5G core SBI is vulnerable in the event

of a data breach.

Confidential and Proprietary to the 5G Security Test Bed - Not for Disclosure
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Objectives:

e Asan “unauthorized” user, access and capture the content of the data carried on

the SBI:
o Userinformation
o Deviceinformation
o Locationinformation
o Connection details

Logs were captured at the 5G core using ITC trace and UE trace logs. The UE started in airplane

mode with all information about the UE deleted from the core. We then took the UE off airplane
mode, successfully connected it to the network, put the UE back in airplane mode, and saved the

ITC trace files. All the downloaded ITC trace files were dragged into an open Wireshark window
session to merge all those traces into a single packet capture (PCAP) file.

From Figure 3, we see the AMF requesting AUSF (authentication server function) client services
through an HTTP2 GET service frame request (packet 7). From the frame details, AMF provides
the target PLMN list details for the requested AUSF (target-plmn-
list=[{*mcc”.”310”,"mnc”:"0147}]). Itis clear from Figure 3 that the producer IP address is
192.168.56.143 at port 80, and therefore this must be the IP address of the 5G core’s network
repository function (NRF). In addition, the requester has IP address 172.17.152.146, the address
of the AMF. In Figure 4, we see the HTTP2 HEADER 200 DATA frame response from the NRF
(packet 8) to the AMF, which contains the IP address of the AUSF, 192.168.56.138, along with its
status, service name, fully qualified domain name (FQDN), etc.

11
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Figure 3: Wireshark window showing UE trace with AMF request for AUSF services

Ac

File Edit Vies Go

0-AMF.mtrdmcamfO1.FIV1._1_ue trac

Analyze Statistics  Telephony  Wireless  Tools  Help

AmI@ =NRBIAR«=EFE = aaar
splay fter __<Ctr-/»

o Time  Source Destration Protocal Length Info

B NGAP/NAS-5G5 132 UplinkNASTranspert, Identity response

6 NAS-EPS. a8

7 172.17.152.146 192.168.56.143  HTTP2 236 HEADERS[19]: GET /nnrf-disc/vi/nf-instances?service-names=nausf-authltarget-nf-typ: quester-nf-typ arget-
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[Path: /nfInstances/[]/nfServices/[]/scheme]
v Member: ipEndPoints
v Array
v Object
“ Member: port
[Path with value: /nfInstances/[]/nfServices/[]/ipEndPoints/[]/port:3a]
[Member with value: port:30]
Number value: 30
Key: port
[Path: /nfInstances/[]/nfServices/[]/ipEndPoints/[]/port]
w Member: ipvdAddress
[Path with value: /nfInstances/[]/nfServices/[]/ipEndPoints/[]/ipv4Address:192.168.56.138]
[Member with value: ipv4Address:192.168.56.138]
String value: 192.168.56.138
Key: ipvifddress
[Path: /nfInstances/[]/nfServices/[]/ipEndPoints/[]/ipwaAddress]
Key: ipEndPoints
[Path: /nfInstances/[]/nfServices/[]/ipEndPoints]
Member: wersions

v Member: nfServiceStatus
[Path with value: /nfInstances/[]/nfServices/[]/nfServiceStatus:REGISTERED]
[Member with value: nfServiceStatus:REGISTERED]
String value: REGISTERED
Key: nfServiceStatus
[Path: /nfInstances/[]/nfServices/[]/nfServiceStatus]
v Member: serviceInstanceld
[Path with value: /nfInstances/[]/nfServices/[]/serviceInstanceld:nausf-auth-81]
[Member with value: serviceInstanceld:nausf-auth-81]
String value: nausf-auth-81
Key: serviceInstanceld
[Path: /nfInstances/[]/nfServices/[]/serviceInstanceld]
v Member: serviceName
[Path with value: /nfInstances/[]/nfServices/[]/serviceName:nausf-auth]
[Member with value: serviceName:nausf-auth]
String value: nausf-auth
Key: serviceName
[Path: /nflInstances/[]/nfServices/[]/servicellame]
v Member: fqdn
[Path with value: /nfInstances/[]/nfServices/[]/fqdn:mtrdmcausf@l.dnc.mcBld.mcc318. 3gppnetuork.org]
[Member with value: fqdn:mtrdmcausf@l.dme.mne@l4.mec318.3gppnetwork.org]
String value: mtrdmcausf@l.dme.mncB14.mcc318. 3gppnetwork.org
Key: fadn
[Path: /nfInstances/[1/nfServices/[1/fadn]

Figure 4: Wireshark window showing UE trace with NRF response to AMF request for AUSF services
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Figure 5 shows that after obtaining the AUSF service IP address from the NRF, the AMF begins the
UE authentication process through HTTP2 HEADER POST frame messages (packets 9 and 10).
The AMF then requests authentication details from the UE (packet 12), and the UE responds with
the authentication response parameter through the Uplink NAS (Non Access Stratum) Transport
message’ (packet 13). In addition, Figure 66 shows a message in which the UDM (unified data
management) IP address, 192.168.56.137, is exposed (packet 26). Lastly, Figure 7 shows where
the AMF requests PDU Establishment from the SMF (session management function), identifying a
second AMF IP address, 172.17.27.33, as well as an SMF IP address, 192.168.56.131 (packet 63).
These results are summarized in Table 2.

FIVT,_ - o
s CEaqaf
=)+
Protocol Length  Info
8 192.168.56.143 172.17.152.146  HTTP2/ISON 1281 HEADERS[19]: 268 OK, DATA[19], JavaScript Object Notation (application/json) |
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’7 18 172.17.152.146 192.168.56.138 HTTP2/350N 364 HEADERS[1]: POST /nausf-auth/vl/ue-authentications, DATA[1], JavaScript Object Notation (application/json)
1 NAS-EPS 66
12 NGAP/NAS-565 85 DownlinkNASTransport, Authentication request
13 NGAP/NAS-565 94 UplinkNASTransport, Authentication response
P14 NAS-EPS 52
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16 192.168.56.138 172.17.152.146  HTTP2/ISON 346 HEADERS[3]: 2@ OK, DATA[3], JavaScript Object Notation (application/json)
17 NAS-EPS EH]
M Wireshark - Packet 13 - B20230303.1225-0500-20230303.1230-0500
Value: application/json
content-type: application/json “ Authentication response parameter
[Unesca ped: application/json] Element ID: oxzd
Representation: Literal Header Field with Incremental Indexing - Indexed Name Length: 16
Index: 31 RES: c3fc@2d2a820365204d8753cbd6Taedd
¥ Header: content-length: 203 v Item 3: id-UserlocationInformation
Name Length: 14 v ProtocollE-Field
Name: content-length id: id-UserLecationInformation (121)
Value Length: 3 criticality: ignore (1)
value: 203 v value
content-length: 203 v UserLocationInformation: userlocationInformationR (1
[unescaped: 203] “ userLocationInformationiR
Representation: Literal Header Field with Incremental Indexing - Indexed Name [P
Index: 28
[Full request URI: http://mtrdmcausfel.dmc.mnceld. mcc3le. k.org:80/nausf-auth/v1/ue-authentications] e: i+ rme - Surce: - Petnaton: - Autcces: NGRS SCS + Saurce Are: - -
v HyperText Transfer Protocol 2 [ Show packet byles
v g r—
- [m)
L
Representation: Literal Header Field with Incremental Indexing - Indexed Name ¢
Index: 28
[Full request URL: http://mtrdmcausf@l.dmc.mnc@ld.mcc3le. k.org:88/nausf-auth/vl/ue-authentications/cid-eric-ausf-engine- -vc489-202;
~ HyperText Transfer Protocol 2
~ Stream: DATA, Stream ID: 3, Length 46
v Length: 46
1 Type: DATA (@)
7 Flags: @x@l, End Stream
Bt iien ee e eeae eeen eae e = Reserved: Bx@
060 000G DGO DDOG 0ODO BOGD 0G0 BO11 = Stream Identifier: 3
[Pad Length: @]
Data: 7b22726573537461 464 443241 4443837353343..
~ JavaScript Object Notation: application/json »
~ object
@ v] Member: resStar , ) || profie: 578 profie
[Path with value: /resStar:C3FCB202A320365A84D5753CBDGFAEDE] [§d items ¥
[Member with value: resstar:C3FCP2D2A520365A04D8753CBD6FAEDE]
String value: C3FC@2D2A820365A04D8753CEDGFAEDE

Figure 5: AMF initialization of UE authentication

T“NAS signaling” carries the user data from the user equipment to the MME through the S1 pathway.
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5G STB Report Based on CSRIC VIl Recommendations

MF.mtrdmcamf0 - [u] X
Analyze  Statistics Tools  Help
Qaqrn
S
No. Time | Source Destination Protocol Length Info
L 15 172.17.152.146 192.168.56.138  HTTP2/ISON 287 HEADERS[3]: PUT /nausf-auth/vl/ue-authentications/cid-eric-ausf-engine-698558bcdc -vc489-20230303172743-149/ 5g-aka-confirmation, DATA[3],
16 192.168.56.138 172.17.152.146  HTTP2/JI5ON 346 HEADERS[3]: 208 OK, DATA[3], JavaScript Object Notation (application/json)
17 NAS-EPS 38
18 NGAR/NAS -565 64 DownlinkNASTransport, Security mode command
19 NGAP/NAS-5G5.. 151 UplinkNASTransport, Security mode complete, Registration request
20 HAS-EPS 101
21 NAS-EPS a5
22 NGAP/NAS -565 72 DownlinkNASTransport, Security mode command
23 NGAP/NAS -5G5 88 UplinkNAsTransport, Security mede complete
24 HAS-EPS 39
25 172.17.152.146 192.168.56.143  HTTP2 183 HEADERS[21]: GET /nnrf-disc/vi/nf-instances?servic arget-nf-type= q r-nf-typs pi=imsi-310014791791621
26 192.168.56.143 172.17.152.146  HTTP2/JISON 1458 HEADERS[21]: 208 OK, DATA[21], JavaScript Object Notation (application/json) -
27 197 148.56.143 177.17.150.146  HTTP3/750N 145R HFADFRSI211: 76 OK. NATAI221 2—eomfoinis : o
< -AMF.mtrdmcamf01.FIV1._1_ue trace.915 - =]

v Member: authResult

[Path with value: /authResult:AUTHENTICATION SUCCESS]
[Member with value: authResult:AUTHENTICATION SUCCESS]

“ JavaScript Object Notation: application/json
~ Object.

String value: AUTHENTICATION_SUCCESS
Key: authResult
[Path: /authResult]

“ mMember: kseaf

[Path with value: /kseaf:efdBee7ad455132416eca749212F737148292dFd279a0a6a5F
[Member with value: kseaf:efdeee7ad455132416eca7492127737145292dfd279a0a6as
String value: efdBee7ad455132416eca749212F737148292dFd279a0aba592448986F4:

Wireshark - Packet 2

MF.mtrdmeamfol.FIV,_1_ue trace915

[Member with value: port:81]
Number value: 81
Key: port
[Path: /nfInstances/[]/nfservices/[]/ipEndPoints/[]/port]
~ Member: ipudAddress
[Path with value: /nfInstances/[]/nfServices/[]/ipEndPoints/[]/ipv4Address:192.168.56.137
[Member with value: ipvdAddress:192.168.56.137]
String value: 192.168.56.137
Key: ipvatddress
[Path: /nfInstances/[]/nfservices/[]/ipendPoints/[]/ipvaaddress]

- o R Y 200K T2 Jveserice Otect wetaticn (spesionon

v Header: :path: /nnrf-disc/vl/nf-instances?servic

<

Index: 6

Name Length: 5
Name: :path
Value Length: 116

Close Help

arget-nf-type=l q r-nf-typs pi=imsi-310014791791021

Value: /nnrf-disc/vl/nf-instances?servic

arget-nf-type= q r-nf-type pi=t

tpath: /nnrf-disc/vi/nf-instan
segment: /nnrf-disc/vl/nf-instances
sub segment: service-names=nudm-sdm
sub segment: target-nf-type=UDM
sub segment: requester-nf-type=AMF

sub segment: supi=imsi-318014791791821
[Unescaped: /nnrf-disc/vl/nf-instances?servic
Representation: Literal Header Field with Incremental Indexing - Indexed Name

Path
Path
Path
Path
Path

rvic

arget-nf-type- q r-nf-type pi-imsi-318014791791821

|| profie: T8 Profie

1-310814791791021 ‘

H I

arget-nf-type: -nf-type: pi=i

1-310014791791021] |

Figure 6: Wireshark window of UE trace showing UDM IP address

AE @ BN RLE @ = =

A B20230303.1225-0500-20230303.1230-0500-AMF.mtrdmcamf01.FIV1._1_ue_trace.915.pcap

R4 = Q & § T

H [— R
No. Time Source Destination Protocol Length Info .
59 NGAP/NAS-5GS 163 UplinkNASTransport
60 NAS-EPS 113
61 172.17.152.146 192.168.56.143 HTTP2 253 HEADERS[25]: GET /nnrf-disc/v1/nf-instances?service-names=nsmf-pdu .
62 192.168.56.143 172.17.152.146 HTTP2/JSON 1029 HEADERS[25]: 200 OK, DATA[25], JavaScript Object Notation (applica
r 63 172.17.27.33 192.168.56.131  HTTP2/JSON/.. 1556 HEADERS[81]: POST /nsmf-pdusession/vl/sm-contexts, DATA[81], JavaS
‘ 64 192.168.56.131 172.17.27.33 HTTP2/JSON 172 HEADERS[81]: 201 Created, DATA[81], JavaScript Object Notation (ap|
| 65 NGAP 44 UEContextReleaseRequest
i 66 NGAP 40 UEContextReleaseCommand
| 67 NGAP 61 UEContextReleaseComplete
| 68 192.168.57.201 172.17.27.33 HTTP2/JSON/ .. 1164 HEADERS[1]: POST /namf-comm/v1/ue-contexts/imsi-310014791791021/n1
i cn aean i ———
JavaScript Object Notation: application/json 0070 69 48 37 55 4a 43 72 6d 34 76 45 57 4d 58 37 30  iH7UJCrm 4vEWMX70
Object 0100 64 49 73 69 71 46 53 41 59 42 64 6d 65 36 7a 6e  dIsiqFSA YBdme6zn
Menbers ‘supi 0110 33 39 57 4d 5a 66 74 75 5f 31 5f 4d 39 44 38 30 39WMZftu _1_MID8O
P .h ith valie: i:imsi-310014791791021] 0120 41 6a 68 6f 31 63 54 4c 53 49 6b 4d 56 53 43 @d AjholcTL SIKMVSC
ath with value: /supi:imsi- 0130 0a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 61 -Content -Type: a
[Member with value: supi:imsi-310014791791021] 0140 70 70 6¢ 69 63 61 74 69 6f 6e 2f 6a 73 6f 6e @d pplicati on/json-
String value: imsi-310014791791021 0150 0a @d 0a 7b 22 73 75 70 69 22 3a 22 69 6d 73 69 i":"imsi
Key: supi 0160 2d 33 31 30 30 31 34 37 39 31 37 39 31 30 32 31 91791021
[Path: /supil 0170 22 2c 22 70 65 69 22 3a 22 69 6d 65 69 73 76 2d : "imeisv-
ber: WL 9180 33 35 31 37 33 35 31 31 30 31 32 31 36 36 32 31 35173511 01216621
Member: pei 0190 22 2c 22 67 70 73 69 22 3a 22 6d 73 69 73 64 6e “,"gpsi"
[Path with value: /pei:imeisv-3517351101216621] 01a0 2d 37 39 31 37 39 31 30 30 32 31 22 2c 22 70 64 -791791@
[Member with value: pei:imeisv-3517351101216621] 91b0 75 53 65 73 73 69 6f 6e 49 64 22 3a 31 2c 22 64 uSession
String value: imeisv-3517351101216621 01c0 6e 6e 22 3a 22 64 6e 6e 2d 65 6d 62 62 2d 73 74 nn":"dnn
Key: pei 01d0 62 32 2e 6d 69 74 72 65 2e 6e 65 74 22 2c 22 73
P ;h‘ /peil 0led 4e 73 73 61 69 22 3a 7b 22 73 73 74 22 3a 31 2c
ath: /pes 0110 22 73 64 22 3a 22 30 30 30 30 30 32 22 7d 2c 22
Member: gpsi 0200 73 65 72 76 69 6e 67 4e 66 49 64 22 3a 22 65 61 servingN ea
[Path with value: /gpsi:msisdn-7917910021] 0210 33 36 36 31 66 30 2d 64 38 32 64 2d 34 39 37 32 3661f0-d 82d-4972
[Member with value: gpsi:msisdn-7917910021] 0220 2d 62 31 37 30 2d 34 64 65 65 36 61 65 61 38 63 -b170-4d eebaea8c
{ . fedn- 0230 36 36 22 2c 22 67 75 61 6d 69 22 3a 7b 22 70 6¢ mi":{"pl
i"f"g value: msisdn=7917018621 0240 6d 6e 49 64 22 3a 7b 22 6d 63 63 22 3a 22 33 31
ey: gpsi 0250 30 22 2c 22 6d 6e 63 22 3a 22 30 31 34 22 7d 2c
[Path: /gpsil 0260 22 61 6d 66 49 64 22 3a 22 46 46 30 30 38 44 22 “amfId":
Member: pduSessionIld 0270 7d 2c 22 73 65 72 76 69 6e 67 4e 65 74 77 6f 72 },"servi
[Path with value: /pduSessionId:1] 0280 6b 22 3a 7b 22 6d 63 63 22 3a 22 33 31 30 22 2c  k":{"mcc
i . i . 0290 22 6d 6e 63 22 3a 22 30 31 34 22 7d 2c 22 72 65 " "0
’5"3’;"” "{th.":l"" pduSessiontd:1] 0220 71 75 65 73 74 54 79 70 65 22 3a 22 49 4e 49 54  questTyp
mOcreva ucs 0200 49 41 4c 5f 52 45 51 55 45 53 54 22 2c 22 6e 31 IAL_REQU
Key: pduSessionld 02c0 53 6d 4d 73 67 22 3a 7b 22 63 6f 6e 74 65 6e 74  SmMsg":{ "content
[Path: /pduSessionId] 0240 49 64 22 3a 22 6e 31 53 6d 4d 73 67 22 7d 2c 22  Id":"n1S mMsg"},"
Member: dnn 02e0 61 6e 54 79 70 65 22 3a 22 33 47 50 50 5f 41 43 "1 "3GPP_AC
i . o - i 0210 43 45 53 53 22 2¢ 22 72 61 74 54 79 70 65 22 3a atType":
[Path weith:value: i/dan:dnnceabt stha:ndtre:net] 0300 22 de 52 22 2c 22 75 65 4c 6f 63 61 74 69 6f Ge Location
[Member with value: dnn:dnn-embb-stb2.mitre.net]
a—— iGN S dR- eMDD-S th2 . mit re. net Frame (1556 bytes) I Decompressed Header (288 bytes) [
© 7 path with value (json.path_with_value), 25 bytes Packets: 276 - Displayed: 276 (100.0%) Profile: Default

Figure 7: Wireshark UE trace showing UE PEI: SUPI, IMEISV
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Table 2: Network Function IP Addresses identified in UE Trace

Network |P Address

Function

AMF 172.17.152.146
172.17.27.33

AUSF 192.168.56.138

NRF 192.168.56.143
SMF 192.168.56.131
UDM 192.168.56.137

Packet

Packet
7
Packet
63
Packet
8
Packet
7
Packet
63
Packet
26

In addition to the NF IP addresses, the unencrypted SBI also exposes UE identifying information.
Specifically, Figure 7 shows the PDU Establishment message in which the AMF provides the SMF
with the UE SUPI and IMEISV, where the SUPI is the Subscriber Permanent Identifier, equivalent
to the International Mobile Subscriber Identity (IMSI), and the IMEISV is the International Mobile

Equipment Identity Software Version, or the code that identifies the specific UE’s software. We
note that the SUPI was also exposed in packet 25, shown in Figure 6 above. Figure 8 shows that

same message where the NR Cell ID is also provided in the clear. These results are summarized in

Table 3.
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TLP:CLEAR:5GSTB

M B2 1225-0500: 1230-0500-AMF.mtrdmcamf01.FIV1._1_ue_trace.915.pcap W

BORE QRes=mg &, E & @  TF

=)+
Source Destination Protocol Length Info )
NGAP/NAS-5GS 163 UplinkNASTransport
NAS-EPS 113 ‘
172.17.152.146 192.168.56.143 HTTP2 253 HEADERS[25]: GET /nnrf-disc/vl/nf-instances?service-names=nsmf-pdu .
192.168.56.143 172.17.152.146  HTTP2/JSON 1029 HEADERS[25]: 208 0K, DATA[25], JavaScript Object Notation (applica
63 172.17.27.33 192.168.56.131 HTTP2/JSON/... 1556 HEADERS[81]: POST /nsmf-pdusession/v1l/sm-contexts, DATA[81], JavaS
|7 64 192.168.56.131 172.17.27.33 HTTP2/JSON 172 HEADERS[81]: 201 Created, DATA[81], JavaScript Object Notation (ap
! 65 NGAP 44 UEContextReleaseRequest
i 66 NGAP 40 UEContextReleaseCommand
i 67 NGAP 61 UEContextReleaseComplete
! 68 192.168.57.201 172.17.27.33 HTTP2/JSON/ ... 1164 HEADERS[1]: POST /namf-comm/v1/ue-contexts/imsi-310014791791021/nl
L] o MoAn AT Pl
[Path: /uelocation/nriocation/tal] 0390 3a 22 30 31 38 36 41 32 31 32 44 22 7d 7d
Member: ncgi #3a0 22 73 6d 43 6f 6e 74 65 78 74 53 74 61 74
Object 03b0 55 72 69 22 3a 22 68 74 74 70 3a 5c 2f 5¢

03c@ 39 32 2e 31 36 38 2e 35 36 2e 31 33 33 3a

Member: plmnId 0300 38 30 5c 2f 63 61 6c 6c 62 61 63 6b 73 5¢

Object 03¢0 73 6d 66 2d 70 64 75 73 65 73 73 69 6f 6e
Member: mcc 03f0 76 31 5c 2f 69 6d 73 69 2d 33 31 30 30 31
[Path with value: /uelLocation/nrLocation/ncgi/plmnId/mcc:@01] 0400 39 31 37 39 31 30 32 31 5c 2f 73 6d 2d 63
[Member with value: mcc:@o1] 0410 74 65 78 74 73 5c 2f 2d 35 37 36 34 36 30

i . 0426 32 33 30 33 31 39 30 33 33 34 22 2c 22 73
z;f":czawe' e01 0430 4d 6f 64 65 22 3a 22 56 45 52 49 46 49 45
. . . . 0440 2c 22 65 70 73 49 6e 74 65 72 77 6f 72 6b
[Path: /ueLocation/nrLocation/ncgi/pimnId/mcc] 0450 67 49 6e 64 22 3a 22 de 4f de 45 22 2¢c 22
Member: mnc 0460 43 69 6f 74 45 6e 61 62 6C 65 64 22 3a 66
[Path with value: /uelocation/nrLocation/ncgi/plmnId/mnc:@@1] 0470 73 65 2c 22 63 70 4f 6e 6c 79 49 6e 64 22
[Member with value: mnc:081] 0480 61 6c 73 65 2c 22 69 be 76 6 6b 65 de 65
0490 3a 66 61 6c 73 65 2c 22 6d 61 52 65 71 75

String value: 801 0420 74 49 Ge 64 22 3a 66 61 6c 73 65 2c 22 6d
Key: mnc @abe 77 55 7@ 67 72 61 64 65 49 6e 64 22 3a 66
[Path: /uelLocation/nrLocation/ncgi/plmnId/mnc] 04c0 73 65 2c 22 65 78 74 65 6e 64 65 64 4e 61
Key: plmnId 04de 6d 54 69 6d 65 72 49 6e 64 22 3a 66 61 6C
[Path: /uelocation/nrLocation/ncgi/plmnId] 04el 2c 22 64 6c 44 61 74 61 57 61 69 74 69 6e

0470 6e 64 22 3a 66 61 6c 73 65 2c 22 73 6d 66

Member: nreellld 0500 61 6e 73 66 65 72 49 6e 64 22 3a 66 61 6C

910 RN N R LR LN U L S U O S~ 6D RN N L N T S O L) Ll U A L) R s

[Path with value: /uelocation/nrlLocation/ncgi/nrCellld:®186A212D] 0510 7d @d @a 2d 2d 6F 69 48 37 55 4a 43 72 6d

[Member with value: nrCellld:@186A212D] 0520 45 57 4d 58 37 30 64 49 73 69 71 46 53 41

String value: 0186A212D 0530 64 6d 65 36 7a be 33 39 57 4d 5a 66 74 75

Key: nrCellld 0540 5f 4d 39 44 38 30 41 6a 68 6f 31 63 54 4c

[Path: /uelLocation/nrLocation/ncgi/nrCellld] g;gg EE ;g gg 2: ;i gg gg :3 g; gs Zg gg E_g g?

Key: ncgi 0570 65 6e 74 2d 54 79 70 65 3a 20 61 70 70 6¢C

[Path: /uelocation/nrLocation/ncgi] 0580 61 74 69 6f 6e 2f 76 6e 64 2e 33 67 70 70

Key: nrLocation 0590 67 6e 61 73 @d @a @d ba 2e 01 13 cl 00 0@
[Path: /ueLocation/nrlocation] 0520 @1 00 7b 80 29 80 80 21 10 01 00 00 10 81

Ke-#m:atinn Frame (1556 bytes) Decompressed Header (288 bytes)
‘g\o Z Member with value (json.member_with_value), 11 bytes Packets: 276 - Displayed: 276 (100.0%) Profile: D'faulllj

Figure 8: Wireshark UE Trace showing NR Cell ID

Table 3: UE identifying information observed on SBI

UE Value Packet

Parameter

SUPI/IMSI  310014791791021  Packets
25,63

IMEISV 3517351101216621 Packet
63

NRCell ID 0186A212D Packet
63

Success Criteria:
1. Able to eavesdrop on SBA interfaces.
2. Able to capture device/user/connection-specific information: specifically SUPI,
IMEISV, and NR Cell ID.
3. Able to capture network information: specifically AMF, SMF, NRF, and AUSF IP
addresses.
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5GSTB - TLS on SBI Use Cases TLP:GREEN:5GSTB

Results

Condition Status
Able to eavesdrop on SBA interfaces

Able to capture device/user/connection specific
information, specifically SUPI, IMEISV, and NR Cell ID

Able to capture network information, specifically AMF,
SMF, NRF, and AUSF IP addresses

Overall Test

Test Case 2 - Implement Mutual TLS on SBA Interfaces

Test Case ID: TC-SBI-02

Description:

Utilizing the same configuration setup as Test Case 1, Test Case 2 is designed to
implement mTLS as a requirement for SBI communications. This test case is intended to
demonstrate both the authentication/authorization components of mTLS, as well as to
verify that mTLS can authenticate and authorize both ends of the HTTPS connection.

Objectives:
e Demonstrate the ability to encrypt critical user, device, and network information
via HTTPS using mTLS.
e Demonstrate the ability to authenticate/authorize both sides of an HTTPS
connection using mTLS.

From both the combined ITC trace files and from the UE trace file, we can get additional details
regarding the NFs interactions. In Figure 9, the combined ITC trace file shows the three-way
handshake establishment of a TCP session between the SMF and NRF. Subsequently,
immediately following establishment of the TCP session, Figure 10 shows the TLS handshake
between the SMF and NRF, including the client and server hellos and the key exchange.

17 , \
I 56
SECURITY™

TEST BED



5G STB Report Based on CSRIC VIl Recommendations TLP:CLEAR:5GSTB

Following mTLS establishment, the resulting data streams between the NFs are encrypted
(packet 14675, 14679, etc.) and shown only as Application Data in Wireshark rather than exposing
the contents of the messages. In addition, Figure 11: illustrates how all traffic traversing other
SBlinterfaces, e.g., between UDM (192.168.56.137) and AMF (192.168.56.197, 172.17,95.197, and
172.17.27.33), are encrypted and indecipherable.

M CSRIC_7b-and-mTLS t2_combined-itc-trace-files_

-23_1100am.pcapng

File Edit Viev Go Capture Analyze Statistics Telephony Wireless Tools Help
- 5
AW 3 @Qq&TF
W [ ipadar == 132.168.58.125
No. Time Source Destination Protocol Source Destinal Length Info
14863 1486.224164 172.17.27.33 192.168.56.129 TCP 43874 7078 68 43874 + 707@ [ACK] Seq=1 Ack=l Win=62720 Len=8@ TSval=3929595284 TSecr=1432870386
14664 1486.225836 172.17.27.33 192.168.56.129 TLSv1.2 430874 7078 291 Client Hello
14665 1486.225185 192.168.56.129 172.17.27.33 TCP 787@ 43874 68 7878 -+ 43874 [A(K] Seq=1 Ack=224 Win=562484 Len=8 TSval=1432870387 TSecr=3929595285
14668 1486.248493 192.168.56.129 172.17.27.33 TLSv1.2 7070 43074 2468 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
14669 1486.248589 172.17.27.33 192.168.56.129 TCP 43874 7870 68 43874 » 7870 [ACK] Seq=224 Ack=2401 Wi Len=@ TSwal=3 595221 TSecr=1432878483
14671 1486.259719 172.17.27.33 192.168.56.129 TLSv1.2 43074 7070 2331 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
14672 1486.259815 192.168.56.129 172.17.27.33 TCP 7a87@ 43874 68 7878 - 43874 [ACK] S5eq=2481 Ack=2487 Win=6@8416 Len=8 TSval=1432070422 TSecr=3929595248
14673 1486.263520 192.168.56.129 172.17.27.33 TLSv1.2 7872 43874 119 Change Cipher Spec, Encrypted Handshake Message
14674 1486.263527 172.17.27.33 192.168.56.129 TCP 43874 7870 68 43874 » 7078 [ACK] Seq=2487 Ack=2452 Wi 6 Len=8 TSval=: 44 TSecr=14: 8426
14675 1486.263871 172.17.27.33 192.168.56.129 TLSv1.2 430874 7070 149 Application Data
14676 1486.263934 192.168.56.129 172.17.27.33 TCP 7a7e 43874 68 787@ + 43074 [ACK] Seq=2452 Ack=2568 Win=68416 Len=0 TSval=1432076426 TSecr=3929595244
14677 1486.263938 192.168.56.129 172.17.27.33 TLSv1.2 787@ 43874 148 Application Data
14678 1486.263984 172.17.27.33 192.168.56.129 TCP 430874 7078 68 43874 + 7070 [ACK] Seq=2568 Ack=2524 Win=68416 Len=0 TSval=3929595244 TSecr=1432070426
Frame 14661: 76 bytes on wire (6@8 bits), 76 bytes captured (688 bits) on interface unknown, id @ [[oeoe  oa a2 06 @1 @A @R @e 54 57 fc
Linux cooked capture vl M Wireshark . Packet 14676 - CSRIC_7b-and-mTLS_t2_combined-itc-trace-files. 23_1100am.pcapng

Internet Protocol Version 4, Src: 172.17.27.33, Dst: 192.168.56.129

[IRVIRVIRY:

> Frame 14676: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface unknown, id @
> Linux cooked capture vl
> Internet Protocol Version 4, Src: 192.168.56.129, Dst: 172.17.27.33
“ Transmission Control Protocol, Src Port: 7878, Dst Port: 43874, Seq: 2452, Ack: 2568, Len: @
Source Port: 7878
Destination Port: 43074
[Stream index: 208]
[Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: 8]

Source Port: 43874
Destination Port: 7870

[Stream index: 288] |
[Conversation completeness: Incomplete, DATA (15)]

[TCP Segment Len: @]

Sequence Number: @  (relative sequence number)

Sequence Number (raw): 1881662382

[Next Sequence Humber: (relative sequence number)]

Acknowledgment Number: @

Acknowledgment number (raw): 8 :equen:a :um:er: 2452. ug:;::\;e sequence number)
1012 .... = Header Length: 4@ bytes (18) equence Number (raw): .
[Next Sequence Humber: 2452 (relative sequence number)]

Acknowledgment Humber: 2568  (relative ack number)
Acknowledgment number (raw): 1881664956
180@ .... = Header Length: 32 bytes (8)

Window: 62720

[Calculated window size: 62728]
Checksum: @xc@da [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @

Figure 9: TCP session establishment for TC-SBI-02
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5G STB Report Based on CSRIC VIl Recommendations

M CSRIC 7b-and-mTLS t2_combined-itc-trace-

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmZe=fREQes»EFLE(EQaaE
|RTp-addr = 1521685125 [x]
. Time Source Destination Protocol Source Destnal Length  Info
14664 1486.225036 172.17.27.33 192.168.56.129  TLSV1.2 43074 7070 291 Client Hello
14665 1486.225105 192.168.56.120  172.17.27.33 TP 7070 43674 68 7070 + 43074 [ACK] Seq=1 Ack=224 Wi Len=g Tsva 7 Tsec
14568 1486.240493  192.168.56.120  172.17.27.33 TLSv1.2 7070 43074 2468 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
14569 1486.240509 172.17.27.33 192.168.56.123  TCP 43874 7670 68 43074 > 7678 [ACK] Seq=224 Ack=2481 Wi Len=b TSva 1 TSec
14671 1486.259719  172.17.27.33 192.168.56.129  TLSV1.2 43874 7678 2331 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
14672 1486.259815 192.168.56.120  172.17.27.33 TP 7070 43674 68 7070 + 43074 [ACK] Seq=2401 Ack=2457 Wi Len=0 Tsva Tsec
14573 1486.263520  192.168.56.120  172.17.27.33 TLSv1.2 7070 43674 119 Change Cipher Spec, Encrypted Handshake Message
14574 1486.263527 172.17.27.33 192.168.56.123  TCP 43874 7670 68 43074 - 7878 [ACK] Seq=2487 Ack=2452 Wi Len= TSva Tsec
14675 1486.263871 172.17.27.33 192.168.56.129  TLSV1.2 43074 7070 149 Application Data
14676 1486.263934 192.168.56.120  172.17.27.33 TP 7070 43674 68 7070 + 43074 [ACK] Seq=2452 Ack=2568 Wi Len=0 Tsva Tsec
14577 1486.263980 192.168.56.120  172.17.27.33 TLSv1.2 7070 43674 140 AppLicatlon § g\ o e CSRIC Thand TS 12 combined e tace £l H00am peapng
14578 1486.263984 172.17.27.33 192.168.56.123  TCP 43874 7670 68 43074 - 7878
14679 1486.264080 172.17.27.33 192.168.56.129  TLSV1.2 43074 7070 186 Application
T R AR A (TAACR SRS (AT TE T e A 68 7070 ~ 43072, | ° Frame 14664: 291 bytes on wire (2328 bits), 201 bytes captured (2328 bits) on interface unknown, id @
14581 1486.265192  172.17.27.33 192.168.56.120  TLSv1.2 43074 7670 251 Application g Lo el EppiET vl
14682 1486.265246 192.168.56.129  172.17.27.33 TP 7670 43674 Gk maEE N > [Crten=tiBromcoliversionld B nc 7 N ZEoTEs S, AN SE R 9268 256 2109
14583 1486.265286 172.17.27.33 192.168.56.129  TLSv1.2 43074 7070 1461 Application > Transmission Control Protocol, Src Port: 43074, Dst Port: 7678, Seq: 1, Ack: 1, Len: 223
14684 1486.265329 192.168.56.120  172.17.27.33 TP 7070 43674 68 7070 » 43074 | ¥ Transport Layer Security

> Frame 14668: 2468 bytes on wire (19744 bits), 246 bytes captured (19744 bits) on interface unknown
5 Linux cooked capture vl Length: 213
> Internet Protocol Version 4, Src: 192.168.56.129, Dst: 172.17.27.33 3 Handshake Protocol: Client Hello
> Transmission Contrel Protocol, Src Port: 767@, Dst Port: 43674, Seq: 1, Ack: 224, Len: 2400
~ Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello A 45 e ARSI - Sounce: 72,7273 - Detition: 182 465139 - Pocat: TLSVL? - Surce Rt <3074 - estination ot: 7D - Lenge 251 -l et sl
Content Type: Handshake (22) [0 Show packet bytes
version: TLS 1.2 (@x@3e3) -
Length: 95 M Wireshark - Packet 1 7b-and-miL mibined-itc-tr m.peapng - u]
3 Handshake Protocol: Server Hello
v TLSv1.2 Record Layer: Handshake Protocol: Certificate > Frame 14675: 149 bytes on wire (1192 bits), 149 bytes captured (1192 bits) on interface unknown, id @
Content Type: Handshake (22) > Linux cooked capture v1
Version: TLS 1.2 (@x0303) > Internet Protocol Version 4, Src: 172.17.27.33, Dst: 192,168.56.129
Length: 1814 5 Transmission Control Protocol, Src Port: 43874, Dst Port: 7870, Seq: 2487, Ack: 2452, Len: 81
> Handshake Protocol: Certificate v T er Securit
“ TLsv1.2 necord Layers Handshake Protocols Server Key Exchange v%
Content Type: Handshake (22) Content Type: Application Data (23)
Version: TLS 1.2 (8x8303) Version: TLS 1.2 (6xB383)
Length: 481 Length: 76
> Handshake Protocol: Server Key Exchange .
Content Type: Handshake (22)
version: TLS 1.2 (8x@383)
Length: 58
> Handshake Protocol: Certificate Request
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
version: TLS 1.2 (@x@3e3)
Length: 4
(O 7 Streamindex (tcp.stream) ‘

Figure 10: mTLS handshake between SNF and NRF
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aaew

W[ ip.addr == 152.168.56.123 || ip.addr == 152.168.56.38 || _ip.addr == 152.168.56.137 || ip.addr == 192.166.56.131

68587 6983.565816 172.17.95.197 192.168.56.137 TLSv1.2 43112 443 99 Encrypted Alert

. Time Source Destination Pratocal Source Dastinat Length  Info

69197 6961.113180 172.17.27.33 443 114 Application

69199 6961.113252 172.17.27.33 443 68 43886 - 443 Seq=5680 Ack=5788 Win=239 Len=8 TSval=387228545 TSecr=2691134616

69280 6961.245623 172.17.95.197 192.168.56.137 TLSv1.2 443 114 Application

69282 6961.245888 172.17.95.197 192.168.56.137 TCP 443 68 43111 » 443 5eq=8988 Ack=18811 Win=224 Len=8 TSval=3358@12894 TSecr=369635954
89751 7821.114111 172.17.27.33 192.168.56.137 TLSv1.2 443 114 Application

69753 7021.114268 172.17.27.33 192.168.56.137 TCP 443 68 43886 » 443 5eq=5726 Ack=5826 Win=239 Len=8 TSval=30728@546 TSecr=2691194617

69754 7821.246618 172.17.95.197 192.168.56.137  TLSw1.2 443 114 Application

B9756 7021.246889 172.17.95.197 192.168.56.137 TP 443 68 43111 > 443 Seq=9834 Ack=18857 Win=224 Len=8 TSval=3358@72895 TSecr=369745955
78335 7081.115149 172.17.27.33 192.168.56.137 TLSv1.2 443 114 Application

78337 7881.115389 172.17.27.33 192.168.56.137 TP 443 68 43886 > 443 Seq=5772 Ack=5872 Win=239 Len=8 TSval=387348547 TSecr=2691254618

78338 7081.247575 172.17.95.197 192.168.56.137 TLSv1.2 443 114 Application

708348 7881.247758 172.17.95.197 192.168.56.137  TCP 243 68 43111 > 443 Seq=9888 Ack=18983 Win=224 Len=8 TSval=3358132896 TSecr=359385956
78942 7141.116862 172.17.27.33 192.168.56.137 TLSv1.2 443 114 Application

78944 7141.116227 172.17.27.33 192.168.56.137 TCP 443 68 43886 » 443 5eq=5818 Ack=5918 Win=239 Len=8 TSval=30748@548 TSecr=2691314619

78946 7141.248544 172.17.95.197 192.168.56.137 TLSv1.2 443 114 Application

78948 7141.248736 172.17.95.197 192.168.56.137 TCP 443 68 43111 » 443 5eq=9126 Ack=18949 Win=224 Len=8 TSval=3358192897 TSecr=369865957
71528 7201.117896 172.17.27.33 192.168.56.137  TLSw1.2 243 114 Application

71530 7281.117266 172.17.27.33 192.168.56.137 TP 443 68 43886 > 443 Seq=5864 Ack=5964 Win=239 Len=8 TSval=30746@549 TSecr=2691374620

71531 72@1.249681 172.17.95.197 192.168.56.137 TLSv1.2 443 114 Application

71533 72081.249777 172.17.95.197 192.168.56.137 TP 443 68 43111 > 443 Seq=9172 Ack=18995 Win=224 Len=@ TSval=3358252898 TSecr=369925953
72170 7261.118158 172.17.27.33 192.168.56.137 TLSv1.2 443 114 Application

- 72172 7261.118326 172.17.27.33 192.168.56.137 TP 443 68 43886 > 443 Seq=5918 Ack=6818 Win=239 Len=8 TSval=38752@8558 TSecr=2691434621
72173 7261.258544 172.17.95.197 192.168.56.137 TLSv1.2 443 114 Application
72175 7261.25@7a87 172.17.95.197 192.168.56.137 TCP 443 68 43111 » 443 5eq=9218 Ack=11841 Win=224 Len=8 TSval=3358312099 TSecr=369985959

[Bytes sent since last PSH flag: 46]
TCP payload (46 bytes)
v Transport Layer Security
~ TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol

Content Type: Application Data (23)
Version: TLS 1.2 (8x8383)
Length: 41
Encrypted Application Data: 5b9ab268dd1bds9fs16748185acb5elcabl6lbfd616c3715b5a577af7bedeazaeddclse..
[Application Data Protocol: Hypertext Transfer Protocol]

ThDeer®

Figure 11: Encrypted mTLS traffic between UDM and AMF

Expected Results:
1. Each VNF performs an mTLS handshake to mutually authenticate both ends of
the API.
2. Datatransmitted on SBlis encrypted.

Success Criteria:
1. Mutual authentication is implemented prior to SBI communications.
2. Dataintransitis encrypted: cannot decode SUPI, IMEI, IMEISV, or NR Cell ID;
cannot identify network function IP addresses, including AMF, SMF, NRF, and
AUSF.
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Results

Condition Status

Mutual authentication is implemented priorto | Success: Network functions mutually

SBI communications authenticate immediately after TCP session
established and before any data exchanged.

Data in transit is encrypted: cannot decode Success: All messages are encrypted,

SUPI, IMEI, IMEISV, NR Cell ID; cannot identify cannot read contents to decipher PEI; IP
network function IP addresses, including AMF, addresses are viewable, but no way to

SMF, NRF, and AUSF associate them with specific NFs.

Overall Test Successfully demonstrated that mTLS
implementation encrypted data on SBA
interfaces.

Test Case 3 - Prevent Expired SBI Attach Request

Test Case ID: TC-SBI-03

Description:

Utilizing the same configuration setup as the previous tests, Test Case 3 is designed to
demonstrate mTLS, and to verify that expired credentials on one end will lead to a failed
SBI connection. This prevents any out-of-date, and potentially vulnerable, network
functions from attaching to the network.

Objectives:
e Demonstrate the ability to authenticate/authorize both sides of an HTTPS
connection using mTLS.
e Demonstrate the inability of an NF with expired credentials to attach to the SBI
when mTLS is implemented.

The first part of this test was conducted on June 27, 2023. First, a new certificate with near-term
expiration was installed on the AMF. Error! Reference source not found. shows the relevant
details of the certificate parameters. Of particular note is the certificate validation date, June 22,
prior to certificate installation, and the certificate expiration date, June 29, two days after
certificate installation. After installation of the new certificate, the AMF was re-registered to re-
authenticate it with other NFs. Figure 13: and Figure 14: show the status of the certificate after
installation; note the REGISTERED status in Figure 15: TC-SBI-03 Certificate Handshake Showing
Certificate Serial Number and the Certificate State entry on the last line in Figure 14: indicating
VALID. Figure 14: also shows both the web server and client-side authorization key usage, which
indicate that mTLS has been implemented.
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[xxx@fgp-dmc-jump mtls-certs-SecureG=1CAl$ openssl x509 -text -in tc3/SecureG-amf-cert.pem
Certificate:

Data:
Version: 3 (0x2)

|5eria1 Number: 2452505485278308780 (0x22090cbeb3b5e9ac)|
Signature Algorithm: sha 1 ncryption

Validity
Not Before: Jun 22 17:49:00 2023 GMT
Not After : Jun 29 17:49:00 2023 GMT
ubject: clean, 1 camfol.anf,dnc.nnc@14,mcc310, 3gppnetwork.org
Subject Public Key Info:

Public Key Algorithm: rsnﬁnqryptgpn
Public-Key: (2048 bit)
Modulus:

:81:49:dc:9¢:
:47:23:

Exponent 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
C7:97:3D:A8:66:B6:40:F1:77:94:63:EA:2D:F5:F1:28:98:7D:78:53
X509v3 Authority Key Identifier:
keyid:91:6A:C5:35:33;A4;EEiF2:8D:51:6C:5B:4B:AF1B4:66:76:D5:140:C5
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:mtrdmcamf@l.amf,dmc.mnc@14.mcc310, 3appnetwork.org
c Signature Algorithm: sha256WithRSAEncryption

Figure 12: TC-SBI-03 Certificate Details

eccd@control-plane-mtrdmc-cont-mas@3-sv@3:~/mtls-certs-SecureG-1CA> date; mtls_nrf_status
Tue Jun 27 16:33:10 EDT 2923
AMF

©33661f0-dB82d-4972-b170-4decbacalcbb

- namf-evts REGISTERED
- namf-mt REGISTERED
- fgdn mtrdmcamfel

Figure 13: TC-SBI-04 AMF registration status
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e TErATEANTRL SrVBRIic-pr-mM-GANtrOller-0 ANCE ~ # gsh list_node_credentialt_nage_credential_node_credential_node_credential_nade_crecentialg_node_credentiale_node_credeatialt_node_credential_ncde_credential -nci ¢

Paramster Active Data
Planned Data

timestanp 0230627114752
Planstate -
Ul (UserLabel) HLL
50 (SubjectMame) L= Lean, M=Mitre, CN=ntr ant, g, ancBld, mec3le. Kairg
et (EnrolimentTiner) b
ki (KeyInfo) RSA_284E
& (EnralimentPragress) an [ActionName) instalifredentialEranir
- adi (Additionallnfol NULL
pi [ProgressInfo) HULL
op |rronressPercentaoe: 180
res (Result] SUCCESS
resi [Resu\unfu} HILL
st [State} FINISHED
ai (Actionld) 7
tas (TimeActionStarted) 823-B6-27T11:
tac (TimeActionCompleted) 2823-06-27T11:

52
tlsy (TimeOfLastStatusUpdate) Z823-B6-27T11:47:52-25:80

m (RenewalMode) HANAL

eat [ExpiryAlaraThreshold) 39

type (EnrollrentType) PHCE12

cr (CertificateContent] wversion (Version) Iex2]

- serialNumber [SerialNumber} 2200DCBEBIBSEIAL
signaturedlgorithm {SignatureAlgorithnl sha2S6WithRSAEncryption
issuer [Issuer) O=Securet, (N=RecurG Lab Root Ch
wvalidFrom (ValidFrom) ZB2I-B6-22T17:49: 00+89: 08
validTo (ValidTob I023-06-20T17:49: 00429: 08

publickey (Publickey) 3B B2 D1 22 30 Od @6 @9 Za BG 43 B6 {7 Bd @1 B1 01 85 @8 83 52 @1 of G0 30 82 @1 0a BZ EI @1 01 @0 c1 49 86 07 go 6f 3e 18 4f ef 8f 49 dc Gc B2 M4 b
Ga 47 a3 ff f7 db ce le 6c 08 62 74 6c 3a 97 bd ed a4 @a @d ab bl 9a Zb 56 96 dc 30 30 f6 2f c3 b2 19 eB a8 6f a8 4d ¢l fd dc ed 20 @b b4 18 Bb 59 @d 40 €1 da al Tb 62 4c OB 44 Sb 94 ab bl 22 @5 62 fb 9 e3 €2 54 81 &
Za 47 cf @b 64 F2 ae da 71 e4 b 2F 80 20 ce B4 02 62 Ad 52 15 2f 3d 13 bd ce 17 30 ad 12 &f 37 46 83 14 40 al bl 10 0 e5 96 26 B 7d 59 96 Je €2 2d 92 cb 3c 95 00 4d 17 b5 1f 31 00 30 26 62 77 02 @4 17 52 5 dd 73 4
Ge Ba 13 37 ca 5c 94 1d 9a 33 bd 86 86 df fc af 57 5a @4 86 07 3b e2 ¢l g 12 36 82 40 18 4b 3 00 97 78 68 de 62 cd 11 93 3b 24 46 5b 73 80 14 @7 22 @9 11 43 ¢5 22 a4 76 af 8d 39 @e 1c @ 21 ae 61 92 B3 91 @0 81

publickeyAlgorithe (PublicKeyAlgorithnl rsaEncryption

keylisage [I(E)’US o) Xapdvd Key Usage: Digital Signature, Key En:ipﬂcm:nr:saaus Extended Key Usage: TLS Web Server Authentication, TLS Web rlu-nt Authentication

ent catent X5@9v3 Subject Key Identifier: (7:97:3 HAEELIEL SR CE Authority Key Identifie

Reyid 918053533 A EE; F 280 51160 53 AR AR BA16G: 161031401 C5X500v] Key Usage: Digital Signature, Key Encipnernentxsseuj Ext.ended Hey Usage: TLS Web Server Authentication, TLS Web ELlent “uthent icationisesy: Subje
Wi-nltmntﬂl-a.l\l’;@A.Nnt‘.ﬂl‘hm!ilﬂ Buom&tmxh.ero

subject (Subject) L=HcLean, QU=Hitre. (=t romcamr el st dnc. nncdld, necili. Janpnetvork.arg

(sltttrtlflcatcstatc] VALTD I

Figure 14: TC-03 Certificate Status During Valid Period

Figure 15 and Figure 16: show Wireshark captures of SBI messages during the mTLS handshake
protocol, specifically the key exchange from AMF (172.17.13.136) to NRF (192.168.56.143)—the
AMF received a new IP address when reregistered. Figure 15 shows the AMF certificate serial
number (0x22090cbeb3b5e9ac), which matches that in Figure 12: TC-SBI-03 Certificate Details.
Figure 16: shows the validity period, agreeing with that in Error! Reference source not found..
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g - a
Fle Edt View Go Copure Analze Sustisics Toephony Wieless Tools Help
Adu 20 1BRB er=FToE[Eaaanm

i ==152,158,55. 143) 88 (1 recorduversion == 9x0303)
o Tme Source Gesmanon Promeol Ao Awp  Length Infa
381 2023-86-27 16:22:17.642892  172.17.13.136  152.168.56.143 TLsv1.2 114 Application Data
383 2023-06-27 16:22:17.643060  192.166.56.143  172.17.13.136 TiSvL2 114 Application Data
385 2023-06-27 16:22:17.647968  172.17.13.136  182.168.56.143 TSV 114 Application Data
387 2023-06-27 16:22:17.648075  192.168.56.143  172.17.13.136 TLsvi.2 114 Application Oata
576 2023-06-27 16:22:42.251833  172.17.13.136  192.168.56.143 TLSvL.2 99 Encrypted Alert
172.17.13.136  192.168.56.143 Tisvi.2 99 Enerypted Alert
192.168.56.143  172.17.13.136 TSz 98 Encrypted Alert
192.168.56.143  172.17.13.136 TisvL.2 99 Encrypted Alert
172.17.13.136  192.168.56.143 TLSvL2 257 Client tello
192.168.56.143  172.17.13.136 Tisvl.2 1535 Server Hello, Certificate, Server Key Exchenge, Certificste Request, Server Hella Dons
172.17.13.1%  192.168.56.143 Tsv1.2 2250 Certificate, Client Key Exchonge, Certificate Verify, Chonge Cipher Spec, Encrypted Handshake Message
192.168.56.143  172.17.13.136 TiSvL.2 115 Change Cloher Spec, Encrypted Handshake Hessage
: 172.17.13.136  192.168.56.143 Tisv2 148 application Data
s TIS 2A23-A6-27 16:22:44 1ATIA 192 1RR.5A.143  172.17.13.136 T2 152 Annlication Omta 4
[Checksum Status: Unverificd] B

Urgent Pointer: 8 7
¥ Options: (12 bytes), No-Operstisn (NOP), Na-Operstion (NOP), Timestasps 83 55 94 ba 13 €7
~ TCP Option - Wo-Operation (HOF)
kind: No-Operatisn (1)
~ TCP Option - Ne-Operation (HOP)
Kind: Ho-Operation (1)
~ TCP Option - Timestanps
Kind: Time Stang option (8)
Lengt!

g < ity il MR P i 2
Timestanp echo reply: 3356446400 fd
~ [Tinestasps] bt
[Time wince first frame in this TCP stresms 8.050582800 seconds ] bes
Tine since previous frame in this TP Streams 9.043138000 seconds] 22 at 0e f0 95 47
~ [SEQ/ACK analysis] SE 5a 2 (b el 02
[iRTT: 0.000086000 secands] 30 6 2F €362 19
[Bytes 4n Flight: 2182] 28 Eh 5 |
[Bytes sent since last PsH flag: 2132] =
e7 payload (2182 byter) el
 Transpart Layer Security 1730 ad 12 0F 3¢
~ TiSvl.z Record Layer: Handshake Protocol: Cartificate 1o5 26 e3 7d 59 36 3¢
Content Tyse: Handshake (22) 1f 3190 30 26 &2
Version: TLS 1.2 (x0303) 250 bbb e 92 fe o3
Length: 1782 93 33 bd 26 85 of
~ Handshake Protoceli Certificste !
Handsheke Type: Certificate (11) - 76 af 8 39 0e 1c
Lengeh: 51 b0 30 01 ad 30
Gertificates Length: 1775 7 97 3 38 66 b6
“ Certificates (1775 bytes) 95 7d 76 53 38 1F
— 1491 6 c5 35 3
[ certiticate: b Ja-oc-c dncar?o1.ant. dnc .mnCH14.nCc 316, Sgppnetuar. org, 1d-at-organizationalinitiane-titre, id-at -local itytiame=rclean) 250 66 76 d5 48 <5 30

¥ signedCertificats
wersion: v3 (2)
serialfumber: @x22099cheb3!

~ signature (sha256withRsAEncryBrion) 200 2¢ 64 64 63 26 64
Algorithn Td: 1.2.848.113549.1.1.11 (sha2seuithASAEneryption Sfe 3138 2e 33 67 70
e 2 deame £id ne. ——, " wig
OV TF rerharaacati s fumnoal actaba kel 8t [Ty p— [

Figure 15: TC-SBI-03 Certificate Handshake Showing Certificate Serial Number
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e
M *(Untitled)
file Edt View Go Capture Analyze Statisics Telephony Wireless Tools Help

AN :® IBRB R ® Ta5Eaaanm

o Tme Source Cesmatan Protocol Rngao #0320 Length Info
381 2023-06-27 16:22:17.642892  172.17.13.136  192.168.56.143 TLSv1.2 114 Application Data
383 2023-06-27 . 643060 192.168.56.143 172.17.13.136 TLsv1.2 114 Application Data
385 2023-06-27 647908 172.17.13.136 192.168.56.143 TLSv1.2 114 Application Data
387 2023-06-27 .648075  192.168.56.143  172.17.13.136 TULSV1.2 114 Application Data

570 2023-06-27 .251833 172.17.13.136 192.168.56.143 TLSv1.2 99 Encrypted Alert

572 2023-06-27 .251952 172.17.13.136 192.168.56.143 TLsvl.2 99 Encrypted Alert

574 2623-06-27 .251975  192.168.56.143  172.17.13.136 Tsv.2 99 Encrypted Alert

576 2023-06-27 252082 192.166.56.143  172.17.13.136 TLSV1.2 99 Encrypted Alert

687 2023-06-27 63406 172.17.13.136 192.168.56.143 TLSvl.2 287 Client Hello

691 2023-06-27 369582 192.168.56.143 172.17.13.136 TLSv1.2 1595 Server Mello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done

709 2023-06-27 417738 172.17.13.136  192.168.56.143 Tisvin2 2250 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshoke Message
711 2823-06-27 16: 413256 192.168.56.143 172.17.13.136 TLSVI.2 119 change Cipher Spec, Encrypted Handshake Message

713 2023-06-27 16: .418614  172.17.13.136  192.168.56.143 TLsv1.2 149 Application Data

715 2023-06-77 16:22:48 41A723 192 1AR 6143 172.17.13.13% Ti. > 157 annlication Nata

Algorithm Id: 1.2.829.113549.1.1.11 (sha2S6WithRSAEncryption) ~
v issuer: rdnsequence (@)
¥ rdnSequence: 2 items (id-at-commonName=SecurG Lab Root CA,id-at-organizetionllame=SecureG)
v RONSequence item: 1 item (id-st-organizationNamesSecureG)
v Rel i item (id-at-o )
Object Id: 2.5.4.10 (id-at-organizationliane)
¥ DirectoryString: printableString (1)
printablestring: Secured
v RONSequence item: 1 item (id-3t-comeoniiame-Securd Lab Root CA)
v Relativedistingui item (4 Lab Root CR)
Object 1d: 2.5.4.3 (id-at-commonName)
v Directorystring: printablestring (1)
printablestring: SecurS Lab Root CA

v notsefore: utcTime (8)
utcTime: 2023-06-22 17:49:08 (UTC)

v notAfter: utcTime (8)
utcTime: 2023-06-29 17:49:00 (UTC)

~ rdnsequence: 3 items (id-at f . dnc.anc014 . mcc310 .org, id-at-organizati 1 ,id-at-lecal lean)
v RDNSequence item: 1 item (id-st-localityNamesMclean)
v RelativebistinguishedName item (id-at-localitytane-ticlean)
Object Id: 2.5.4.7 (id-at-localityame)
¥ DirectoryString: printableString (1)
prigtablestring: Mclean
v RONSequence Bem: 1 item (id-at-organizationalunitiame-Mitre)
v RelativeDistingui item (id-at-crganizati i itre)
Object Id: 2.5.4.11 (id-at-orgenizationalunitNome)
v Directorystring: printablestring (1)
printableString: Mitre
v RDNSequence item: 1 item (i _anf .dmc.mnc@14.mcc310 k.org)
ingui item (id-at < 1.anf .dmc . mnco14,mec310, 3gppnetwork.org)
Object Id: 2.5.4.3 (id-at-commonNane)
v DirectoryString: printableString (1)
printadlestring: mtrdmcanfel.ant.dnc.mcold. ncc310. Jgppnetwork.org
v subjectpublickeyInfo
v algerithn (rsaEneryption)
Algorithm Td: 1.2.840

113

1 (rsancryption)

e e R S v

Figure 16: TC-SBI-03 Certificate Handshake Showing Validity Period

The second part of the test occurred on June 29, 2023, starting shortly before the certificate
expiration time of 17:49:00 UTC (13:49 EDT), and with final captures taken after the certificate
expiration. Figure 17 shows the same details as in Figure 14:, but queried at 17:50:49, shortly
after the desired certificate expiration, in which the status still shows VALID. Figure 18 then shows
the same statistics at 17:56:38, where now the Certificate State indicates EXPIRED.
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Thi Jun 29 17:58:48 UTC 2623
== nbrdnesnfB ervPerisopionmmsantiallen=8 ANCE ~ # gsh get_node_credential -nci nilsTE3

Parameter Active Data
Planned Data

tinestamp 2023062711472

planstate -

Ul {UserLabel) NULL

S0 (5ubjectName] Lot lean, SU=H it re, Chent rdncanf i1, a0t dnc.anal4, 06e3 10, Jaopns vk, ara
et (EnrollnentTiner] (1]

ki (KeyInfel RSA_2B4E

&p (EnrollnentProgress) an [ActionName] instalifredentialFromiri

- adi (additicnalinfa) NULL

pi [Progressinfo)

PP [ProgressPercentage])
res (Result)

resi (ResultInfol

5t [State)

ai [Actionld)

ras lnmlrﬂnnslart{‘d]

t.m [TineatL

i {RenewalMode] HANUAL

‘at (ExpiryAlarmThreshold] 38

Type {EnrollnentTyped PRES12

ce (CertificateContent) version {Version) 3@x2h

- serialNunber (SerialNusber] 22990CHEBIASEIAC
signatureAlgorithn (SignatureAlgorithnl sha2SeWithASAEncryption
issuer (Issuer) O=Secured, CN=Gecur Lab Root CA
walidFrom (ValidFrom) IR23-DE-22T17:49: 08 +80: 08
walidfa {validTe] 2023-D6-29T17:49: 08+80: 08

pubilickey (PublicKey] 38 B2 @1 22 30 ©d @6 @9 2a 86 48 86 f7 9d 01 @1 91 05 08 83 A2 e1 @f 80 30 B2 01 Ba 82 B2 @1 @1 @0 c1 49 86 bT gc 6f Je 18 4f ef Bf 49 dc 9c B2 34
ff f7 #6 ce 1e Gc @8 62 74 6¢ 32 97 bd ed a4 Oa 8d a6 bl 98 2b 56 96 dc 30 38 £6 2f <3 bZ 19 ed a8 6f 4B d4d cl fd dec ed 20 @b b4 18 Bb 59 @d 42 81 da al 7b 62 4c @8 44 9b 94 &6 bl 22 85 62 fb 9f 3 82 54 @1 87 18 d9
@ da 1 ed Tb 27 @8 20 ce 84 92 62 4¢ 58 15 21 3d 13 bd ce 17 30 ad 12 @f 37 46 93 14 49 al b1 19 e9 e5 95 26 e8 7d 59 96 3e e2 2d 92 cb 3¢ 95 99 4d 17 b5 17 31 98 30 26 62 71 92 @4 17 52 <5 dd 73 19 93 b bb ee 92
33 bd @6 86 of fg a6 97 Sa @4 @6 97 3b e2 ¢l fg 12 36 92 48 19 4b c3 @2 91 12 68 de 68 @ 11 93 3b 24 46 50 73 80 14 @f 22 @9 11 43 ¢5 22 a4 76 af 8d 39 8e 1c 19 21 ae 61 82 @3 @1 @@ 81

publickeyAlgorithn (PublicKeyAlgorithnl rsaBncryptien

keylisage (KeyUsage) X5@%v Key Usage: Digital Signature, Key EnciphermentxS859v3 Extended Key Usage: TLS Web Server Authentication, TLS Web Client Authentication

et tent] ¥EAtv: Subject Key Ddentifier: C1:87:30:A8:66:BA:S0: F1:77: 94063 EA: 20 F5:FL: ;a 8070 7853450503 Autharity Key Identifier:
keyid:l;6a; g; 3; ,;3 441 EEiE2 803 511650 401 AT ;041665 xg nan@\;mm} Key Usage: Digital Signature, Key EnciphermentiSd9v Extended Key Usage: TLS Web Server Authenticatian, TLS Web Client AuthenticationXS@0vd Sub
Oz ke

suniecl (5ubject] § L=He lean, DU=Hitre, CH=nt, At Anc.ancRld, o3l (T3
cs @CertificateState) WALID
Figure 17: TC-SBI-03 Certificate Details Shortly after Expiration
Thu Jun 29 17:56:38 UTC 2823
=== AICONGANTRL SVBATLE-RE-M-CANTIOLLEr-8 ANCB ~ # date -ygsh get_rode_credential -ncl WELsTEd
Farameter Active Data
Planned Data
timestamg 20238629125348
Blanstate -
ul [Usertabel} HULL
Sn [SubjectMane) L=t lean, Q=M it re, Ch=nt rdneanfBl, anl, 8nc.noseld, needl kapry
et [EnrolinentTiner} L]
ki [KeyInfal RSA_2048
=p [Enrollnentfrogress) an [Actionare) installCredentislFroaliri
- adi {AdditionalInfo) NULL

pi [ProgressInfal

pp (ProgressPercentagel

res (Result)

resi (ResultInfo]

b [State)

ai (hctionld)

tas (TimeActionStarted)

Tac inncacnoncunp\crcul

Fhaw (T
rm [RenewalMode ) MANUAL
eat (ExpiryAlaraThreshold) 30
Type (EnrollmentTyne) PRES1Z
e [CertificateContent) version {Version) 3@z}

- serialNusber (SerialNunber) 22990CBEBIASEIAC

signatureAlgerithn (SignatureAlgerithal shalSeWithRSAEncryption

issuer (Issuer) Uk

validFrom {¥alidFron]

validfa {¥alidTa}

publicKey {PublicKeyl 48 86 f7 od @1 @1 @1 05 &8 83 82 @1 of @0 38 B2 01 8a 82 B2 @1 @1 @0 cl 49 B6 b7 ec 6F 3e 18 4f ef 8f 49 de 9c 82 34
11 17 d6 ce le Gc @8 62 74 6c 3a 97 bd ed ad Qa Bd ab bl 9a 2b 56 96 dc 30 30 16 2 <3 DZ‘IDQOQE 61 a8 dd ¢l fd dec =d 20 @b b4 168 8b 59 @d 48 81 da al 7b 62 4c B8 44 Sb 94 a6 b1 22 @5 62 To 97 €3 82 54 81 67 10 &9
ae da f1 e4 fb 21 @8 20 ce 04 92 62 4d 58 15 21 3d 13 bd ce 17 30 ad 12 @1 37 46 @3 14 49 al b1 19 e9 e5 95 26 e8 70 59 96 3e e2 2d 92 cb 3¢ 95 99 4d 17 05 1f 31 99 30 26 62 71 92 @4 17 52 c5 dd 73 19 93 9b bb ee 92
33 bd @6 85 df fg aB 57 53 04 05 97 3b e2 c1 fg 12 36 B2 40 19 4b c3 @@ 9f 10 68 de 60 @ 11 93 3b 24 46 50 73 B0 14 Bf 22 00 11 43 5 22 a4 76 of B 39 @ 1c @ 21 ac 61 82 03 91 08 91

publickeyAlgorithn (Fublickeyalgorithmb r;ﬁaq;"p;j,pn

keylisage (Keylsage] Sd5v3 Key Usage: Digital Sigaature, Key EnciphementiSosyl Extented Key Usage: TLS Web Server Authentication, TLS Meb Client Authenticaticn

ionCentent) )‘5’39\'3 Subject Key Identifier: C1:87;30:A48:60:BA40:F1:77:94:63:E4: 20 F5:F1: 28:88: 10:78: 5363053 Authority Key Identifier:

By idi 81 BAC5: 3333 M EE P2 A0 5L 60 58:98; ﬁf‘n ﬁmmh%m:@m Key Ussge: Digital Signature, Key EnciphermentS09v3 Extended Key Usage: L5 Web Server Authentication, TLS Web Cliedt Authenticationk5esvd Sub
DifimLramcant B, ant, dng ancRLd, necdlf, aponatnork,.
subject {Subject] LeHglean, QUHitre, Cntrdncantel, anf  dnc.nnceld, noc3ld Kaprg

esfficertificatestate) expraen |

Figure 18: TC-SBI-03 Certificate Details Seven Minutes after Expiration

Figure 19 shows traffic from the ITC trace files in which we see encrypted application data
between an AMF IP address (172.17.95.197) and the NRF (192.168.56.143) at 13:59:08 EDT.
However, one minute later, at 13:59:16, we see alerts from that IP address and a different AMF |P
address (172.17.27.33) to the NRF, followed by [RST, ACK] messages tearing down the
corresponding TCP connections. Figure 20 shows the subsequent initiation of reconnection with
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a Client Hello, Server Hello, and eventual key exchange failure due to certificate expiration.
Figure 21 shows a fatal alert message, indicating certificate expiration as the cause of failure.

M s ombined-itc Opm.pcapng —
File Edit View Go Capture Analyze Stati Telephony Wircless Tools Help
AN @ TMRE Re=EF TS ® 8 QI
] idr==192. 168.56.143 [x] -]+ Hex Vi
No. Time Source Destination Protocol Source Por Destination! Length  Info L
1618 13:59:@5.698195 192.168.56.143  172.17.27.33 TLSv1.2 43 43072 114 Application Data =
1819 13:59:88.698213 172.17.27.33 192.168.56.143 TP 43872 443 68 43872 + 443 [AO(] Seq=93 Ack=93 Win=236 Len=8 TSval=1893598853 TSecr=3291854335 —
| 1820 13:59:@8.698506 172.17.95.197  192.168.56.143  TLSw1.2 43104 443 114 Application Data =
| 1821 13:59:@8.69867@ 192.168.56.143 172.17.95.197  TLSvL.2 443 43104 114 Application Data —
3 1822 13:59:88.698689 172.17.95.197 192.168.56.143 TCP 43184 443 68 43184 - 443 [AO(] Seq=93 Ack=93 Win=232 Len=0 TSval=3331@86138 TSecr=2623685537 el
1181 13:59:16.731161 172.17.27.33  192.168.56.143  TLSv1.2 43072 413 99 Encrypted Alert =
1184 13:59:16.731262 192.168.56.143 172.17.27.33 TLSv1.2 443 43872 99 Encr'yptEd Alert -
1185 13:59:16.731278 172.17.27.33 192.168.56.143  TCP 43072 443 68 43072 + 443 [ACK] Seq=124 Ack=124 Win=236 Len=8 TSval-1893666086 TSecr-3291862368 =
1197 13:59:16.747043 172.17.95.197  192.168.56.143  TLSw1.2 43104 443 99 Encrypted Alert
1201 13:59:16.747202 192.168.56.143  172.17.95.197  TLSv1.2 443 43104 99 Encrypted Alert
1202 13:59:16.747218 172.17.95.197 192.168.56.143 TCP 43184 443 68 43184 - 443 [AO(] Seq=124 Ack=124 Win=232 Len=8 TSval=3331894187 TSecr=2623693586
=
1206 13:59:17.120577 172.17.13.136  192.168.56.143  TLSv1.2 42464 443 99 Encrypted Alert =
1207 13:59:17.128648 192.168.56.143 172.17.13.136 TP 443 42464 68 443 =+ 42464 [AO(] Seq=168 Ack=265 Win=228 Len=8@ TSval=3728639159 TSecr=318824537
1208 13:59:17.128735 192.168.56.143  172.17.13.136  TLSv1.2 443 42464 99 Encrypted Alert
1209 13:59:17.126748 172.17.13.136  192.168.56.143 TCP 42464 413 68 42464 > 443 [ACK] Seq=265 Ack=191 Win=232 Len=8 TSval=318824537 TSecr=3720639159 =
1218 13:59:17.126793 172.17.13.136 192.168.56.143 TLSv1.2 42465 443 99 En(ryptsd Alert [
1213 13:59:17.128882 192.168.56.143 172.17.13.136 TCP 443 42464 68 443 + 42464 [ACK] Seq=192 Ack=266 Win=228 Len=8 TSval=3720639159 TSecr=318824537 :
1214 13:59:17.120894 192.168.56.143 172.17.13.136  TLSv1.2 443 42465 99 Encrypted Alert
1215 13:59:17.1268985 172.17.13.136 192.168.56.143 TP 42465 443 68 42485 + 443 [AO(] Seq=124 Ack=124 Win=248 Len=8@ TSval=318824537 TSecr=3728639159
1294 13:59:19.229247 172.17.13.136 192.168.56.143 TCcp 42464 443 B8 42454 » 443 [AO(] Seq=1 Ack=1 Win=62728 Len=B8 TSval=318826646 TSecr=3728641268
1295 13:59:19.238553 172.17.13.136 192.168.56.143 TLSV1.2 42464 443 287 Client Hello —_—

Frame 1181: 99 bytes on wire (792 bits), 99 bytes captured (792 bits) on interface unknown, id @
Linux cooked capture vl
Internet Protocol Version 4, Src: 172.17.27.33, Dst: 192.168.56.143
Transmission Control Protocol, Src Port: 43872, Dst Port: 443, Seq: 93, Ack: 93, Len: 31
Source Port: 43872
Destination Port: 443
[Stream index: 11]

Figure 19: TC-SBI-03 Alerts and [RST, ACK] Messages after Certificate Expiration
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c4 35 bs ff 15 83 @3 @@ 1a el al 98 fd ¥4 54 d2
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m.pcapng

TLP:CLEAR:5GSTB

File View Go Capture  Anal Telephony  Wireless  Tools  Help
LN TEREBRe=h B EAaQaH
192, 168.56. 143 [X] -]+
Time Seurce Destination Protocol Source Por Destination| Length  Info

192.168.56.143
192.168.56.143
172.17.13.136

172.17.13.136
172.17.13.136
192.168.56.143

TCP
TLSv1.2

172.17.13.136
172.17.13.136
192.168.56.143

192.168.56.143
192.168.56.143
172.17.13.136

172.17.13.136  192.168.56.143

192.168.56.143 172.17.13.136 TLSv1.2 443 42464 15
172.17.13.136  192.168.56.143  TCP 42464 443
H 159 172.17.13.136 192.168.56.143  TLSv1.2 42465
192.168.56.143 172.17.13.136 TCP 443 42465
1384 13:59:19.233580 192.168.56.143 172.17.13.136 TLSv1.2 43 42485 15
9.233586 172.17.13.136 192.168.56.143 TCP 42465 443
9.248321 172.17.13.136  192.168.56.143  TLSv1.2 42464 443

:59:19.248378
9.243647

192.168.56.143
192.168.56.143
172.17.13.136

172.17.13.136
172.17.13.136
192.168.56.143

TCP
TLSv1.2

172.17.13.136
192.168.56.143
192.168.56.143
172.17.13.136

192.168.56.143
172.17.13.136
172.17.13.136
192.168.56.143

TLSv1.2
TCP
TLSv1.2
TCP

68 443 + 42464 [ACK]
99 Encrypted Alert
68 42465 » 443 [ACK]

5eq=192 Ack=266 Win=228 Len=0 TSval=3728639159 TSecr=318824537

Seq=124 Ack=124 Win=248 Len=8 TSval=318824537 TSecr=3728639159

68 42464 + 443 [ACK] Seq=1 Ack=1 Win=62728 Len=@ TSval=318826646 TSecr=3728641268

68 443 » 42464 [ACK] Seq=1 Ack=228 Win=62464 Len=8 TSval=3728641269 TSecr=318826647

Ack=1 Wil
95 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
68 42464 + 443 [A(K] Seq=228 Ack=1528 Win=61448 Len=8 TSval=-318826648 TSecr=3728641270

68 42465 » 443 [ACK] Seq 62720 Len=@ TSval=318826647 TSecr=3728641269

68 443 > 42465 [ACK] Seq=1 Ack=220 Win=62464 Len=8 TSval=3720641271 TSecr=318826649
95 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server ello Done
68 42465 » 443 [ACK] 5eq-220 Ack=1528 Win-61440 Len=8 TSval-318826650 TSecr=3720641272

2258 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsl

6 =0 TSval=3720641287 TSecr=318826665
75 A
68 42464 + 443 [ACK] Se

68 42465 + 443 [ACK] S5

482 Ack=1535 Wil

Linux cocked capture vi
Internet Protocol Version 4, Src: 172.17.13.136, Dst: 192.168.56.143
Transmission Control Protocol, Src Port: 42464, Dst Port: 443, Seq: 1, Ack: 1, Len: 219
Source Port: 42464
Destination Port: 443
[Stream index: 28]
[Conversation completeness: Complete, WITH DATA (63)]

v v v

A

P S

Figure 20: TC-SBI-03 SBI mTLS Client Hello and Fatal Alerts

Frame 1295: 287 bytes on wire (2296 bits), 287 bytes captured (2296 bits) on interface unknown, id @
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F |

Am 2 ® REQes=Zf iZ|EaQaH
[tep.stream eq 28 ] -]+
No. Time Source

Destination Protocol Source Por Destination| Length Info

172.17.13.136 76 443 -+ 42464 [SYN, ACK] Seq=8 Ack=1 Win=62636 Len=8 M55=896@ SACK_PERM TSva

59:19.229238

192.168.56.143

1294 13:59:19.229247 172.17.13.136 192.168.56.143 Tcp 42464 443 68 424564 o 443 [ACK] Seq=1 Ack=1 Win=62720 Len=8 TSval=318826646 TSecr=3720641268

1295 13:59:19.238553 172.17.13.136 192.168.56.143 TLSv1.2 42464 443 2ERCITeRt el o

1296 13:59:19.230584 192.168.56.143 172.17.13.136 Tcp 443 42464 68 443 » 42464 [ACK] Seq=1 Ack=220 Win=62464 Len=8 TSval=3728641269 TSecr=318826647

1300 13:59:19.231772 192.168.56.143 172.17.13.136 TLSv1.2 443 42464 1595 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1381 13:59:19.231783 172.17.13.136 192.168.56.143 TCP 42464 443 68 42464 + 443 [ACK] 5eq=228 Ack=1528 Win=61448 Len=8 TSval=318826648 TSecr=3728641270

13@6 13:59:19.248321 172.17.13.136 192.168.56.143 TLSv1.2 42464 443 225¢ Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh:
1387 13:59:19.248378 192.168.56.143 172.17.13.136 TCP 443 42464 68 443 =+ 42464 [ACK] Seq=1528 Ack=2482 Win=68416 Len=8 TSval=3728641287 TSecr=318826665

1388 13:59:19.248647 192.168.56.143 172.17.13.136 TLSv1.2 443 42464

1309 13:59:19.2486608 172.17.13.136 192.168.56.143  TCP 42464 443 68 42464 + 443 [ACK] Seq=2482 Ack=1535 Win=61448 Len=8 TSval=318826665 TSecr=3720641287

131@ 13:59:19.248721 192.168.56.143 172.17.13.136 TCP 443 42464 68 443 + 42464 [FIN, ACK] Seq

35 Ack=2402 Win=608416 Len=8 TSval=3720641287 TSecr=318826665
19.248749 192.168.56.143 172.17.13.136 32

@ TSval=3728641287 TSecr=318826665

> Frame 13@8: 75 bytes on wire (60@ bits), 75 bytes captured (688 bits) on interface unknown, id @
> Linux cooked capture vi peers:
> Internet Protocol Version 4, Src: 192.168.56.143, Dst: 172.17.13.136 - ﬁz:; 271 TRERET
v Transmission Control Protocol, Src Port: 443, Dst Port: 42464, Seq: 1528, Ack: 2402, Len: 7 v
Source Port: 443 e
Destination Port: 42464 host: 192.168.56.143
[Stream index: 28] port: 443
[Conversation completeness: Complete, WITH DATA (63)] packets:
[TCP Segment Len: 7] - packet: 1295
Sequence Number: 1528  (relative sequence number) E:EZL-BQ
et Scqence Nempers 1335 | [relative sequeace meer)) e
; data: !lbinary |
Acknowledgment Number: 2482 (relative ack number) FgMDANYBAADSAWNKNCZ34US, stgChK+2f15:89YyBc6ht35 bhEDGGCg»—EgD/ WODALWEAAKMA
Acknawledgment number (raw): 4841453934 ARAy DﬂAﬁClth]khu‘Nuc 5 bmVad29yaySvemcADQAY
1600 .... = Header Length: 32 bytes (8) ADARDABEACQAKABOA
> Flags: @8x@18 (PSH, ACK) AgABEAHABQAFQA ey
Window: 236 - packet: 1308
[Calculated window size: 68416] [FEETE &
index: 8

[Window size scaling factor: 256]
Checksum: @xb2fe [unverified]
[Checksum Status: Unverified]

timestamp: 1688861559.231772000
data: !!binary |
FEMDAGACAABCAWNKNCZ3ZmRYeYrkPNKQECASU74Imu+InNNET1dOR1 JEASAMbWC ZVFT/EO07TpPn

Urgent Pointer: @ A3IqFsOt358c/jqIyUNhoBwwasAVAAAL/WEARQAACWACAQAAEAAF AAMCaDIWAKMD 3QSAAOKAAT YA
> Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps A9MWgEPPMIICtEADAGECAZEHTBrpVrZr 1 TANBgkghkiGoweBAQsF ADAVMRAKDEYDVORKEwd TZWNL
> [Timestamps] CMVHMRSWGQYDVQQDEXI TZWN1 ckCETGF 1 IF Jvb3QgQ@EWHh CNM jMWNT EBMTUZMDAWHhCNM MXHTES

> [SEQ/ACK analysis]
TCP payload (7 bytes)
v Transport Layer Security

MTUZMD AW BmMQswCQYDVQQGEWIVUzZ EPMAGGALUE BXHMGTWN S ZWFUMQ4WDAYDVQOL EwVNaXRyZTE2
MDQGALUEAXMEbXRYZ61jbnImMDEUZE1FLmIuY ZAXNCStY 2MzMTAuM2dweE5 1dHdvemsub3InMIIB
TjANBgkqhkiGIweBAQEFAACCAQSAMIIBCEKCAQEATONrKESPqHyeasIdgBmrSnFEBmCTFzIq3LAF

990EjVsF43t770qwlTECYpAgX/ 3TIIMoQLIFVOSUSYIR2 swjmOKS Ankd jm76§ LpxS0IBpXB0GI0P
VvG6186p60KybqE91r+B8ik7gXKiYkhVoRrGdNIBU7pzDMLpy 26/ 1CIUIWIK2jk7CNGBrilviQze
Content Types MLERE (21) T14+51buYwxX2/voiT8r1PRONYKvGqIANC 1v 5wl jX5HO/02UK W @lQa-+X12BmzxGpc687Nihhbs
Version: TLS 1.2 (@x@3@3) WmipZS3zNQ1qINoUahsgp41SduHKSXOUNT3FH166RCNCds BT 1QIBTig0HOKMYhCISHUEDSUVTSE
Length: 2 RQIDAQABOAG3MIGEHMAKGALUdEWQCMAAKHQYDVREOBBYEFOemn3Pd-+VII jhBMipspiRdhe2Z 185G
v Alert Message AlUdI\vQYMBEAFJquTU pO?yjVFs\JButhEQlUDFMMGAlUdDwEE/\vQEAwIFnDAngNVHSUEF]AU
Level: Fatal (2)
Description: Certificate Expired (45)

Figure 21 : TC-SBI-03 mTLS Fatal Alert Details

v TLSv1.2 Record Layer: Alert (Levelll FatalyDescripticniCertificatepExpired)

Figure 22: T shows the result of querying the state of the AMF at the NRF around the same time as
the fatal alert discussed above. At this time, the AMF is still REGISTERED with the NRF. However,
one minute later, re-querying the state indicates the status of the network function has changed
to SUSPENDED, as shown in Figure 23: TC-SBI-03 AMF Status at NRF at 14:01 EDTFigure 23.

11] 57676
Thu Jun 29 14:00:29 EDT 2023
AMF

dechacadc66

2d-49
‘us REGISTERED
omm REGISTERED
yts REGISTERED
mt REGISTERED
fadn mtrdmcamfol

Figure 22: TC-SBI-03 AMF Status at NRF at 14:00 EDT
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ﬁ.‘]id.g.gg.’i‘:ﬁI'.QJ:T.QJ:?.’IQTI’.‘I.f.‘il’l?z?.?ﬂ:‘.?m?.ﬁﬁﬁzs.l’ﬂ?z="'/ mtlsscertssoecureG1CA> date & mtls nrf status

Thu Jun 29 14:01:25 EDT 2023
AMF

€3366110-d82d-4972:-b170-4dechaga8 66

- nfStatus SUSPENDED

1y

namf-gemm REGISTERED

namf-evts REGISTERED
namf-mt REGISTERED

fadn mtrdmcanfol

Figure 23: TC-SBI-03 AMF Statt

us at NRF at 14:.01 EDT

Success Criteria:

1. Mutual TLS encryption prevents NF with invalid credentials from attaching on the
SBI.

Results

Condition

Status

Mutual authentication enables NFs with valid
credentials to attach on the SBI

Success: Prior to certificate expiration,
installation is successful; AMF certificate
shows as VALID; AMF service shows as
REGISTERED; and encrypted application
data is exchanged between AMF and NRF.

Mutual authentication prevents NF with invalid
credentials from attaching on the SBI

Success: After certificate expiration, AMF
certificate shows as EXPIRED; AMF service
shows as SUSPENDED; and TCP connection
between AMF and NRF is terminated,
preventing any further data exchange.

Overall Test

Successfully demonstrated that mTLS
prevents NFs with expired credentials
from attaching on the network by
terminating their connections.

Test Case 4 - Prevent Unknown VNF Attach Request

Test Case ID: TC-SBI-04
Description:

Utilizing the same configuration setup as the previous tests, Test Case 4 is designed to
demonstrate mTLS, and to verify that invalid credentials on one end will lead to a failed
SBI connection. This will prevent any unwanted network functions from attaching to the

network.
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Objectives:
e Demonstrate the ability to authenticate/authorize both sides of an HTTPS

connection using mTLS.

e Demonstrate the inability of an NF with invalid credentials to attach to the SBI
when mTLS is implemented.

For this test, an alternative Certificate Authority, AMF-root-CA, is installed only on the AMF, and a
new certificate signed using that CAis also installed for mTLS authentication. Figure 24 shows
the details of the AMF-root-CA, and Figure 25 shows the AMF-root-CA Certificate State as VALID.
Figure 26 shows the AMF certificate using the AMF-root-CA, and Figure 27 shows that certificate
as VALID on the AMF.

[xxxj@fgp-dmc-jump tc41$ openssl x509 -text -in SecureG-tc4-cacert-root.pem
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 3099358877564513673 (0x2b03227a60afad89)
Signature Algorithm: sha256WithRSAEncryption
Issuer: 0=SecureG, CN=AMF-root-CA
Validity
Not Before: Jun 22 17:56:00 2023 GMT
Not After : Jun 22 17:56:00 2025 GMT
Subject: 0=SecureG, CN=AMF-root-CA
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:d3:d
73:

X509v3 extensions:

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
2E:FD:D9:43:58:B5:17:AA:75:0A:68:92:B7:09:67:B0:1B:A9:04:D4

X509v3 Key Usage: critical
Certificate Sign, CRL Sign

Signature Algorithm: sha256WithRSAEncryption

Figure 24: TC-SBI-04 CA Certificate Details
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5G STB Report Based on CSRIC VIl Recommendations

=== mtromcanfol erv@eric-po-Mm-controller=@ ANCB ~ # gsh get_trusted_certificate -cei Secure-
ter

TLP:CLEAR:5GSTB

Paramete| Active Data
Planned Data
timestamp 2023629211303
Planstate -
s (ManagedState) ENABLED
e (CertificateContent) version (Version) 3(ex2)
- serialNumber (SerialNumber) 2B03227A60AFADEY
signatureAlgorithm (SignatureAlgorithm) sha256WithRSAEncryption
issuer (Issuer) 0=SecureG, C(N=AMF-root-CA
validFrom (ValidFrom) 2023-86-22T17 0+00: 00
validTo (validTo) 2025-06-22T17:56:00+00: 00
publicKey (PublicKey) 30 82 01 22 30 0d 06 09 2a 86 48 86 7 od 01 @1 01 05 00 03 82 01 of 00 3¢ 82 01 0a 02 82 01 01 08 d3 da 2c 8a 35 ¢4 db 34 44 55 le 9a 2¢

a9 73 5¢ da 41 fc 6a 93 10 69 8 d8 €9 b8 38 Of d2 52 58 @e @e bb 2f 45 ¢9 8 75 Ba 89 @a a4 7f 54 62 ec dd a9 @5 51 €9 ¢5 fa 7b 16 a3 70 b8 df 2b 4a 63 23 eb 21 O1 al 7d 5 6a 76 96 51 38 cB 04 &4 cc €2 cd
bd 42 27 03 74 b6 2c ed 94 32 8 50 da 52 ce 49 de b@ e9 10 13 98 8¢ fo ef 01 73 11 48 f5 9c 3b f7 fc 47 el a6 fd 32 29 da 72 b5 bf 3a ba 01 7b ¢7 ca 6@ a5 be ae do 4b 9f 62 ac 22 71 63 1d bd 3d 72 27 39 11
f1 22 8a be 1f 80 c@ d3 30 e9 88 df 91 a2 16 Oc ¢5 ce b3 1b 98 74 9d bd cc 65 Of d9 cb 6d 99 cb fe 7d 96 b8 3 6c d5 1c fe 4b ae 9f aa a@ 26 85 42 2f ee 4d 34 69 @7 0b 59 ca bl 80 37 25 5c 66 60 ce 9d dd eb

77 eb b0 cc 12 48 Oc ed 44 73 69 d8 d4 c8 df a8 @e 3d d3 7@ f2 d2 f4 6d 1d d5 8e 9c 10 18 69 Ya b2 da 86 15 62 03 01 60 01
publicKeyAlgorithm (PublicKeyAlgorithm) rsaEncryption
X

keyUsage (KeyUsage) 589v3 Key Usage: Certificate Sign, CRL Sign
extensionContent (ExtensionContent) X589v3 Basic Constraints: CA:TRUEX509v3 Subject Key Identifier: :67:60:18; 509v3 Key
Usage: Certificate Sign, CRL Sign
subject (Subject) 0=SecureG, CN=AMF-root-CA
cs (CertificateState) VALID

Figure 25 : TC-SBI-04 CA Certificate State

Confidential and Proprietary to the 5G Security Test Bed — Not for Disclosure

32



Certlflcate
Data:
Version: 3 (0x2)
Serial Number: 8911013846515656376 (0x7baa47e17e2726b8)
Signature Algorithm: sha256WithRSAEncryption
Issuer: 0=SecureG, CN=AMF-root-CA
Validity
Not Before: Jun 22 17:59:00 2023 GMT
Not After : Jun 22 17:59:00 2024 GMT
Subject: L=Mclean, OU=Mitre, CN=mtrdmcamf@1l.amf,dmc.mnc014.mcc310.3gppnetwork.org
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:29:ad:b7:55:70:3e:17:21:48:18:55;: f5:3f:16:
:113:9:5a:13: db:31:5¢:0
b1:9¢:97;1f; 4e.-fd,1.2=
b0:8b:bd: c:8b:da;35:0:31:1e;:34:
0c:40: 14 of le: ae IR f5 43:05: ge 04:8b:49:f5:
8b:al:0e:91:52:2af:76:66:49:14:89; 0c:9§:d2;d5=
PXHLH 72 83 :9a; 91:da:77:c4:fd:df:63:08:ce:db:
eci35:49:de:8b:cf:4a:20:8f:d5: en,tJB d5 04:44:
8. ; :49:fe:28:

:d8 1
9b MJS@Q 1471338

Exponent 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Subject Key Identifier:
6E:50:F1:88:4D:4F:B0O:FE:F9:BB:D2:31:35:65:F8:2C:5B:99:4A:97
X509v3 Authority Key Identifier:

keyid:2E:FD:D9:43:58:B5:17:AA:75:0A:68:92:B7.:09:67:B0:1B:A9:04:D4

X509v3 Key Usage: critical

Digital Signature, Key Encipherment
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:

DNS:mtrdmcamf@l.amf.dmc.mnc@14.mcc310.3gppnetwork.org
Signature Algorithm: sha256W1thRSAEncrypt10n

Figure 26: TC-SBI-04 AMF Certificate Details
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5G STB Report Based on CSRIC VIl Recommendations TLP:CLEAR:5GSTB

=== mtrdncanfol ervﬂar.u:.n;,—m controuer—e ANCB ~ # gsh get_node_credential -nci mt1sTC4
Parameter e Data
| Planned Data

| timestamp 20230629173142
| planstate _
| GU (userLabel) NULL
|'sn (SubjectName) L=tclean, QU=Mitre, CN=nt anf ,dnc.nnc014,mcc310. K.0rg
| et (EnrollmentTimer) 60
ki (KeyInfo) RSA_2048
|ep (EnrollmentProgress) an (ActionName) installCredentialEromUri
|- adi (AdditionalInfo) NULL
pi (ProgressInfo) NULL
pp (ProgressPercentage) 100
res (Result) SUCCESS
resi (ResultInfo) NULL
st (State) FINISHED
ai (ActionId) 9
tas (TimeActionStarted) 2023-06-29717:31:42-05:00
tac (TimeActionCompleted) 2023-06-29717:31:42-05:00

tlsu (TimeOfLastStatusUpdate) 2023-06-29T17:31:42-05:00

rm (RenewalMode) MANUAL

eat (ExpiryAlarmThreshold) 30

Type (EnrollmentType) PKCS12

Cc (CertificateContent) version (Version) 3(ex2)

i serialNumber (SerialNumber) TBAAATE17E272688
signatureAlgorithm (SignatureAlgorithm) sha256WithRSAEncryption
issuer (Issuer) 0=SecureG, (N=AMF-root-CA
validFron (ValidFrom) 2023-06-22T17:59: oaooa oa
validTo (ValidTo) 2024-06-22T17:

publicKey (PublicKey) 50782 0122 30 04 06 09 2 86 48 86 7 0d 01 01 01 05 4D 03 62 01 OF G0 30 62 01 0a G2 82 01 01 00 29 ad b7 55 70 3¢ 17 2¢ 48 18 55 5 3¢ 16 5¢ 1
131 5c 04 15 56 b2 Oc 99 28 9c d5 bl 9c 97 1f 4e fd 12 b0 8b bd 51 10 12 41 1c 8b da 35 0 31 le 34 Oc 40 14 Of le ae 95 5 43 05 ee 04 8b 49 f5 8b al Oe 91 52 af 76 66 49 f4 89 Oc 95 d2 d5 23 05 72 83 9a 91 da 77 c
8b cf 4a 20 8f d5 eb d8 d5 04 44 68 19 ad a2 29 b7 6e 3b 3f 72 3b le 49 fe 28 35 98 7d 01 ad 61 35 79 68 77 61 Of 77 c1 ed f4 aa 01 66 91 37 57 88 34 7e 40 Of 1a 9d 72 fc 56 d7 b3 70 d6 8e 9a 10 d4 a4 ca f0 41 38 8!
158 90 99 06 05 10 ca 4 92 45 35 83 f6 36 94 e2 bl 8¢ 48 le f9 10 cd a3 a8 14 b2 02 89 3a 3b Of ac 22 57 53 20 d8 a7 f@ 1b 97 49 7e 9d @b 31 ad 15 9b 01 3 ea 47 3c 80 58 5a 8e c2 59 da 49 ef a6 cf 02 03 01 00 01

publicKeyAlgorithm (PublicKeyAlgorithm) rsaEncryption

keyUsage (KeyUsage) X509v3 Key Usage: Digital Signature, Key EnciphermentX509v3 Extended Key Usage: TLS Web Server Authentication, TLS Web Client Authentication

extensionContent (ExtensionContent) X509v3 Basic Constraints: CA:FALSEX509v3 Subject Key Identifier: 6E;50:F1:88:4D;4F:B0;FE:F9;:BB:D2;31:35:65:F8:2C:58:99:4A:97X509v3 Authority Key
| keyid;2E;FD:D9;43;58:85:17:AA;75; 0A: 68:92:87:09:67:80: 18:A9:04:D4X509y3 Key Usage: Digital Signature, Key EnciphermentX509v3 Extended Key Usage: TLS Web Server Authentication, TLS Web Client AuthenticationX509v3 Sul
ONS:mtrdncanfol.anf,dne, nnc@1d.ncc310, 3aopnetwork . org

subject (Subject) L=ticlean, QU=Mitre, CN=ntrdncamfol, anf., dnc.nnc014,nc6310, 3gppnetvork,org

| s (CertificateState) VALID

Figure 27: TC-SBI-04 AMF Certificate State

Figure 28 shows the Hello message from the NRF (192.168.56.143) to the AMF (172.17.13.170,
where the AMF IP address was re-assigned during a restart of the NF), initiating the key exchange.
That message shows the request from the NRF uses the original SecureG Lab Root CA (as can be
seen in Error! Reference source not found. for Test Case 3). Figure 29 shows the AMF response to
the NRF declaring a fatal alert, indicating an unknown CA on packet 15. Shortly after that fatal
alert, we can see the [FIN, ACK] message tearing down the TCP connection.
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5G STB Report Based on CSRIC VIl Recommendations TLP:CLEAR:5GSTB

‘ itc-merge-20230629-213131.pcapng

mMORE Qess=EF S ] @ & It

L 0]+
| No. Time Source Destination Protocol Length ' Info
‘ 10 2023-06-29 .. 192.168.56.143 172.17.13.170 TCP 68 443 - 42474 [ACK] Seq=1 Ack=220 Win=62464 Len=0 TSval=3409528478 T:
| 11 2023-06-29 .. 192.168.56.143 172.17.13.17@ TLSv1.2 1595 Server Hello, Certificate, Server Key Exchange, Certificate Reques—
i 12 2023-06-29 .. 172.17.13.17@ 192.168.56.143 TCP 68 42475 - 443 [ACK] Seq=22@ Ack=1528 Win=61440 Len=@ TSval=30769281
13 2023-06-29 .. 192.168.56.143 172.17.13.17@ TLSv1.2 1595 Server Hello, Certificate, Server Key Exchange, Certificate Reque
14 2023-06-29 .. 172.17.13.17@ 192.168.56.143 TCP 68 42474 — 443 [ACK] Seq=220 Ack=1528 Win=61448 Len=@ TSval=30769281
i 15 2023-06-29 .. 172.17.13.170@ 192.168.56.143 TLSv1.2 75 Alert (Level: Fatal, Description: Unknown CA)
| 16 2023-06-29 .. 192.168.56.143 172.17.13.170 TCP 68 443 - 42475 [ACK] Seq=1528 Ack=227 Win=62464 Len=0 TSval=34095284

2023-06-29 .. 172.17.13.178 192.168.56.143 TLSv1.2 Alert (Level: Fatal, Description: Unknown CA)
19 2023-06-29 .. 192.168.56.143 172.17.13.170 TCP 68 443 - 42474 [ACK] Seq=1528 Ack=227 Win=62464 Len=@ TSval=340952847 _

e e e Y 00f0 65 47 31 1b 30 19 06 63 55 04 03 13 12 53

Certificates (982 bytes) @100 75 72 47 2@ 4c 61 62 2@ 52 6f 6F 74 20 43

Certificate Length: 979 0119 1e 17 ed 32 33 30 35 31 34 31 35 33 30 30

Certificate: 308203cf308202b7a003020102020807201ae956b66b95300d06092a864886170d01010b... (id 0120 17 0d 32 33 31 31 31 34 31 35 33 30 30 30

i ifi 2130 66 31 @b 3@ @9 06 @3 55 @4 @06 13 @2 55 53
signedCertificate

version: v3 (2) 0140 30 0d @6 03 55 @4 07 13 06 4d 63 6c 65 61

X : . 0150 Qe 3@ Oc 06 @3 55 @4 @b 13 @5 4d 69 74 72

serialNumber: 0x87201ae956b66b95 0160 36 30 34 06 03 55 04 03 13 2d 6d 74 72 64

signature (sha256WithRSAEncryption) 9170 6e 72 66 30 31 2e 64 6d 63 2e 6d 6e 63 30

Algorithm Id: 1.2.840.113549.1.1.11 (sha256WithRSAEncryption) 0180 2e 6d 63 63 33 31 30 2e 33 67 70 70 6e 65

issuer: rdnSequence (@) @1':316 6f 72 6b 2e 6f 72 67 3@ 82 01 22 30 @d @6

rdnSequence: 2 items (id-at-commonName=SecurG Lab Root CA,id-at-organizationName=5( g};g gg ;? gg ;; gg gi gi gs gg gg 22 gg g; gi

RDNSequence item: 1 item (id-at-organizationName=SecureG) 91c 9e 6a cf 5d 83 49 ab 4a 71 7a d2 60 93 7f

RelativeDistinguishedName item (id-at-organizationName=SecureG) 01d® dc b @5 f7 da @4 8d 5b 1f e3 7b 7b 64 ea

Object Id: 2.5.4.10@ (id-at-organizationName) 0led 38 02 62 9e 20 5f fd d3 20 93 28 43 52 1f

DirectoryString: printableString (1) 21f0 6e 4b 2f 51 da cc 23 98 e2 b9 @2 79 @9 8e

0200 8e 5a 71 48 e2 7c a5 7f 0e 1b da Of 56 f1

printablestring: SecureG 9210 ce a9 e8 e2 b2 be al bd 8a bf 81 f2 22 bb

RDNSequence item: 1 item (id-at-commonName=SecurG Lab Root CA) 0270 a2 62 48 55 a3 4a c6 74 df 7c bb ba 73 @c
RelativeDistinguishedName item (id-at-commonName=SecurG Lab Root CA) 9230 cb 61 bf 94 22 14 27 82 ©a da 39 3b @8 d1
Object Id: 2.5.4.3 (id-at-commonName) 0240 69 6f 8d 86 7a 4e 5e 3e 4b 56 ee 63 @c 57
DirectoryString: printableString (1) 0250 e8 88 8d 2b 94 f4 50 9d 89 2f la a2 78 35

0260 e7 09 63 5d 25 90 fc ed 94 28 8c 1f do d4

- ptutanle-Eenggeciin R aiico s 0276 79 76 86 6c f1 1a 97 3a 3 b3 62 86 16 fa
validity 0280 a9 65 2d f3 35 @d 6a 21 6a 14 6a 1b 20 a7
notBefore: utcTime (@) 0290 75 61 ca 49 73 ae 35 3d c5 1f 5e ba 45 d@
utcTime: 2023-85-14 15:30:0@ (UTC) 02ab db 01 8e 54 08 05 38 a@ 38 73 96 9a 8 42
notAfter: utcTime (0) #2b0 ee 1@ 3b 2e 55 34 bc 45 @2 03 @1 00 @1 a3

02co 30 81 b4 30 09 06 03 55 1d 13 @4 @2 30 @0

utcTime: 2023-11-14 15:30:08 (UTC} 0240 86 03 55 1d Be 04 16 04 14 e7 a6 9f 73 dd

subject: rdnSequence (@) 02eb @8 Be 10 4c 5a 9b 29 35 17 61 7b 66 7e 30
rdnSequence: 4 items (id-at-commonName=mtrdmcnrf@l.dmc.mnc@14.mcc31@.3gppnetwork.ol 0279 ©3 55 1d 23 04 18 30 16 80 14 91 6a c5 35
RDNSequence item: 1 item (id-at-countryName=US) 0300 ee f2 8d 51 6¢c 5b 4b af b4 66 76 d5 4@ c5
RelativeDistinguishedName item (id-at-countryName=US) 0310 06 03 55 1d of 01 01 ff 04 @4 @3 02 @5 a0

9 L) L) a0 A L D —h Q) (N LA A O T A 0D IT N LT L) 01 69 6D~ L) (T M L0 L) B

Nhiart TAs 2 B A & [id_at_raunteullamal 0320 06 03 55 1d 25 @4 16 30 14 06 @8 2b 06 01

Figure 28: TC-SBI-04 NRF to AMF Key Exchange
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5G STB Report Based on CSRIC VIl Recommendations

r

e e M itc-merge

213131

TLP:CLEAR:5GSTB

Am @ BOROD QesEzg e lE aqar
[R] Apply a display filter ... <3¢/>

=Rk

Destination
172.17.13.170 TCP
172.17.13.17@ TLSv1.2
192.168.56.143  TCP
172.17.13.170 TLSv1.2
192.168.56.143 TCP
192.168.56.143  TLSv1.2
172.17.13.170 TCP

Time ' Source
i 10 2023-06-29 .. 192.168.56.143
‘ 11 2023-06-29 .. 192.168.56.143
|
!
i
!

12 2623-06-29 .. 172.17.13.170
13 2623-06-29 .. 192.168.56.143
14 2023-06-29 .. 172.17.13.17@

15 2023-06-29 .. 172.17.13.170
16 2023-06-29 .. 192.168.56.143

B w

18 2023-06-29 .. 172.17.13.17@

! 192,168.56.143  TLSv1.2
| 19 2623-06-29 .. 192.168.56.143

172.17.13.17@ TCP

Protocol Length
68
1595

1595

'Info

443 -+ 42474 |[ACK] Seq=1 Ack=220 Win=62464 Len=0 TSval=3409528478 T‘;.
Server Hello, Certificate, Server Key Exchange, Certificate Reques——
68 42475 - 443 [ACK] Seq=220 Ack=1528 Win=61448 Len=0 TSval=307692813—
Server Hello, Certificate, Server Key Exchange, Certificate Reques‘i
68 42474 - 443 [ACK] Seq=220 Ack=1528 Win=61440 Len=8 TSval=307692813.

75 Alert (Level: Fatal, Description: Unknown CA)

68 443 - 42475 [ACK] Seq=1528 Ack=227 Win=62464 Len=@ TSval=348952847 ——

Alert (Level: Fatal, Description: Unknown CA)
68 443 - 42474 [ACK] Seq=1528 Ack=227 Win=62464 Len=0 TSval=340952847

~ TCP Option - Timestamps
Kind: Time Stamp Option (8)
Length: 1@
Timestamp value: 3076928132: TSval 3076928132, TSecr 3489528479
Timestamp echo reply: 3409528479
~ [Timestamps]
[Time since first frame in this TCP stream: 0.002779800 seconds]
[Time since previous frame in this TCP stream: 0.0800502000 seconds]
~ [SEQ/ACK analysis]
[iRTT: ©.000106000 seconds]
[Bytes in flight: 7]
[Bytes sent since last PSH flag: 7]
TCP payload (7 bytes)
~ Transport Layer Security
~ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (@x@303)
Length: 2
~ Alert Message
Level: Fatal (2)
Description: Unknown CA (48)

0000
0010
0020
0030
0040

20 04 00 01 0 06 ce bl
45 a@ 80 3b 59 04 40 00
c@ a8 38 8f a5 eb 01 bb
80 18 060 f@ b3 20 00 00
cb 39 46 9f 15 03 03 @0

bl ff af ad ee 0@
48 06 2e 26 ac 11
ae c@ d9 93 fo cl
@1 01 @8 @a b7 66
02 02 30

(RN

Figure 29: TC-SBI-04 AMF-to-NRF Key Exchange Failure

Success Criteria:

1. Mutual authentication prevents an untrusted NF from attaching on the SBI.

Results

Condition

Status

Certificate signed by new Certificate Authority
installed successfully on AMF

Handshake between AMF and NRF fails

Overall Test
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5G STB Report Based on CSRIC VIl Recommendations TLP:CLEAR:5GSTB

Test Case 5 - Implement Multi-Domain mTLS on SBI

Test Case ID: TC-SBI-05

Description:

Utilizing the same configuration setup as the previous tests, this test case is intended to
demonstrate mTLS across security domains, and to verify that mutual TLS sessions can
be established across vendor boundaries when the root certificate is bound to different
CAs.

Objectives:

Demonstrate the ability to securely implement a 5G core solution based on different
vendors.

Demonstrate the ability to use cross-signed certificates to establish trust across the

security domains.

As with Figure 2, which showed the network elements in the configuration used for tests cases 1-
4, Figure reflects a similar configuration, but with the AMF emphasized as the network function
responsible for cross-signing certificates, which is tested in Test Case 5.

mTLS is implemented on these network functions

AF

Data Network

@

NG RAN

Figure 30: Intra-Network mTLS across Security Domains
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Domain A Domain B

SecureG Lab Root AMF Root
Key A Key B
Subject A Subject B
Issuer A Issuer B

Cross * Cross *
AMF Root SecureG Lab Root

Key B Key A
Subject B Subject A
Issuer B

NRF Cert AMF Cert
Key NRF VERIFY VERIFY Key AMF

Subject NRF Subject AMF
Issuer A Issuer B

Figure 31: Cross-Signing of Certificates for Intra-Network mTLS

As shown in Figure 31: Cross-Signing of Certificates for Intra-Network mTLS, each root certificate
is cross-signed by the other. Specifically, Domain A (corresponding to the Secure G Lab Root
certificate and the NRF) uses its root certificate to cross-sign the AMF Root certificate in addition
to signing the NRF certificate. Similarly, for Domain B (corresponding to the AMF), the AMF Root
certificate cross-signs the Secure G Lab Root certificate in addition to signing the AMF certificate.

Figure 32: NRF Root Issuer and Subject, Figure 33: NRF Cross-Signing of AMF-root-CA, and Figure
34: NRF Certificate Signed by SecureG Lab Root CA show the NRF-related certificates, all with the
Issuer listed as “SecurG Lab Root CA” and with the three Subjects listed as “SecurG Lab Root CA,”
the “AMF-root-CA,” and the NRF certificate, respectively. Conversely, Figure 35, Figure 36, and
Figure 37 show the AMF certificates, all with the Issuer listed as “AMF-root-CA” and with the three
Subjects listed as the “AMF-root-CA,” the “SecurG Lab Root CA,” and the AMF certificate. Figure 38
then shows the AMF’s successful registration with the NRF.

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 2706013596051015078 (0x258db1074dff85a6)
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=SecureG, CN=SecurG Lab Root CA
Validity
Not Before: Mar 6 23:10:00 2023 GMT
Not After : Mar 6 23:10:00 2033 GMT
Subject: O=SecureG, CN=SecurG Lab Root CA

Figure 32: NRF Root Issuer and Subject
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Certificate:
Data:
Version: 3 (0x2)
Serial Number: 2147267338593882708 (0x1dcca0448aafd254)
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=SecureG, CN=SecurG Lab Root CA
Validity
Not Before: Jul 6 21:34:00 2023 GMT
Not After : Jul 6 21:34:00 2024 GMT
Subject: O=SecureG, CN=AMF-root-CA

Figure 33: NRF Cross-Signing of AMF-root-CA

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 513439947004734357 (0x7201ae956b66b95)
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=SecureG, CN=SecurG Lab Root CA
Validity
Not Before: May 14 15:30:00 2023 GMT
Not After : Nov 14 15:30:00 2023 GMT

Subject: C=US, L=b§g_!g@n, OU=Mitre, CN=mtrdmenrf01.dmc.mnc014.mcc310,3gppnetwork.org

[Ty VI EOR SR |

Figure 34: NRF Certificate Signed by SecureG Lab Root CA

Parameter Active Data
Planned Data
timestamp 20230629211303
planState _
ms (ManagedState) ENABLED
oc (CertificateContent)  version (Version) 3(0n2)
- serialNumber (SerialNumber) 2803227 ABOAFADSY
Issuer (Issuer) O=SecureG,CN=AMF-root-CA
validFrom (ValidFrom) 2023-06-22T17:56:00400:00
validTo (ValidTa) 2025-06-22T17:56:00+00:00
publicey (Publiciey) 30 82 01 22 30 0d 06 09 2a 86 48 86 {7 0d 01 0101 05 00 03 82 01 Of 00 30 82 01 02 02 82 01 01 00 43 da 2c 8a 35 ¢4 46 34 44 55 1e 9 2c 40 73 5¢ da 41 (¢ 6a 93 10 69 cB d8 €9 bB 38 01 d2 52 58 Oe Oe bb 21 45

€9 ¢B 75 Ba B9 Oa a4 71 54 62 g¢ dd a9 05 51 €9 ¢5 fa 7b 16 a3 70 b8 df 2b 4a 63 23 eb 21 01 a1 7d 5 6a 76 96 51 38 ¢8 04 &4 cc 62 cd bd 42 27 03 74 b6 2¢ 0 94 32 18 50 da 52 ce 49 4e b0 &9 10 13 98 B¢ f0 ef 01 73 11 48 f59¢ 3b 17 f¢ 47 e1 a6 fd 32 28 da 72 b5
bf 3aba 01 7b ¢7 ca 60 a5 be ae d0 4b 9f 62 ac 22 71 63 1d b4 3d 72 27 39 11 f1 22 0a be 1f 80 ¢0 d3 30 €9 88 df 91 a2 16 Oc ¢5 ce b3 1b 98 74 9d b0 cc 65 0f d9 ¢b 6d 99 cb fe 7d 96 b8 13 6¢ d5 1¢ fe 4b ae 9f aa a0 26 85 42 2f ee 4d 34 69 07 Ob 59 ca b1 80 37 26

5 66 6 ce 9d dd e6 77 eb bl cc 12 48 Oc 69 44 73 69 d8 d4 c8 df a8 Oe 3d d3 70 12 d2 14 6d 1d d5 Ba 8¢ 10 18 69 9a b2 4a 86 15 02 03 01 00 01
publicKeyAlgorithm (PublicKeyAlgorithm) rsaEncryption
keyUsage (KeyUsage) X509v3 Key Usage: Certificate Sign, CRL Sign

extensionContent (ExtensionContent)  X509v3 Basic Constraints: CA:TRUEX509v3 Subject Key Identifier: 2E:FD;09:43:58:85:17:AA:75:0A:68:92:87.09:67:80:18:A9:04,D4X509v3 Key Usage: Certificate Sign, CRL Sign

subject (Subject) O=SecureG,CN=AMF-root-CA

cs (CentficateState) ~ VALID

Figure 35: AMF Root Issuer and Subject
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5GSTBR nmendations

Parameter
Planned Data

:CLEAR:5GSTB

timestamp 20230713135655
PplanState _
‘ms (ManagedState) ENABLED

cc (CertificateContent)  version (Version) 3(0x2)
B serialNumber (SerialNumber) F10E72E8CO18F34
sigr |
Issuer (Issuer) O=SecureG,CN=AMF-root-CA
validFrom (ValidFrom) 2023-07-11T15:16:00+00:00
validTo (ValigTo) 2024-07-06T21:34:00+00:00
publicKey (Publickey) 30 82 01 22 30 0d 06 09 2a 86 48 86 17 0d 01 01 01 05 00 03 B2 01 0 00 30 82 01 0a 02 62 01 01 00 dd 63 db dc 11 5a ef 1¢ 64 Ge a6 69 67 6¢ 86 eb a5 5e f4 30 Bf 18 9a 11 20 dd 00 b2 79 a1 d7 2d 61 51 17 1243

757297 2e Oc ee a7 bc df c2 17 12 93 a8 99 ae 02 d3 73 12 2d 69 9d De 4a 43 a7 45 75 f¢ ¢6 dd e0 89 cd b4 48 b0 37 3¢ 89 81 03 7b 37 54 a2 22 74 9d Oa e5 d5 a3 23 4a 67 d2 b1 75 3c 12 80 cd 55 19 ¢2 3¢ a5 f1 a8 9d b7 aa b2 0a 2a a4 1c eb 87 d6 a6 bc de 00 27
4b 0B 33 27 8f 25 41 ¢8 05 2c ac e BS5 66 0d 49 33 d6 96 9a 57 31 a3 ag {7 B ¢8 01 B¢ 6f 72 ff 4c 5a Oe e¢ 71 86 bf 4d de a7 42 4a 21 13 1f cb 3d 55 e2 b7 Ge 34 c3 c2 1b 13 84 83 9d 50 03 c2 3¢ 8f ¢4 54 3¢ 69 9b Bb 18 58 9f 99 ae 8d 72 07 3e eb 04 80 51 9¢ ¢7 20

d6 78 77 8d fd fd bf 70 6f {7 a7 c2 27 07 61 e5 75 Bc 83 b5 be 7a 51 2e 9¢ B5 53 59 e1 ce 10 78 00 57 13 56 34 9b 5a 8b 4a 86 0591 020301 00 01

keyUsage (KeyUsage) X500V Key Usage: Gertiicate Sign, GRL Sign

extensionContent (ExtensionContent)  X509v3 Basic Constraints: CA:TRUEX509v3 Subject Key Identifier: 91,6A:C5;35:33/A4;EE;
keyid:2E:FD:D9:43:58:B5:17 AA75.0A:68 92 B7.09.67: Bﬂ, IB' 04:04X503v3 Key Usage: Certificate Sign, CRL Sign

‘subject (Subject) = ecurG Lab Root CA

Figure 36: AMF Cross-signing of SecureG Lab Root CA

Parameter Active Data

Planned Data

timestamp 20230629173142

planState _

ul (UserLabel) NULL

sn (SubjectName) L=Mclean.QU=Mitre f.dl 014.mce310.

ot (EnrollmentTimer) 60

ki (Keylnto) RSA_2048
e rogress)  an (Acti installCredentialFromuri
- adi (Additionallnfo) NULL

pi (Progressinfo) NULL

pp (ProgressPercentage) 100

res (Result) SUCCESS

resi (Resultinfo) NULL

st (State) FINISHED

ai (Actionld) 9

tas (TimeActionStarted)  2023-06-29T17:31:42-05:00
tac (TimeActionCompleted) ~ 2023-06-29T17:31:42-05:00
tisy (TimeOfLastStatusUpdate) 2023-06-29T17:31:42-05:00

m (RenewalMode) MANUAL
eat (ExpiryAlarmThreshold) 30
type (EnrolimentType) ~ PKGCS12

51:6C:58:4

X509v3 Authority Key Identifier:

cc (CertificateContent)  version (Version) 3(0x2)
B s@nalNummr (5er|alNumber) 7BAA4TE1TE272688
issuer (Issuer) l?)!SlcurBG‘CN!AMF-rum-Ci:P
validFrom (ValidFrom) 2023-06-22T717:59:00+00:00
validTo (ValidTo) 2024-06-22T17:59:00+00:00
publicKey (PublicKey) 30 82 01 22 30 0d 06 09 2a 86 48 86 17 0d 01 01 01 05 00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 a9 ad b7 55 70 3e 17 2 48 18 55 f5 3f 16 5¢ 13 19 5a 13 30 ca a0 8f 2e 1e db 31 5¢ 04 15 56 b2 Oc 99 28 9¢ d5

b1 9c 97 1fde fd 12 b0 8b bd 51 10 12 41 1c 8b da 35 10 31 1e 34 Oc 40 14 0f 1e ae 95 5 43 05 ee 04 8b 49 15 8b al Oe 91 52 af 76 66 49 {4 89 Oc 95 d2 d5 23 05 72 83 9a 91 da 77 c4 fd df 63 08 ce db ec 35 49 de 8b cf 4a 20 81 d5 eb dB d5 04 44 68 19 ad a2 29 b7
6e 3b 3f 72 3b 1e 49 fe 28 35 98 7d 01 ad 61 35 78 68 77 61 0f 77 c1 ed 4 aa 01 66 91 37 57 88 34 7e 40 Of 1a 8d 72 fc 56 d7 b3 70 d6 Be 9a 10 d4 a4 ca f0 41 38 87 3e ee e8 cd 8¢ 84 db Ba 26 55 58 50 89 06 05 10 ca 4 92 45 35 83 16 36 94 e2 b1 Bc 48 1e f8 10 cd

a3 a8 14 b2 02 89 3a 3b Of ac 22 57 53 20 d8 a7 10 1b 97 49 7e 9d 0b 31 ad 15 9b 01 13 ea 47 3c 80 58 5a 8e c2 59 da 49 ef a6 cf 02 03 01 00 01
publicKeyAlgorithm (PublicKeyAlgorithm) rsaEncryplion
keyUsage (KeyUsage) X500v3 Key Usage: Digital Signature, Key EnciphermentX509v3 Extended Key Usage: TLS Web Server

tion, TLS
amnslunConlent (EmnswunContem) X509v3 Basic Constraints: CA:FALSEX509v3 Subject Key Identifier: 6E:50:F 1,88;4D:4F BO:FE:F9:BB:D2;31:35:65:F8,2C:5B:99.4A % 97?(503';3 Authority Key Identifier:
:43.58; AAT! : :09:67:80;1B:A.

04:04X509v3 Key Usage: Digital Signature, Key EnciphermentX509v3 Extended Key Usage: TLS Web Server Authentication, TLS Web Client AuthenticationX509v3 Subject Alternative Name:

tre,GN: amf.dme.mne014,mee310. ora

cs (CentificateState) ~ VALID

Figure 37: AMF Certificate Signed by AMF-root-CA

Thu Jul 13 15:35:37 EDT 2023
AMF
©236610-d82d-497. a bl?O.&desﬁaﬁﬁegﬁﬁ
- nfStatus REGISTE
- namf-comm HEGISTEHED
- namf-evts REGISTERED
- namf-mt REGISTERED

- fadn mtrdmeamf01

Thu Jul 13 15:38:47 EDT 2023

AMF
©a3661f0-d82d-4972-b170-4deebacade66
- nfStatus REGISTERED
- namf-comm REGISTERED
- namf-evts REGISTERED
- namf-mt REGISTERED
- fadn mirdmeam{o1

Figure 38: AMF Registration Status
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TLP:CLEAR:

Figure 39 through Figure 41 show Wireshark windows interpreting the messages captured on the
SBI through the ITC traces. Specifically, Figure 39 shows the NRF sharing its certificate with the
AMF through server Hello, Certificate, and Key Exchange messages. We can verify the common
name, serial number, and issuer from Figure 34. Figure 40 and Figure 40 show the AMF’s response
with its certificates, including both the AMF certificate (Figure 40), matching parameters shown
originally in Error! Reference source not found., and the AMF root certificate (Figure 41),
displaying the certificate parameters from Figure 35. We also see in Figure 41 the finalization of
the handshake and the ability to exchange encrypted application data between the AMF and
NRF.

[. ® ‘ mTLS_tc5_combined-itc_20230713-143836.pcapng
iAmse B RGO R ® 3= & § § fF
a =8 -
No. Time Source Destinatiol Protocol Length  Info
| 13£ £ULITUILD 13130434 L1Tm LILrileidedlv 174100400443 1LOVINZ 20/ Liicnut nelw —_
133 2023-07-13 15:38:45.2579.. 192.168.56.143 172.17.13.170 TCP 68 443 - 42464 [ACK] Seq=1 Ack=220 Win=62464 Len=0 TSval=299393386 TSecrg
134 2023-07-13 15:38:45.2588.. 172.17.13.170 192.168.56.143  TLSv1.2 287 Client Hello =
| 135 2023-07-13 15:38:45.2588.. 192.168.56.143 172.17.13.170 TCP 68 443 - 42465 [ACK] Seq=1 Ack=220 Win=62464 Len=0 TSval=299393387 TSec
I 2023-07-13 138: .168.56.143 .17.13.170 Server Hello, Certificate, Server Key Exchange, Certificate Request,
‘ 137 2023-07-13 15:38:45.2591.. 172.17.13.170 192.168.56.143 TCP 68 42464 - 443 [ACK] Seq=220 Ack=1572 Win=61184 Len=0 TSval=4261760336 =
| 138 2023-07-13 15:38:45.2614.. 192.168.56.143 172.17.13.170 TLSv1.2 1639 Server Hello, Certificate, Server Key Exchange, Certificate Request, s
139 2023-07-13 15:38:45.2614.. 172.17.13.170 192.168.56.143 TCP 68 42465 - 443 [ACK] Seq=220 Ack=1572 Win=61184 Len=0 TSval=4261760339 T ___
140 2023-07-13 15:38:45.2658.. 10.205.67.205 192.168.12.34 SCTP 64 SACK (Ack=0, Arwnd=32768) =
141 2023-07-13 15:38:45.2659.. 10.205.67.206 192.168.12.26 SCTP 64 SACK (Ack=0, Arwnd=32768) —
142 2023-07-13 15:38:45.2679.. 10.205.67.204 10.220.67.18 SCTP 64 SACK (Ack=0, Arwnd=32768) E
| 143 2023-07-13 15:38:45.2694.. 192.168.56.146 192.168.56.33 DIAMETER 292 cmd=Capabilities-Exchange Answer(257) flags=---- appl=Diameter Common
| 144 2023-07-13 15:38:45.2695.. 192.168.56.33 192.168.56.146 SCTP 64 SACK (Ack=0, Arwnd=32768) =
| 145 2023-07-13 15:38:45.2709.. 10.205.67.206 192.168.255.226 SCTP 64 SACK (Ack=0, Arwnd=32768) E
| 146 2023-07-13 15:38:45.3117.. 172.17.13.170 192.168.56.143  TLSv1.2 2243 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Sgmmm
147 2023-07-13 15:38:45.3118.. 192.168.56.143 172.17.13.170 TCP 68 443 -+ 42465 [ACK] Seq=1572 Ack=2395 Win=60416 Len=0 TSval=299393440 TE
148 2023-07-13 15:38:45.3123.. 192.168.56.143 172.17.13.170 TLSv1.2 119 Change Cipher Spec, Encrypted Handshake Message =
Certificate Length: 979 |
~ Certificate: 308203cf308202b7a003020102020807201 70d01010b... |(id-at-commonnamemtrdmcnrfel.dmc.mnc014.mcc310.39ppnetwork.org]id-a |
signedCertificate 1
version: v3 (2) ]
serialNumber:

0x07201ae956b66b95
signature (shaZ5BWithRSAEncryption)

Algorithm Id: 1.2.840.113549.1.1.11 (sha256WithRSAEncryption)

issuer: rdnSequence (0) :
rdnSequence: 2 items (id-at-commonName=SecurG Lab Root CA,id-at-organizationName=SecureG) 1

equence item: 1 item (id-at-organizationName=secureG)
RelativeDistinguishedName item (id-at-organizationName=SecureG)
Object Id: 2.5.4.10 (id-at-organizationName)
DirectoryString: printableString (1)
printableString: SecureG
RDNSequence item: 1 item (id-at-commonName=SecurG Lab Root CA)
RelativeDistinguishedName item (id-at-commonName=SecurG Lab Root CA)
Object Id: 2.5.4.3 (id-at-commonName)
DirectoryString: printableString (1)
printableString: SecurG Lab Root CA
validity
notBefore: utcTime (@)
utcTime: 2023-05-14 15:30:00 (UTC)
notAfter: utcTime (@)
utcTime: 2023-11-14 15:30:00 (UTC)

Figure 39: NRF to AMF Server Hello, Certificate Exchange
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5G STB Report Based on CSRIC VIl Recommendations

TLP:CLEAR:5GSTB

°

A
a

No.

version: v3 (
serialNumber:
signature (sha256WithRSAEncryption)

Algorithm Id: 1.2.840.113549.1.1.11 (sha256WithRSAEncryption)

issuer:

Lertiricates (1/b8 bytes)
rtificate Length: 970

2
0Ox7baad7el7e2726b8

rdnSequence (@)

rdnSequence: 2 items (id-at- commonName-AHF-root-CA id-at-crganizatlonName-SecureG)

q! g
Relatxveblst1ngu15hed!ame item (zd-at-organxzat1onName—Se:ureGl
Object Id: 2.5.4.10 (id-at-organizationName)

DirectoryString: printableString (1)

printableString: SecureG

RDNSequence item: 1 item (id-at-commonName=AMF-root-CA)

RelativeDistinguishedName item (id-at-commonName=AMF-root-CA)

Object Id: 2.5.4.3 (id-at-commonName)
DirectoryString: printableString (1)
printableString: AMF-root-CA

validity
notBefore: utcTime (@)

utcTime: 2023-06-22 17:59:00 (UTC)
notAfter: utcTime (@)

Figure 40: AMF to NRF Certificate Exchange: AMF Certificate
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[ ] M mTLS_tc5_combined-itc_20230713-143836.pcapng
S 5 e — =
emNRPE Qes=zg s E aaaqrTw
=R +
Time Source Destination Protocol Length  Info

143 2023-07-13 15:38:45.2694.. 192.168.56.146 192.168.56.33  DIAMETER 292 cmd=Capabilities-Exchange Answer(257) flags=—-- appl=Diameter Commo:
144 2023-07-13 15:38:45.2695.. 192.168.56.33 192.168.56.146  SCTP 64 SACK (Ack=0, Arwnd=32768) —
145 2023-97-13 15:38:45.2709.. 10.205.67.206 192.168.255.226 SCTP 64 SACK (Ack=@, Arwnd=32768) —
146 2023-87-13 15:38:45.3117.. 172.17.13.170 192.168.56.143  TLSv1.2 2243 Certificate, Client Key Exchange, Certificate Verify, Change Cipher S
147 2023-87-13 15:38:45.3118.. 192.168.56.143 172.17.13.170  TCP 68 443 - 42465 [ACK] Seq=1572 Ack=2395 Win=60416 Len=0 TSval= T,
148 2023-87-13 15:38:45.3123.. 192.168.56.143 172.17.13.170  TLSv1.2 119 Change Cipher Spec, Encrypted Handshake Message E
149 2023-07-13 15:38:45.3123.. 172.17.13.170 192.168.56.143  TCP 68 42465 - 443 [ACK] Seq=2395 Ack=1623 Win=61184 Len=0 TSval=4261760390 '
150 2023-87-13 15:38:45.3127.. 172.17.13.170 192.168.56.143  TLSv1.2 149 Application Data =
151 2023-07-13 15:38:45.3127.. 192.168.56.143 172.17.13.170  TCP 68 443 - 42465 [ACK] Seq=1623 Ack=2476 Win=60416 Len=0 TSval=299393441 TE
152 2023-87-13 15:38:45.3128.. 192.168.56.143 172.17.13.170  TLSv1.2 152 Application Data =
153 2023-07-13 15:38:45.3128.. 172.17.13.170 192.168.56.143  TCP 68 42465 - 443 [ACK] Seq=2476 Ack=1707 Win=61184 Len=0 TSval=4261760390 ~ |
154 2023-07-13 15:38:45.3130.. 172.17.13.170 192.168.56.143  TLSv1.2 106 Application Data —
155 2023-07-13 15:38:45.3130.. 192.168.56.143 172.17.13.170  TCP 68 443 - 42465 [ACK] Seq=1707 Ack=2514 Win=60416 Len=0 TSval=299393441 Tg
156 2023-07-13 15:38:45.3137.. 172.17.13.170 192.168.56.143  TLSv1.2 214 Application Data —_
157 2023-87-13 15:38:45.3137.. 192.168.56.143 172.17.13.170  TCP 68 443 - 42465 [ACK] Seq=1707 Ack=2660 Win=60416 Len=0 TSval=299393442 TEm==
158 2023-07-13 15:38:45.3138.. 172.17.13.170 192.168.56.143  TLSv1.2 2146 Application Data =
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5G STB Report Based on CSRIC VIl Recommendations TLP:CLEAR:5GSTB

'. 0@ M mTLS_tc5_combined-itc_20230713-143836.pcapng
Am i@ B1RY QexsEF = @aaqari
[ T : =5 -
No. Time Source Destination Protocol Length  Info
143 2023-07-13 15:38:45.2694.. 192.168.56.146 192.168.56.33 DIAMETER 292 cmd=Capabilities-Exchange Answer(257) flags=———— appl=Diameter Common!
144 2023-87-13 15:38:45.2695.. 192.168.56.33 192.168.56.146 SCTP 64 SACK (Ack=0, Arwnd=32768)
145 2023-07-13 15:38:45.2709.. 10.2@5.67.206 192.168.255.226 SCTP 64 SACK (Ack=0, Arwnd=32768)
146 2023-07-13 15:38:45,3117.. 172.17.13.170 192.168.56.143  TLSv1.2 2243 Certificate, Client Key Exchange, Certificate Verify, Change Cipher S
147 2023-87-13 15:38:45.3118.. 192.168.56.143 172.17.13.170 TCP 68 443 - 42465 [ACK] Seq=1572 Ack=2395 Win=60416 Len=@ TSval=299393440 T
148 2023-07-13 15:38:45.3123.. 192.168.56.143 172.17.13.170 TLSv1.2 119 Change Cipher Spec, Encrypted Handshake Message
149 2023-07-13 15:38:45.3123.. 172.17.13.170 192.168.56.143 TCP 68 42465 - 443 [ACK] Seq=2395 Ack=1623 Win=61184 Len=@ TSval=4261760390
150 2023-07-13 15:38:45.3127.. 172.17.13.17@ 192.168.56.143 TLSv1.2 149 Application Data
151 2023-07-13 15:38:45.3127.. 192.168.56.143 172.17.13.178 TCP 68 443 - 42465 [ACK] Seq=1623 Ack=2476 Win=6@416 Len=0 TSval=299393441
152 2023-07-13 15:38:45.3128.. 192.168.56.143 172.17.13.17@ TLSv1.2 152 Application Data
153 2023-07-13 15:38:45.3128.. 172.17.13.17@ 192.168.56.143 TCP 68 42465 - 443 [ACK] Seq=2476 Ack=1707 Win=61184 Len=0 TSval=4261760390
154 2023-87-13 15:38:45.3130.. 172.17.13.170 192.168.56.143 TLSv1.2 106 Application Data
155 2023-07-13 15:38:45.3130.. 192.168.56.143 172.17.13.179 TCP 68 443 - 42465 [ACK] Seq=1707 Ack=2514 Win=60416 Len=0 TSval=299393441 T
156 2023-07-13 15:38:45.3137.. 172.17.13.17@ 192.168.56.143 TLSv1.2 214 Application Data —
157 2023-87-13 15:38:45.3137.. 192.168.56.143 172.17.13.178 TCP 68 443 -+ 42465 [ACK] Seq=1707 Ack=2660 Win=6@416 Len=0 TSval=299393442 T mmmmm
158 2023-07-13 15:38:45.3138.. 172.17.13.17@ 192.168.56.143 TLSv1.2 2146 Application Data —

encrypted: 68752f57@5c10b9ce8dcf63f22313734766360be6610c30bf23dd52764032fe61baS5c566..
Certificate Length: 792

- signedCertificate

version: v3 (
serialNumber: |@x2b83227a60afad89
- signature (sha256WithRSAEncryption)

lgorithm Id: 1.2.840.113549.1.1.11 (sha256WithRSAEncr
rdnSequence (@)
- rdnSequence: 2 items (id-at-commonName=
~ RDN5equence 1tem: 1tem (1d-at-organizationNami
~ RelativeDistinguishedName item (id-at-organizationName=SecureG)
Object Id: 2.5.4.10 (id-at-organizationName)
~ DirectoryString: printableString (1)
printableString: SecureG
RDNSequence item: 1 item (id-at-commonName=AMF-root-CA)
RelativeDistinguishedName item (id-at-commonName=AMF-root-CA)
Object Id: 2.5.4.3 (id-at-commonName)
~ DirectoryString: printableString (1)
printableString: AMF-root-CA

validity
~ notBefore: utcTime (@)
utcTime: 2023-86-22 17:56:00 (UTC)

Figure 41: AMF to NRF Certificate Exchange: AMF-root-CA

Success Criteria:
1. Mutual authentication succeeds with certificates provided from separate root
CAs.

Results

Condition Status

Mutual authentication succeeds with
certificates provided from separate root CAs

Overall Test
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Conclusions and Next Steps

This initial set of tests focusing on the 5G SBI successfully demonstrated the efficacy of mTLS
encrypting communications among network functions. The five test cases incrementally
illustrated mTLS security features, ranging from protecting sensitive information on the SBI to
requiring valid credentials for connections between network functions.

Test Case 1 showed that, in the event of a network breach, information within the network can
be vulnerable to exposure. Specifically, the test identified a range of sensitive information that
could be obtained and exploited by an entity observing traffic on the SBI. The observable
information includes UE data such as the IMSI/SUPI, IMEISV, and the Cell ID to which the UE is
attached; it also includes information that can enable mapping the network functions in the
core, such as IP addresses of the different functions.

Test Case 2 confirmed the effect of mutual authentication and encryption among

network functions using mTLS. The sensitive UE information that was viewable in Test Case 1
becomes inaccessible in Test Case 2 due to the mTLS encryption. In addition, while IP addresses
are still visible, their association with specific network functions is obscured with the use of
mTLS.

Test Case 3 demonstrated the ability of the system to identify and reject connections initiated by
expired certificates. In the case tested, a certificate was valid when installed, but then expired at
a time specified as part of the certificate. The test showed how the system detects the invalidity
of the certificate after the expiration time and rejects new connections initiated by the network
function with the expired certificate.

Test Case 4 then explores the situation in which a certificate is deemed valid on the network
function on which it is installed (in this test, as a result of installing the corresponding root
certificate on that same network function), but it is not valid on other network functions because
they use a different root certificate. The test clearly shows that despite each certificate being
valid on its host network function, the mTLS connection is rejected because trust has not been
established between the network functions.

Finally, Test Case 5 cross-signs the certificates on the different network functions, establishing
the trust that was lacking in Test Case 4. The test results show that the cross-signing enables
sharing of certificates in such a way as to enable the successful mTLS connection, verifying
authenticity of the participating network functions and enabling protection of the traffic between
them.
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All five tests were successful, verifying the CSRIC VIl recommendation to implement mutually
authenticated transport layer security to enhance 5G security. The mTLS ability to authenticate
the validity of network functions that attempt to connect to an SBI, while restricting access to the
network from invalid network functions, demonstrates its value as a foundational component of

Zero Trust. Together, this round of tests verify the important role mTLS can play as a Zero Trust
enabler.

As new participants and the diversity of test cases grow in tandem, the 5G Security Test Bed will
continue contributing to the evolving future of 5G network security, including additional phases
of network slicing tests. For future tests, the 5G Security Test Bed is exploring additional aspects
of network function security, false base stations, roaming security, and 5G cloud security that
arise with use of the Network Exposure Function (NEF), the Application Function (AF), and Multi-
access Edge Computing (MEC). The Test Bed is also exploring opportunities to test
configurations of Open Radio Access Network (RAN) to verify security recommendations.

For more information, or to participate in the 5G Security Test Bed, please contact Harish
Punjabi (hpunjabi@ctia.org; (202) 845-5701), or visit https://5gsecuritytestbed.com/.
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Appendix: Acronyms

3GPP
5G STB
AMF
BBU
CA
CSRIC
DHS
DMC
eMBB
FCC
IMEISV
IPsec
ITC
ITU
mTLS
NF
NIST
NR
PCAP
PCC
RAN
SBA
SBI
SUPI
TAC

3rd Generation Partnership Project

5G Security Test Bed

Access and Mobility Management Function
Baseband Unit

Certificate Authority
Communications Security, Reliability, and Interoperability Council
Department of Homeland Security

Dual-Mode Core

Enhanced Mobile Broadband

Federal Communications Commission
International Mobile Station Equipment Identity Software Version
Internet Protocol Security

Integrated Traffic Capture

International Telecommunications Union
Mutual Transport Layer Security

Network Function

National Institute of Standards and Technology
New Radio

Packet Capture

Packet Core Controller

Radio Access Network

Service-Based Architecture

Service-Based Interface

Subscription Permanent Identifier

Technical Advisory Committee
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TLS
TP
UDM
UE
UMD
VNF
WG
zT
ZTA

Transport Layer Security
Test Point

Unified Data Management
User Equipment
University of Maryland
Virtual Network Function
Working Group

Zero Trust

Zero Trust Architecture
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