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Introduction 

 

This document presents test results based on the false base station (FBS) use case derived from 

the 5G Security Test Bed (5G STB) primary use cases focusing on network security. An 

unauthorized user can utilize a false base station to attempt to perform Denial-of-Service 

attacks, circumvent 5G authentication procedures, and force a legitimate user to lose network 

connectivity.  

The objective of this FBS testing was to perform a real-world assessment of such possibilities in 

existing 5G networks. By simulating these threats in a controlled lab environment, the test team 

observed that 5G networks and devices are resilient to FBS attacks. This testing helped ensure 

that authentication, encryption, and network integrity mechanisms such as 5G’s mutual 

authentication and Non-Access Stratum (NAS) security enforcement are functioning effectively. 

To conduct this assessment, the 5G STB Technical Advisory Committee (TAC) developed a set of 

false base station test cases grouped within four high-level categories: 

• User Equipment Radio Resource Control (RRC) Connection Scenarios 

• Invalid Authentication Handshake Scenarios 

• Denial-of-Service (DoS) Attacks 

• False Public Warning System (PWS) Messages 

 

Test Cases 

The 5G Security Test Bed established and executed ten test cases to assess user equipment (UE) 

behaviors in response to false base stations impersonating legitimate 5G networks. Each test 

case progressively addressed a range of potential scenarios to assess whether the false base 

station is able to capture UE identifiers, or inhibit the UE from successfully connecting to its valid 

home network during and after the attack. The test cases were executed as follows: 

Table 1: False Base Station Test Cases 

Test Case ID Test Case Title Description 

TC 1 Establishing UE RRC 

Connection 

This test case is designed to observe a successful RRC connection between 

the UE and false base station when the UE is not attached to its home 

network. The UE initiates NAS registration procedures, but subsequent 

registration and authentication procedures fail between the UE and false 

base station. The goal of this test is to ensure the 5G UE does not fully 

connect and register to the false base station. 

TC 2 Establishing UE RRC 

Connection After Forced 

Disconnect from Home 

Radio Base Station 

This test case is designed to observe a successful RRC connection between 

the UE and a high-powered false base station when the UE is attached to its 

home network. The UE initiates NAS registration procedures, but subsequent 

registration and authentication procedures fail between the UE and the FBS. 

The goal of this test is to confirm that the UE will be released without 

authenticating, and the false base station will collect any identifiers (GUTI) 

that the UE sends to build the RRC connection. 
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Table 1: False Base Station Test Cases (continued) 

Test Case ID Test Case Title Description 

TC 3 Attempting Registration 

After Omitting 

Authentication Handshake 

This test case is designed to observe false base station attempts to force the 

UE to accept NAS registration without performing the authentication 

procedure. The FBS replies to the UE’s NAS registration request with a 

“Registration Accept” message without sending an authentication request. 

The goal of this test is to confirm that the UE will respond by rejecting the 

authentication request and disconnecting from the false base station. 

TC 4 Attempting Authentication 

Handshake Using Random 

Identifiers 

This test case is designed to observe false base station attempts to 

authenticate the UE using fabricated authentication credentials. After 

establishing an RRC connection with the UE, the false base station attempts 

NAS authentication with the UE using random authentication vectors. The 

goal of this test is to confirm that the UE will respond by rejecting the 

authentication request and disconnecting from the false base station. 

TC 5 Attempting Authentication 

Handshake Using Replayed 

Credentials 

This test case is designed to observe false base station attempts to 

authenticate the UE using replayed authentication credentials.  After 

establishing an RRC connection with the UE, the false base station attempts 

NAS authentication with the UE using authentication credentials captured 

from a previous authentication between the UE and the home gNB. The goal 

of this test is to confirm that the UE will respond by rejecting the 

authentication request and disconnecting from the false base station. 

TC 6 Conducting DoS Attack 

Using “5GS Services Not 

Allowed” Message 

This test case is designed to observe false base station attempts to conduct a 

Denial-of-Service (DoS) attack against the UE by using a “5GS Services Not 

Allowed” registration reject message. The goal of this test is to confirm that 

the UE will respond by ignoring the RRMU reject message and reconnecting 

to its own home radio base station.  

TC 7 Conducting DoS Attack 

Using “Cell Barred” 

Message 

This test case is designed to observe false base station attempts to conduct a 

DoS attack against the UE by cloning the UE’s home radio base station and 

using the cell-identifier’s “Cell Barred” field to prevent the UE from connecting 

with its home network. The goal of this test is to confirm that the UE will store 

the value and not connect even when the false base station is no longer 

transmitting on a stronger signal than the home radio base station. 

TC 8 Conducting DoS Attack 

Using “PLMN Not Allowed” 

Message 

This test case is designed to observe false base station attempts to conduct a 

DoS attack against the UE by using a “PLMN Not Allowed” registration reject 

message. The goal of this test is to confirm that the UE will respond by 

ignoring the false base station’s message and reconnecting to its own home 

radio base station.   
TC 9 Attempting Authentication 

with Spoofed Public 

Warning System Message 

This test case is designed to observe the UE’s behavior when the false base 

station sends a spoofed Public Warning System (PWS) message with the 

Commercial Mobile Alert System (CMAS). The primary goal of this test is to 

confirm that the UE will ignore the spoofed PWS messages and maintain its 

connection with its home radio base station. 

TC 10 Attempting Authentication 

with Spoofed Public 

Warning System Message 

Followed by “PLMN Not 

Allowed” Message 

This test case is designed to observe the UE’s behavior when the false base 

station first sends a spoofed Public Warning System message, then rejects the 

UE’s NAS registration by using a “PLMN Not Allowed” message. The goal of 

this test is to confirm that the UE will ignore the messages and maintain its 

connection with its home radio base station. 
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Test Setup 

The configuration used for these tests was comprised of a false base station radio access 

network (RAN), 5G Core network, and Ericsson RAN equipment hosted at the Virginia Tech 

Applied Research Corporation (VT-ARC), as well as a 5G Standalone (SA) Core that provided 5G 

functionality hosted at the MITRE Corporation.  

The 5G Security Test Bed lab components utilized for false base station testing are listed in Table 

2. Tests were run with band N71 on the Ericsson RAN and on the false base station with a 5G test 

device (user equipment, or UE). 
 

Table 2: Test Bed Components 

Test Bed 

Component 
Type Hardware/Software Location 

Home Network 

Radio Unit Ericsson 4478 N71 (600 MHz) VT-ARC 

gNodeB Ericsson Baseband Unit 6648 VT-ARC 

Switch Mikrotik CCRA2216 VT-ARC 

5G SA Core Ericsson  MITRE 

Router Ericsson 6672 VT-ARC and MITRE 

FBS 

Radio Unit 
Universal Software Radio Peripheral 

(USRP) X310 
VT-ARC 

gNodeB srsRAN VT-ARC 

5G SA Core Open5GS VT-ARC 

Device 5G UE 5G Test Device VT-ARC 

Tools 

5G UE Trace 
Qualcomm eXtensible Diagnostic 

Monitor (QXDM) 
VT-ARC 

Home Network and FBS RAN-Core 

Trace 
Wireshark VT-ARC 

 

As shown in the detailed test configuration diagram in Figure 1 below, the false base station 

equipment (i.e., USRP and FBS NUC (Next Unit of Computing)) was inside VT-ARC’s Faraday cage 

along with the test UE. The FBS and UE were operated remotely along with the Ericsson RAN to 

conduct testing and collect logs. Wireshark packets were captured at the FBS NUC and Mikrotik 

switch, whereas UE traces were captured at the test device laptop.  
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Figure 1: 5G Security Test Bed False Base Station Test Configuration 

Test Process 

As a prerequisite prior to executing each of the tests, the test team configured the false base 

station laptop with open-source software and the Wireshark packet analyzer tool. The 

functionality of these software components was verified and tested, confirming the software 

components were operational. The 5G test UE used two different Subscriber Identity Module 

(SIM) cards provisioned to work with the Ericsson 5G Core network, with the goal of testing SIMs 

with and without authentication protocols: 1) a 5G Authentication and Key Agreement (5G AKA) 

algorithm-encoded SIM card hereby described as Profile B and 2) a 5G Null encryption SIM card 

hereby described as Profile N. It is important to note that, although some tests are done with 

Null encryption, the Null scheme is never used on U.S. networks except during emergency 

services (e.g. when the user calls 911), as per CSRIC recommendations.i 

As illustrated in Figure 2, each SIM card was used separately in the UE for every test case to 

determine the differences in UE and false base station behavior due to different SIM encryption. 

The combination of the USRP X310, FBS software components, and 5G UE worked as an end-to-

end 5G Standalone false base station configuration. Apart from the false base station, the test 

team ensured the 5G home network consisting of the Ericsson RAN and Core network were 

functional to perform the tests.  
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Figure 2: Test Process with 5G AKA and Null Encryption SIMs  

The sections below list each false base station test case with its description, objectives, success 

criteria, expected results, and detailed test results. It is important to note that for each 

conducted test case, its associated section provides test results collected while running the test 

separately for each SIM card: first with the aforementioned 5G AKA SIM and then again with the 

Null encryption SIM. 

Some test cases are further classified into two sub-categories: (a) where the test International 

Mobile Subscriber Identity (IMSI) is not registered in the FBS Core, with the objective to harvest 

user information for future targeted attacks or for Denial-of-Service purposes, and (b) where the 

test IMSI is registered in the FBS Core, with the objective to capture more information in targeted 

attacks. In the real world, the adversary is expected to register their target IMSI in their FBS Core.  
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Test Case 1 – Establishing UE RRC Connection 

 

Test Case ID: TC-FBS-1 

 

Test Case Name: Establishing UE RRC Connection 

 

Description: 

This test case is designed to observe a successful RRC connection between the UE and false base 

station when the UE is not attached to the home network. The UE initiates NAS registration 

procedures, but subsequent registration and authentication procedures fail between the UE and 

the FBS. The primary goal is to ensure the 5G UE does not fully connect and register to the false 

base station. 

 

Objectives: 

• Demonstrate that the UE initiates an RRC connection to the FBS.  

• Demonstrate that registration is rejected between the UE and the FBS for the Profile 

B 5G AKA SIM and release the RRC connection with the FBS. 

• Demonstrate that authentication is rejected between the UE and the FBS for Profile 

N Null encryption SIM, and the UE releases the RRC connection with the FBS. 
 

  .  
Figure 3: Basic UE RRC Request to FBS 

 

1.1 5G AKA Protocol Test Results 
 

For Test Case 1, the test team initially set the SIB parameters for the false base station’s srsRAN 

gNB—frequency band, channel bandwidth, Physical Cell Identity (PCI), and Tracking Area Code 

values. The test team initially enabled protocol message capture on a Wireshark packet analyzer 

on the false base station laptop. The test UE device was also initially powered ON but left with 

Airplane Mode ON. The test team then initialized the docker container services for the FBS 5G Core 

as shown in Figure 4, ensuring all services were up and functional.  
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Figure 4: FBS 5G Core Services Initialized 

Once the FBS Core network was operational, the FBS gNB was initialized, enabling broadcasting 

of Master Information Block (MIB) and System Information Block (SIB) messages using the false 

base station’s USRP X310 software-defined radio (SDR), as shown in Figure 5. The protocol 

message capture data was observed to record the NAS message exchange between the FBS gNB 

and the FBS Core. Figure 6 shows the Next Generation Application Protocol (NGAP) and NAS 

protocol messages between the FBS gNB (IP address 172.22.0.1) and the FBS Core (IP address 

172.22.0.10), which contains the initial NG Setup Request and NG Setup Response message 

exchanges.  

 

The test team began capturing the UE trace logs using the QXDM software on the laptop 

connected to the 5G test UE. The UE was then turned ON (Airplane Mode OFF), enabling the UE 

to listen to false base station broadcast signaling messages. The uplink’s initial UE message, 

“RRC Connection Request,” was then transmitted. The FBS gNB responded with an “RRC 

Connection Complete” message to the UE. Once the RRC connection was established, the UE 

sent a registration request to register to the FBS Core network with registration type “Initial 

Registration,” as shown in Figure 7. As part of the initial registration request, the UE sends the 

encrypted identity (the Subscription Concealed Identifier, or SUCI), including the concealed 

Mobile Country Code (MCC) and Mobile Network Code (MNC).  
 

 
Figure 5: False Base Station srsRAN gNB Service Initialized 
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Figure 6: UE NAS Initial Registration Request 

The FBS Core network immediately rejected the registration with 5GMM (5G Mobility 

Management) cause code #9 – “UE identity cannot be derived by the network,” as the FBS Core 

network could not derive the UE’s identity from the SUCI due to no matching identity/context 

stored in the network as shown in Figure 7 and Figure 8. As a result, the UE registration was 

rejected, and the network sent the context release message to the UE. The UE was then turned 

OFF (Airplane Mode ON) and the test team captured logs for each of the interfaces 

demonstrating the test case behavior as shown in the series of figures below from the FBS RAN, 

FBS Core, and UE QXDM. 

 
Figure 7: False Base Station NAS Registration Rejection (UE QXDM Log)   
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Figure 8: UE Registration Rejection (FBS Wireshark Trace) 

 
Figure 9: False Base Station NAS Registration Rejection (FBS Core Log) 

1.2 Null Encryption Test Results 

To demonstrate the behavior of a 5G Null encryption SIM in the presence of a false base station, 

the steps from the test above were repeated with the unencrypted SIM card. To begin, the false 

base station’s gNB and Core docker services were initialized and confirmed as online and 

operational. The test UE was then turned ON (Airplane Mode OFF), enabling the UE to listen to 

false base station broadcast signaling messages. The uplink initial UE message “RRC Connection 

Request” was transmitted. The false base station’s gNB responded with an “RRC Connection 

Complete” message to the UE. Once the RRC connection was established, the UE sent a 

registration request to register to the FBS Core network with registration type “Initial 

Registration,” as shown in Figure 10.  

 
Figure 10: UE NAS Initial Registration  
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As part of the initial registration request, and in contrast to the 5G AKA SIM, the UE sends the 

Subscription Permanent Identifier (SUPI) in plain text, which contains the MCC, MNC, and Mobile 

Subscriber Identification Number (MSIN) in the clear, as shown in Figure 11. This was the 

expected behavior since the 5G SIM in this test was provisioned to operate without encryption for 

authenticating users in a 5G network.  

 
Figure 11: False Base Station NAS Registration Rejection (FBS Core Log) 

Note that the test IMSI was not added to the FBS Core network subscriber profile during this test 

case execution. As a result, the FBS Core network immediately sent a registration reject message 

to the UE with cause code #11 – “PLMN Not Allowed.” This 5GMM cause is sent to the UE if it 

requests service, or if the network initiates a de-registration request, in a Public Land Mobile 

Network (PLMN) where the UE, by subscription or due to operator determined barring, is not 

allowed to operate.  

The false base station then sent a UE context release message to the UE, and the registration 

process was terminated. The UE sent another registration request to the FBS, which rejected the 

registration, again with cause code #11, sending the UE into a repetitive loop whereby it is unable 

to connect to false base station, as shown in Figure 12 and Figure 13. It is important to note that 

here, the FBS network did not have the SIM’s IMSI and SUPI information in its database, and the 

NAS registration procedure is expected to be rejected. The 5G UE was then turned OFF, and the 

test team captured logs for each of the interfaces demonstrating the test case behavior.  
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Figure 12: False Base Station NAS Registration Rejection (FBS Wireshark Trace) 

 

  
Figure 13: False Base Station NAS Registration Rejection (UE QXDM Log) 
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1.3 Outcomes for Both 5G AKA and Null Encryption Tests  
 

Expected Results: 

The UE establishes an RF RRC channel with the false base station but waits for authentication 

before proceeding. The UE drops the false base station connection. 

 

Success Criteria: 

The UE establishes an RF RRC channel with the false base station but waits for authentication 

before proceeding. The UE drops the false base station connection. 

 

Test Results: 

As per the observed test results, the UE was able to establish a successful RRC connection with 

both SIM profiles and requested registration with the false base station. As per the expected 

results, the registration was rejected by the false base station for the 5G AKA SIM profile due to 

missing UE context in the FBS Core network. For the Null encryption SIM, the false base station 

rejected the registration with “PLMN not allowed” due to missing subscriber information in the 

FBS Core network, as expected. In both cases, the UE was unable to complete registration and 

released the RRC connection, as expected. 
 

 

Condition Status 

UE establishes RF RRC channel with FBS but 

waits for authentication before proceeding. UE 

drops FBS connection. 

 

Overall Test Success 
 

Test Case 2 – Establishing UE RRC Connection After Forced 

Disconnect from Home Network 

 

Test Case ID: TC-FBS-2 

 

Test Case Name: Establishing UE RRC Connection After Forced Disconnect from Home Radio 

Base Station 

 

Description: 

This test case is designed to observe a successful RRC connection between the UE and a high-

powered false base station when the UE is attached to its home network. The UE initiates NAS 

registration procedures, but subsequent registration and authentication procedures fail between 

the UE and the FBS. The primary goal of the test is to confirm that the UE will be released without 
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authenticating, and the false base station will collect any identifiers (GUTI) that the UE sends to 

build the RRC connection. 

 

Objectives: 

• Demonstrate that false base station is able to attract the UE attached to its home 

network by using higher power than the home network. The UE is forced to disconnect 

from its home network and establish an RRC connection with the FBS. 

• Demonstrate that UE then attempts to register to the false base station without success 

(for both SIM profiles) and releases the RRC connection with the FBS. 

 
Figure 14: Basic UE RRC Request to False Base Station After Home Radio Base Station (RBS) Disconnect 

2.1 5G AKA Test Results 
 

For TC 2, the test team powered ON the home gNodeB and ensured the 5G cells were unlocked 

and broadcasting as per Figure 15.  
 

 
Figure 15:  ECell Unlocked 
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The test team also enabled the protocol message capture on a Wireshark packet analyzer to 

capture the NAS messages exchanged between the Ericsson home gNB and the 5G SA Core 

network. Upon turning ON the 5G test UE, the UE immediately performed a successful RRC 

connection and NAS registration with the home gNB and the 5G SA Core network as shown in 

Figure 16. At this time, the UE successfully completed registration and established a PDU session 

with the home radio base station.  
 

 
Figure 16: Successful UE NAS Registration with Home Radio Base Station 

 

To observe the behavior of a 5G UE attached to a home network in the presence of a false base 

station network, the test team used a similar configuration as in TC 1 for the FBS using srsRAN. 

The test team enabled protocol message capture on a Wireshark packet analyzer on the false 

base station laptop. To ensure the false base station was able to attract the 5G UE, the FBS 

output power was set to a maximum allowable value. The test team then initialized the docker 

container services for the FBS Core, ensuring all services were up and functional. Once the FBS 

Core network was operational, the FBS gNB was initialized, enabling broadcasting of MIB and 

SIB messages using the FBS radio. The protocol message capture data was observed to record 

the NAS message exchange between the FBS gNB and the FBS Core.  

 

To coerce the UE to connect to the false base station, the output power of home gNB was 

decreased gradually to reduce the influence of the 5G signal propagating from the UE’s home 

network. Once the power values were optimized and the false base station was broadcasting a 

stronger signal than the home gNB, the UE immediately released its RRC connection to the home 

gNB, as shown in Figure 17, and performed a PLMN search, as shown per UE traces in Figure 18: 

RRC Connection Setup with FBS. As the false base station was broadcasting MIB and SIB messages with 

the same PLMN as the UE’s home network, the UE proceeded to perform an RRC connection 

with the FBS, as shown in Figure 19.  
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Figure 17: UE Releasing RRC Connection with Home Network and Detecting FBS gNB 

       
Figure 18: UE Performing PLMN Search 

               
Figure 19: RRC Connection Setup with FBS    

Once the UE successfully established an RRC connection with the false base station, the UE sent 

a mobility update registration request to register with the false base station network using the 

5G-GUTI identifier allocated during the initial registration in a previous session by the home radio 

base station. Note that the 5G registration type was “mobility registration updating” as the UE 

switched between two networks having different tracking areas (TA) as shown in Figure 20.  

 

The false base station network then attempted to authenticate the 5G UE and initiated further 

security procedures by sending an “Identity Request” message. As the UE’s stored 5G-GUTI was 

unknown to the FBS Core network, the false base station requested the UE to provide its SUCI 

identifier. Upon receiving the mobility update registration request, the UE responded with the 

Identity Response message containing the encrypted SUPI (SUCI), as shown in Figure 21. 

However, the FBS network was unable to authenticate the 5G UE as the false base station could 

not derive the UE’s identity from the SUCI due to no matching identity/context stored in the 

network. As seen in Figure 21 below, the 5G UE sent the MCC MNC in clear, but the MSIN was 

encrypted containing the public key. As a result, the UE registration was rejected with 5GMM 

cause #9 – “UE identity cannot be derived by the network,” and the false base station sent the 

context release message to the UE. Note that here the FBS network considers the 5G UE SIM to 

be a foreign SIM, and the NAS registration procedure is expected to be rejected. The UE was then 

turned OFF, and the test team captured logs for each of the interfaces demonstrating the test 

case behavior. 



Detailed Test Results for 5GSTB – False Base Station Use Cases TLP:CLEAR:5GSTB 

 

                                                   18 

 
Figure 20:  UE NAS Mobility Update Registration Request  

 
Figure 21: NAS Identity Request and Response Procedure 

 
Figure 22: False Base Station NAS Registration Rejection (FBS Wireshark Trace) 
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2.2 Null Encryption Test Results 

 

To demonstrate the behavior of a 5G Null encryption SIM in the presence of a false base station, 

the test team turned ON the 5G UE and ensured the UE was connected and attached successfully 

to the home network, as per the UE traces shown in Figure 23.  
 

 
Figure 23: Successful UE NAS Registration with the Home Radio Base Station 

The protocol capture was enabled for both the home network and the false base station. The 

FBS Core and gNB docker container services were initialized and ensured the services were up 

and operational. For this test case, the FBS Core network is unaware of any UE credentials and 

does not have any information on the UE subscriber SIM profile. With the false base station 

configured to transmit at maximum output power, and with signal strength stronger than the 

home network, the UE was able to successfully release the connection to the home network and 

perform an RF connection with the FBS using the RRC connection procedure as shown in Figure 

24. Once the RRC connection was established, the UE sent a mobility update registration request 

to register to the FBS Core network.  
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Figure 24: RRC Connection Setup with the False Base Station 

Similar to the procedure described with the 5G AKA SIM in Section 2.1 above, the false base 

station then attempted to authenticate the 5G UE and initiated further security procedures by 

sending an “Identity Request” message. Upon receiving the mobility update registration request, 

5G UE responded back with an “Identity Response” message containing the SUPI, as shown in 

Figure 25. In this case, since the SIM is non-encrypted, the 5G UE sent the MCC, MNC, and MSIN in 

clear as part of the SUPI identity.  
 

 
Figure 25: NAS Identity Response Containing SUCI Values in the Clear 
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However, the FBS Core network immediately sent a registration reject message to the UE with 

the cause code value #11 – “PLMN Not Allowed,” as shown in Figure 26. This 5GMM cause is sent 

to the UE if it requests service, or if the network initiates a de-registration request, in a PLMN 

where the UE, by subscription or due to operator determined barring, is not allowed to operate.  

  
Figure 26: False Base Station NAS Registration Rejection (FBS Wireshark Trace) 

The FBS then sent the UE a context release message, and the registration process was 

terminated. The UE again sent a registration request to the FBS, and the FBS rejected the 

registration with the same cause code value and went into a repetitive loop whereby it was 

unable to connect to the false base station, as shown in Figure 27. Note that from this 

registration attempt onward, the UE sent a registration request with the 5GS registration type 

“Initial Registration” instead of “Mobility Registration Update.” It should also be noted that here 

the FBS network considers the 5G UE SIM to be a foreign SIM, and the NAS registration procedure 

is expected to be rejected. The 5G UE was then turned OFF, and the test team captured logs for 

each of the interfaces demonstrating the test case behavior.  
 

 
Figure 27: Multiple NAS Registration Rejections (FBS Wireshark Trace) 
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2.3 Outcomes for Both 5G AKA and Null Encryption Tests  
   

Expected Results: 

The UE cannot be coerced off the home gNB. The UE establishes an RF RRC channel with the 

false base station but waits for authentication before proceeding. The UE drops the false base 

station  connection.  

 

Success Criteria: 

The UE cannot be coerced off the home gNB. The UE establishes an RF RRC channel with the 

false base station but waits for authentication before proceeding. The UE drops the false base 

station connection. 

 

Test Results: 

As per the observed test results and success criteria, the false base station  was able to attract 

the 5G UE attached to its home network and establish a successful RRC connection. The 5G UE 

initiated NAS registration procedures (i.e., identity verification) with FBS, but was unable to 

complete the registration and released the RRC connection as expected. Note that for the 5G 

Null encryption SIM, the UE goes into a repetitive loop whereby the false base station continues 

rejecting registration on the same PLMN as the home network, and the UE is unable to connect 

to either network. 
 

Condition Status 

UE cannot be coerced off the home gNB. UE 

established RF RRC channel with FBS but waits 

for Authentication before proceeding. UE drops 

the FBS connection. 

  

 
Overall Test Success  

 

Test Case 3 – Attempting Registration After Omitting Authentication 

Handshake 

 

Test Case ID: TC-FBS-3 

 

Test Case Name: Attempting Registration After Omitting Authentication Handshake 

 

Description: 

This test case is designed to prompt the false base station to accept UE registration without 

authentication by replying to UE with a “Registration Accept” NAS message without sending an 

authentication request. The primary goal of this test is to confirm that the UE will respond by 

rejecting the authentication request and disconnecting from the FBS. 
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Objectives: 

• Demonstrate whether a UE attached to its home network is forced to disconnect, 

establish an RRC connection to a false base station with higher power levels than the 

home gNodeB, and accept the NAS registration message sent by the false base station 

without performing identity transfer or authentication procedures. 

 

 

 
Figure 28: UE Registration Attempt Without FBS Authentication Request 

 

3.1 5G AKA Test Results 
 

As described and performed in Test Case 2, the 5G test UE initially established a connection and 

properly authenticated with the home network. For this Test Case 3, the FBS Core configuration 

was modified prior to the test to prompt the FBS to respond to the UE with a ‘Registration 

Accept’ NAS message and skip the authentication handshake. The FBS Core and gNB docker 

container services were initialized and the services were up and operational. The UE was then 

prompted by the higher-powered FBS to release its connection with the home network. The UE, 

upon seeing a stronger signal being emitted from the FBS, attempted to connect to the FBS and 

an RRC connection was successfully established. Once the RRC connection was established, the 

UE sent a mobility update registration request to register to the FBS Core network using the 5G-

GUTI previously assigned by the 5G home network as shown in Figure 29.  
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Figure 29 UE NAS Mobility update Registration request 

 

Upon receiving the mobility update registration request from the UE, the FBS Core network 

attempted to perform an initial context setup with the UE and responded directly with the NAS 

‘registration accept’ message bypassing the authentication procedure step ideally required for 

the NAS registration process as shown in Figure 30.  

 

 
Figure 30 FBS sending NAS ‘Registration accept’ message to UE 
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As the FBS Core network did not have the NAS security context from 

the UE, the FBS sent the security mode command message to the UE 

as part of the initial context set up request along with the registration 

accept message. However, the UE upon receiving this security mode 

command message was unable to validate the network and sent the 

‘Security Mode Failure’ message informing the network that the UE 

could not successfully establish the new security context due to 

invalid security parameters as shown in UE traces in Figure 32. As a 

result, the FBS network immediately terminated the initial context 

setup process and released the RRC connection. The UE was then 

turned OFF and the test team captured logs for each of the interfaces 

demonstrating the test case behavior. 

 

Figure 31 shows the snapshot of the 5G UE when the UE was 

connected to the FBS network with an RSRP level of -85 dBm as the 

FBS attempted to force UE to accept the NAS registration without 

authentication. 

 

 

  

 

 

 
Figure 32: NAS Security Mode Failure During UE Registration 

 

3.2 Null Encryption Test Results 
 

The test results for the Null encryption SIM were similar to the results demonstrated in Section 

3.1 above with the 5G AKA SIM. As described and performed in TC 2, the 5G test UE initially 

established a connection and properly authenticated with the home network. The FBS Core 

configuration was modified prior to the test to prompt FBS to respond to UE with a ‘Registration 

Accept’ NAS message and skip the authentication handshake. The FBS Core and gNB docker 

container services were initialized and ensured the services were up and operational. The UE was 

then prompted by the higher-powered FBS to release its connection to the home network. The 

UE upon seeing a stronger signal being emitted from the FBS, attempted to connect to the FBS 

Figure 31: UE connected to FBS 
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and an RRC connection was successfully established. Once the RRC connection was established, 

the UE sent a mobility update registration request to register to the FBS Core network using the 

5G-GUTI previously assigned by the 5G home network.  

 

Upon receiving the mobility update registration request from the UE, the FBS Core network 

attempted to perform an initial context setup with the UE and responded directly with the NAS 

“registration accept” message bypassing the authentication procedure step ideally required for 

the NAS registration process as shown in Figure 33.  

 

 
Figure 33: FBS Sending NAS “Registration Accept” Message to the UE 

As the FBS Core network did not have the NAS security context from 

the UE, the false base station sent the security mode command 

message to the UE as part of the initial context set up request along 

with the registration accept message. However, the UE upon 

receiving this security mode command message was unable to 

validate the network and sent the “Security Mode Failure” message 

informing the network that the UE could not successfully establish 

the new security context due to invalid security parameters, as 

shown in UE traces in Figure 35. As a result, the FBS network 

immediately terminated the initial context setup process and 

released the RRC connection. The UE was then turned OFF, and the 

test team captured logs for each of the interfaces demonstrating the 

test case behavior. 

 

Figure 35 shows the snapshot of the 5G UE when the UE was 

connected to false base station network with an RSRP (Reference 

Signal Received Power) level of -86 dBm as the FBS attempted to force UE to accept the NAS 

registration without authentication. 

Figure 34: UE Connected to FBS 
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Figure 35: NAS Security Mode Failure During UE Registration 

 

3.3 Outcomes for Both 5G AKA and Null Encryption Tests  

Expected Results: 

The UE does not connect with the false base station. If the UE does connect with the FBS, the UE 

disconnects from the FBS when it receives the Registration Accept NAS message without an 

Authentication Request message. 

 

Success Criteria: 

The UE does not connect with the false base station. If the UE does connect with FBS, the UE 

disconnects from the FBS when it receives a Registration Accept NAS message without an 

Authentication Request message.  

 

Test Results: 

The test results were successfully validated by observing that UE disconnects from the false base 

station as expected when the FBS attempts to force the UE to accept the NAS registration 

instead of performing the identity request and response steps as part of the authentication 

procedure.  

 

Condition Status 

The UE does not connect with the FBS. If the UE 

does connect, the UE disconnects from the FBS 

when it receives a Registration Accept NAS 

message without first receiving an 

Authentication Request message. 

 

Overall Test Success 
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Test Case 4 – Attempting Authentication Handshake Using Random 

Identifiers 

 

Test Case ID: TC-FBS-4 

 

Test Case Name: Attempting Authentication Handshake Using Random Identifiers 

 

Description: 

This test case is designed to observe the UE’s behavior when the false base station attempts to 

authenticate the UE using fabricated authentication credentials. The primary goal of this test is 

to confirm that the UE will respond by rejecting the authentication request and disconnecting 

from the FBS.  

 

Objectives: 

• Demonstrate that when a UE attached to its home network is forced to disconnect from 

the network and establish an RRC connection to a higher-powered false base station, 

the UE will reject NAS authentication to an FBS network that is using random 

authentication vectors. 

 
Figure 36: False Base Station Authentication Request with UE Using Fabricated Credentials 

 

4.1 5G AKA Test Results 
 

As described and performed in Test Case 2, the 5G test UE initially established a connection and 

properly authenticated with the home network. For this TC 4, the test IMSI was added to the FBS 

Core network subscriber profile with random subscription key “K” and Operator code “OPc” 

values. Note that an FBS operator is typically unaware of the true authentication identifiers 

provisioned for a legitimate 5G IMSI being used with its home network and hence random values 
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were utilized to mimic the real-world operational scenario. The FBS Core and gNB docker 

container services were initialized and ensured the services were up and operational. The UE was 

then prompted by the higher-powered FBS to release its connection with the home network. The 

UE, upon seeing a stronger signal being emitted from the FBS, attempted to connect to the FBS. 

The RRC connection to the FBS was successful, and the protocol capture was recorded using the 

Wireshark tool.  

 

The FBS Core configuration was also modified prior to test execution to include the test IMSI into 

the unified data management to allow the FBS to perform authentication. This additional 

modification in the FBS network configuration allowed the UE to proceed with the 5G UE 

authentication step after identity procedures and to observe the behavior of a 5G AKA encoded 

IMSI in the presence of random authentication vectors assigned by the FBS. As a result of these 

changes, the FBS 5G Core network then initiated authentication procedures to authenticate the 

UE, and the FBS network proceeded to send an authentication request using a 5G authentication 

challenge, as shown in Figure 37. 

 

 
Figure 37: FBS 5G Core NAS Authentication Challenge 

However, the 5G UE could not decode the authentication parameters, Random Number “RAND” 

and Authentication Token “AUTN” sent by the FBS network due to mismatched “K” and “OPc” 

values, resulting in a 5G authentication failure with 5GMM cause code #20 – “MAC Failure,” as 

shown in Figure 38. This 5GMM cause is sent to the network if the SIM detects that the Message 

Authentication Code (MAC) in the authentication request message is not fresh. 
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Figure 38: UE NAS Authentication Failure (UE QXDM Log) 

The authentication procedure was rejected by the FBS network, as expected (Figure 39), 

followed by the context release message. The UE was then turned OFF, and logs were captured 

for each of the interfaces demonstrating the test case behavior. 

 

 
Figure 39: UE NAS Authentication Rejection (FBS Wireshark Trace) 
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4.2 Null Encryption Test Results 

The test results for the Null encryption SIM were similar to the results demonstrated in Section 

4.1 above with the 5G AKA SIM. As described and performed in TC 2, the 5G test UE initially 

established a connection and properly authenticated with the home network. For this TC 4, the 

test IMSI was added to the FBS Core network subscriber profile with random subscription key “K” 

and Operator code “OPc” values. Note that as the Null encryption SIM does not use any 

encryption for subscriber identity, there was no modification required on the FBS Core network 

to modify the SUPI encryption. The UE was then prompted by the higher-powered FBS to release 

its connection to home network. The UE, upon seeing a stronger signal being emitted from the 

FBS, attempted to connect to the FBS. The RRC connection to the FBS was successful, and the 

protocol capture was recorded using the Wireshark tool. 

 

As per the NAS registration process, the FBS and UE performed identity request and identity 

response procedures, respectively. The FBS then initiated authentication procedures to 

authenticate the UE, and the FBS network proceeded to send an ‘authentication request’ using 

5G authentication challenge as shown in Figure 40.  

 

However, the 5G UE could not decode the authentication parameters “RAND” and “AUTN” sent 

by the FBS network due to mismatched “K” and “OPc” values resulting in 5G authentication 

failure with 5GMM cause code #20 – “MAC Failure” as shown in Figure 41. As discussed in Section 

4.1, this 5GMM cause is sent to the network if the SIM detects that the MAC in the authentication 

request message is not fresh. 

 
Figure 40: FBS 5G Core NAS Authentication Challenge 

 



Detailed Test Results for 5GSTB – False Base Station Use Cases TLP:CLEAR:5GSTB 

 

                                                   32 

 
Figure 41: UE NAS Authentication Failure (UE QXDM Log) 

The authentication procedure was rejected by the FBS network as expected (Figure 42), followed 

by the context release message. The UE was then turned OFF, and logs were captured for each of 

the interfaces demonstrating the test case behavior. 

 

 
Figure 42: UE NAS Authentication Rejection (FBS Wireshark Trace) 
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4.3 Outcomes for Both 5G AKA and Null Encryption Tests 
 

Expected Results: 

The UE does not connect with the false base station. If the UE does connect, the UE rejects the 

authentication request. 

 

Success Criteria: 

The UE does not connect with the false base station. If the UE does connect, the UE rejects the 

authentication request. 

 

Test Results: 

The test results were successfully validated by observing that the UE rejects the authentication 

request and disconnects from the false base station as expected when the FBS attempts to 

authenticate UE using random authentication parameters. 

 

Condition Status 

The UE does not connect with the false base 

station. If the UE does connect, the UE rejects 

the authentication request. 

 

Overall Test Success 
 

Test Case 5 – Attempting Authentication Handshake Using Replayed 

Credentials 

 

Test Case ID: TC-FBS-5 

 

Test Case Name: Attempting Authentication Handshake Using Replayed Credentials 

 

Description: 

This test case is designed to observe the UE’s behavior when the false base station attempts to 

authenticate the UE using authentication credentials captured from a previous authentication 

between the UE and the home gNB. The primary goal of this test is to confirm that the UE will 

respond by rejecting the authentication request and disconnecting from the false base station. 

 

Objectives: 

• Demonstrate that a UE attached to its home network is forced to disconnect home 

network, establishes an RRC connection to a higher-powered FBS, and rejects NAS 

authentication to an FBS network configured with the same authentication credentials 

as used by the home network. 
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Figure 43:  FBS Authentication Request with UE Using Replayed Credentials with Home Radio Base Station 

 

5.1 5G AKA Test Results 

As described and performed in TC 2, the 5G test UE initially established a connection and 

properly authenticated with the home network. As a prerequisite to conduct TC 5, during this 

process, the test team initially used the Wireshark tool to record the authentication parameters 

“AUTN” and “RAND” between the UE and the home network as shown in Figure 44.  
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Figure 44: NAS Authentication Parameters “RAND” and “AUTN” Values Recorded During UE Registration with 5G Home Network 

Similar to Test Case 4, the test 5G AKA IMSI was added to the FBS Core network subscriber profile 

with random subscription key “K” and Operator code “OPc” values. For this TC 5, the previously 

observed and recorded authentication parameters “AUTN” and “RAND” between the UE and 

home network were then used to update the FBS Core network’s unified data management 

(UDM) configuration as custom parameters. The FBS Core and gNB docker container services 

were initialized and the services were up and operational. The UE was then prompted by the 

higher-powered FBS to release its connection with the home gNB. The UE upon seeing a stronger 

signal being emitted from the FBS, attempted to connect to the FBS. The RRC connection to the 

FBS was successful, and the protocol capture was recorded using the Wireshark tool.  

 

The FBS Core configuration was also modified prior to test execution to include the test IMSI into 

the unified data management to allow the FBS to perform authentication. This additional 

modification in the FBS network configuration allowed the UE to proceed with the 5G UE 

authentication step after identity procedures and to observe the behavior of a 5G AKA encoded 

IMSI in the presence of replayed authentication vectors assigned by the FBS. As a result of these 

changes, the FBS 5G Core network then initiated authentication procedures to authenticate the 

UE and replayed the recorded “RAND” and “AUTN” values to perform 5G authentication 
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challenge as shown in Figure 45. Note the “RAND” and “AUTN” values used by FBS in Figure 45 

are same as “RAND” and “AUTN” values shown in Figure 44.  

 

 
Figure 45: FBS 5G Core NAS Authentication Challenge Using Replayed Authentication Vectors 

However, the 5G UE could not decode the authentication parameters “RAND” and “AUTN” sent 

by the FBS network due to mismatched “K” and “OPc” values resulting in 5G authentication 

failure with 5GMM cause code #20 – “MAC Failure,” as shown in Figure 45.  

 

The authentication procedure was rejected by the FBS network as expected (Figure 47), followed 

by the context release message. The UE was then turned OFF, and the test team captured logs 

for each of the interfaces demonstrating the test case behavior. 
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Figure 46: UE NAS Authentication Failure (UE QXDM Log) 

 

 
Figure 47: UE NAS Authentication Rejection (FBS Wireshark Trace) 
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5.2 Null Encryption Test Results 

 

The test results for Null encryption SIM were similar to the results demonstrated above in Section 

5.1 with the 5G AKA SIM. As described and performed in TC 2, the 5G test UE initially established a 

connection and properly authenticated with the home network. As a prerequisite to conduct 

Test Case 5, during this process, the test team used the Wireshark tool to record the 

authentication parameters “AUTN” and “RAND” between the UE and the home network as 

shown in Figure 48.  

 

 
Figure 48: NAS Authentication Parameters “RAND” and “AUTN” Values Recorded During UE Registration with 5G Home Network 

For Test Case 5, the test 5G Null IMSI was added to the FBS Core network subscriber profile with 

random subscription key “K” and Operator code “OPc” values. Note that as the null encryption 

SIM does not use any encryption for subscriber identity, there was no modification required on 

the FBS Core network to modify the SUPI encryption. Again, the previously observed and 

recorded authentication parameters “AUTN” and “RAND” between the UE and home network 

were then used to update the FBS Core network’s unified data management (UDM) configuration 

as custom parameters. The FBS Core and gNB docker container services were initialized, and the 

services were up and operational. The UE was then prompted by the higher-powered FBS to 
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release its connection with the home network. The UE upon seeing a stronger signal being 

emitted from the FBS, attempted to connect to the FBS. The RRC connection to the FBS was 

successful, and the protocol capture was recorded using the Wireshark tool.  

 

As per the NAS registration process, the FBS and UE performed identity request and identity 

response procedures, respectively. The FBS 5G Core network then initiated authentication 

procedures to authenticate the UE and replayed the recorded “RAND” and “AUTN” values to 

perform 5G authentication challenge as shown in Figure 49. Note the “RAND” and “AUTN” values 

used by FBS in Figure 45 are same as “RAND” and “AUTN” values shown in Figure 48.  

 

 
Figure 49: FBS 5G Core NAS Authentication Challenge Using Replayed Authentication Vectors 

However, the UE could not decode the authentication parameters “RAND” and “AUTN” sent by 

the FBS network due to mismatched “K” and “OPc” values resulting in 5G authentication failure 

with 5GMM cause code #20 – “MAC Failure” as shown in Figure 50. 
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Figure 50: UE NAS Authentication Failure (UE QXDM Log) 

The authentication procedure was rejected as expected (Figure 51), and the network sent the 

context release message to the UE. The UE was then turned OFF, and logs were captured for 

each of the interfaces demonstrating the test case behavior. 

 

 
Figure 51: UE NAS Authentication Rejection (FBS Wireshark Trace) 
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5.3 Outcomes for Both 5G AKA and Null Encryption Tests 

Expected Results: 

UE does not connect with FBS. If UE does connect, UE rejects authentication request. 

Success Criteria: 

UE does not connect with FBS. If UE does connect, UE rejects authentication request. 

Test Results: 

The test results were successfully validated by observing that the UE rejects the authentication 

request and disconnects from the FBS as expected when the FBS attempts to authenticate the 

UE using replayed authentication credentials (previously recorded authentication parameters 

between the UE and the home network). 

Condition Status 

The UE does not connect with FBS. If the UE 

does connect, the UE rejects the authentication 

request. 

 

 

Overall Test Success 

 

Test Case 6 – Conducting DoS Attack Using a “5GS Services Not 

Allowed” Message  

 

Test Case ID: TC-FBS-6 

 

Test Case Name: Conducting DoS Attack Using “5GS Services Not Allowed” Message 

 

Description: 

This test case is designed to observe false base station attempts to prevent the UE from 

reconnecting with its home radio base station by rejecting the UE’s RRMU (Registration Request 

of type “Mobility Update”) NAS message with a “5GS Services Not Allowed” message.ii The 

primary goal of this test is to confirm that the UE will respond by ignoring the RRMU reject 

message and reconnecting to its home radio base station. 

 

Objectives: 

• Configure the false base station to send a registration reject NAS message to the UE with 

NAS reject cause “5GS Services Not Allowed.” 

• Observe the UE behavior and see if the UE ignores the FBS message and reconnects to 

the home radio base station. 

• Verify if any at any stage the UE is vulnerable to the Denial-of-Service attack. 
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Figure 52: FBS with Different TA Sends NAS Registration Reject to Deny UE of Any 5G Service 

6.1 5G AKA Test Results 

As described and performed in Test Case 2, the 5G test UE initially established a connection and 

properly authenticated with the home network. The test IMSI remained added to the FBS Core 

network subscriber profile with random subscription key “K” and Operator code “OPc” values. 

For this Test Case 6, the FBS Core configuration was modified to include the NAS registration 

reject message with cause value #7 – “5GS Services Not Allowed.” The FBS Core and gNB docker 

container services were initialized and ensured the services were up and operational. The UE was 

then prompted by the higher-powered FBS to release its connection with the home network. The 

UE, upon seeing a stronger signal being emitted from the FBS, attempted to connect to the FBS. 

The RRC connection to the FBS was successful, and the protocol capture was recorded using the 

Wireshark tool.  

Once the RRC connection was established, the UE sent a mobility update registration request to 

register to the FBS Core network using the 5G-GUTI previously assigned by the 5G home network. 

Upon receiving the mobility update registration request from the UE, the FBS Core network 

immediately sent a registration reject message to the UE with the cause code value #7 – “5GS 

Services Not Allowed,” as shown in Figure 53 and Figure 54. This 5GMM cause is sent to the UE 

when it is not allowed to operate 5GS services.  
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Figure 53: FBS NAS Registration Rejection (UE QXDM Log) 

 

 
Figure 54: FBS NAS Registration Rejection (FBS Wireshark Trace) 

The FBS then sent a UE context release message to the UE and the registration process was 

terminated. The FBS Core and RAN services was then turned OFF. Upon disconnecting from the 

FBS network, the UE received SIB 1 message from the 5G home network and attempted to 

reconnect to the home network, however, the UE failed to connect to its 5G home RAN network 

as shown in Figure 56. As per snapshot shown in Figure 55, UE entered an “Out of Service” state 

and remained deregistered from any network. 
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Figure 55: UE in “Out of Service” State 

This test case’s results demonstrate that a UE is 

vulnerable to a DoS attack if a false base station 

attempts to attract a UE and then force it to reject 

registration by preventing access to 5GS services. Due to 

this behavior, the test team toggled the UE into Airplane 

Mode, after which it was able to register properly with its 

home radio base station. The test team captured logs for 

each of the interfaces demonstrating the test case 

behavior. 

 

  

 
Figure 56: UE Unable to Connect to 5G Home Network After RRC Release from FBS (UE QXDM Log) 
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6.2 Null Encryption Test Results 

The test results for the Null encryption SIM were similar to the results demonstrated in Section 

6.1 above with the 5G AKA SIM. As described and performed in Test Case 2, the 5G test UE initially 

established a connection and properly authenticated with the home network. The test IMSI 

remained added to the FBS Core network subscriber profile with random subscription key “K” 

and Operator code “OPc” values. Similar to Section 6.1, the FBS Core configuration was modified 

to include the NAS registration reject message with cause value #7 – “5GS Services Not Allowed.” 

The FBS Core and gNB docker container services were initialized and ensured the services were 

up and operational. The UE was then prompted by the higher-powered FBS to release its 

connection with the home network. The UE upon seeing a stronger signal being emitted from the 

FBS, attempted to connect to FBS. The RRC connection to FBS was successful, and the protocol 

capture was recorded using the Wireshark tool.  

 

Once the RRC connection was established, the UE sent a mobility update registration request to 

register to the FBS Core network using the 5G-GUTI previously assigned by the 5G home network. 

Upon receiving the mobility update registration request from the UE, the FBS Core network 

immediately sent a registration reject message to the UE with the cause code value #7 – “5GS 

services not allowed,” as shown in Figure 57 and Figure 58. This 5GMM cause is sent to the UE 

when it is not allowed to operate 5GS services.  

 

 
Figure 57: FBS NAS Registration Rejection (UE QXDM Log) 
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Figure 58: FBS NAS Registration Rejection (FBS Wireshark Trace) 

The FBS then sent a UE context release message to the UE, and the registration process was 

terminated. The FBS Core and RAN services were then turned OFF. Upon disconnecting from the 

FBS network, the UE received SIB 1 message from the 5G home network and attempted to 

reconnect to the home network; however, the UE failed to connect to its 5G home RAN network, 

as shown in Figure 59. The UE entered an “Out of Service” state and remained deregistered from 

any network. 

 
Figure 59: UE Unable to Connect to 5G Home Network After RRC Release from FBS (UE QXDM Log) 
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This test case’s results demonstrate that a UE is vulnerable to a DoS attack if a false base station 

attempts to attract the UE and then force it to reject registration by preventing access to 5GS 

services. Due to this behavior, the test team toggled the UE into Airplane Mode, after which it was 

able to register properly with the home radio base station. The test team captured logs for each 

of the interfaces demonstrating the test case behavior. 
 

6.3 Outcomes for Both 5G AKA and Null Encryption Tests 
 

Expected Results: 

The UE does not connect with the false base station. If the UE connects with the FBS, the UE 

ignores the RRMU registration rejection message and waits for authentication to occur. If the UE 

accepts the RRMU registration rejection message and goes into a state that does not allow it to 

connect to any 5G network, then it is vulnerable to the DoS attack.  

 

Success Criteria: 

The UE does not connect with the FBS. If the UE connects with the FBS, the UE ignores the RRMU 

registration rejection message and waits for authentication to occur. 

 

Test Results: 

The test results demonstrate that the UE does not complete registration with the FBS. The FBS 

successfully prevents an authentication procedure and directly sends a registration reject 

message to the UE with cause code #7 – “5GS services not allowed.” As a result, once the FBS is 

powered OFF, the UE enters a state where it is unable to reconnect with the home base station. 

Both the 5G AKA and 5G Null encryption SIMs demonstrated similar behavior. This test case 

demonstrates that a UE is vulnerable to the DoS attack, rendering it unable to reconnect to its 

home network if a higher-powered false base station forces it to reject the registration by 

preventing access to 5GS services. 

 

Condition Status 

The UE does not connect with the FBS. If the UE 

connects with FBS, the UE ignores the RRMU 

reject message and waits for authentication to 

occur. 

  

Overall Test Failure 
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Test Case 7 – Conducting DoS Attack Using “Cell Barred” Message  

 

Test Case ID: TC-FBS-7 

 

Test Case Name: Conducting DoS Attack Using “Cell Barred” Message  

 

Description: 

This test case is designed to observe false base station attempts to conduct a DoS attack against 

the UE by cloning the UE’s home radio base station and using the cell-identifier’s “Cell Barred” 

field to prevent the UE from connecting with its home network. The goal of this test is to confirm 

that the UE will store the value and not connect even when the false base station is no longer 

transmitting on a stronger signal than the home base station.iii 

 

Objectives: 

• Configure the FBS to use the same physical cell ID as the home network, send an SIB 1 

message to the UE with the Cell Barred field “ON,” and observe the UE behavior. 

• Verify whether the UE is vulnerable to the Denial-of-Service attack at any stage. 

 
Figure 60: FBS Sends Cell Barred SIB 1 Message as a DoS Attack 

 

7.1 5G AKA Test Results 

For Test Case 7, the 5G test UE was initially turned OFF, the false base station’s RAN configuration 

was modified to use the PCI with a value of 105, mirroring the home network PCI of 105, and the 

Cell Barred field was modified to ON prior to the test execution. The home network was powered 

ON initially, and the protocol capture was recorded using the Wireshark tool. Similarly, the FBS 

Core and gNB docker container services were initialized and ensured the services were up and 

operational. The protocol capture for the FBS was also recorded using the Wireshark tool. Note 

that both the home network and the FBS were configured to operate in the same frequency 

band. 
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The 5G UE was then turned ON, 

and the UE traces were 

collected using the QXDM tool. 

With both the home network 

and FBS transmitting at the 

same time, the UE performed a 

PLMN search as per Figure 

61Figure 66. Upon the PLMN 

search, the UE found the FBS 

broadcasting with PCI 105 and 

read the FBS Master Information Block (MIB) information. However, as the FBS cell was “Barred” 

as indicated in Figure 62 below, the UE did not connect to the FBS and continued with the PLMN 

search procedure.  

 

 
Figure 62: UE Reading MIB Information from FBS (UE QXDM Log) 

Figure 61: UE Performing PLMN Search 
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The UE then continued to scan other cells, and after a few seconds, found the home RAN 

network broadcasting with the same PCI value of 105 and read its MIB information as shown in 

Figure 63. The UE was also able to read the SIB 1 information from the home base station as 

shown in Figure 64. At this stage, the UE continued to remain deregistered and did not connect 

to either the FBS or the home network.  

 

 
Figure 63: UE Reading MIB Information from Home Radio Base Station (UE QXDM Log) 

 
Figure 64: UE Reading SIB1 Information from Home Radio Base Station (UE QXDM Log) 
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The protocol capture for the FBS was then disabled, and the FBS Core and RAN services were 

then turned OFF. As soon as the FBS was turned OFF, as the home network was “Not Barred,” the 

UE initiated the registration procedure with the home radio base station. Figure 65 shows the 

RRC connection setup procedure, NAS security mode procedure, and subsequent PDU session 

establishment between the UE and the home network, demonstrating proper registration with 

the home Core network.  

 

 
Figure 65: UE Registering with the 5G Home Network (UE QXDM Log) 

 

7.2 Null Encryption Test Results 

For Test Case 7, the test results for the Null encryption SIM were similar to the results described 

in Section 7.1 above with the 5G AKA SIM. The 5G test UE was initially turned OFF, and the false 

base station’s RAN configuration was modified to use the PCI with a value of “105,” mirroring the 

home network PCI of “105,” and the Cell Barred field was modified to ON prior to the test 

execution. The home network was powered ON initially and the protocol capture was recorded 
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using the Wireshark tool. 

Similarly, the FBS Core and gNB 

docker container services were 

initialized and ensured the 

services were up and 

operational. The protocol 

capture for FBS was also 

recorded using the Wireshark 

tool. Note that both the home 

network and the FBS were configured to operate in the same frequency band. 

 

The 5G UE was then turned ON and the UE traces were collected using the QXDM tool. With both 

the home network and FBS transmitting at the same time, the UE began performing a PLMN 

search as per Figure 66. Upon the PLMN search, the UE found the FBS broadcasting with PCI 105 

and reads the FBS Master Information Block (MIB) information. However, as the FBS cell was 

“Barred,” as indicated in Figure 67 below, the UE did not connect to the FBS and continued with 

the PLMN search procedure. 

 
Figure 67: UE Reading MIB Information from FBS (UE QXDM Log) 

The UE then continued to scan other cells, and after a few seconds, found the home network 

broadcasting with the same PCI value of 105 and read its MIB information, as shown in Figure 68. 

Unlike the 5G AKA SIM test result above, for the 5G Null encryption SIM in this test, the UE was 

unable to receive the SIB 1 message from the home RAN network. At this stage, the UE continued 

to remain deregistered and did not connect to either the FBS or the home network.  

 

Figure 66: UE Performing PLMN Search 
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Figure 68: UE Reading MIB Information from the 5G Home Network (UE QXDM Log) 

The protocol capture for the FBS was then disabled, and the FBS Core and RAN services were 

then turned OFF. As soon as the FBS was turned OFF, as the home RAN network was “Not 

Barred,” the UE initiated registration procedure with the home network. Figure 69 shows the RRC 

connection setup procedure, NAS security mode procedure, and subsequent PDU session 

establishment between the UE and the home network, demonstrating proper registration with 

the home radio base station.  
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Figure 69: UE Registering with the Home Radio Base Station (UE QXDM Log) 

7.3 Outcomes for Both 5G AKA and Null Encryption Tests 

Expected Results: 

The UE ignores the false base station and maintains its connection with the home radio base 

station. 

 

Success Criteria: 

The UE ignores the false base station and maintains its connection with the home radio base 

station. 
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Test Results: 

The test results demonstrate that if a false base station is cloned to use the same PCI as the 

home network, and the FBS sends an SIB 1 message with the Cell Barred field ON in the presence 

of a home network, then the UE does not connect to either the FBS or the home network. Once 

the FBS is powered OFF, the UE continues to perform a registration procedure with the home 

network and successfully completes registration as expected. 

 

Condition Status 

The UE ignores the FBS and maintains its 

connection with its home radio base station. 

 

Overall Test Success 
 

Test Case 8 – Conducting DoS Attack Using “PLMN Not Allowed” 

Message  

 

Test Case ID: TC-FBS-8 

 

Test Case Name: Conducting DoS Attack Using “PLMN Not Allowed” Message  

 

Description: 

This test case is designed to observe false base station attempts to conduct a DoS attack against 

the UE by rejecting the UE’s registration request with cause value #11 – “PLMN Not Allowed” that 

prevents the UE from reconnecting with the home radio base station.iv The primary goal of this 

test is to confirm that the UE will respond by ignoring the false base station’s message and 

reconnecting to its own home radio base station. 

 

Objectives: 

• Configure the FBS to send a registration reject NAS message to the UE with NAS reject 

cause “PLMN Not Allowed.” 

• Observe the UE behavior and see if the UE ignores the FBS message and reconnects to 

the 5G home base station network. 

• Verify if any at any stage the UE is vulnerable to the Denial-of-Service attack. 
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Figure 70: False Base Station Sends PLMN Not Allowed NAS Registration Reject to Deny UE of Any 5G Service 

8.1 5G AKA Test Results 

As described and performed in Test Case 2, the 5G test UE initially established a connection and 

properly authenticated with its home network. The test IMSI remained added to the FBS Core 

network subscriber profile with random subscription key “K” and Operator code “OPc” values. 

For Test Case 8, the FBS Core configuration was modified to include the NAS registration reject 

message with cause value #11 – “PLMN Not Allowed.” The FBS Core and gNB docker container 

services were initialized and ensured the services were up and operational. The UE was then 

prompted by the higher-powered FBS to release its connection to home network. The UE, upon 

seeing a stronger signal being emitted from the FBS, attempted to connect to the FBS. The RRC 

connection to the FBS was successful, and the protocol capture was recorded using the 

Wireshark tool.  

 

Once the RRC connection was established, the UE sent a mobility update registration request to 

register to the FBS Core network using the 5G-GUTI previously assigned by the home network. 

Upon receiving the mobility update registration request from the UE, the FBS Core network 

immediately sent a registration reject message to the UE with the cause code value #11 – “PLMN 

Not Allowed,” as shown in Figure 71. This 5GMM cause is sent to the UE if it requests service, or if 

the network initiates a de-registration request, in a PLMN where the UE, by subscription or due to 

operator determined barring, is not allowed to operate. The FBS then sent a UE context release 

message to the UE and the registration process was terminated. The UE again sent a registration 

request (initial registration as discussed in Test Case 2) to the FBS, and the FBS rejected the 

registration with the same cause code value, sending the UE into a repetitive loop whereby it was 

unable to connect to the FBS or home network, as shown in Figure 72.  
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Figure 71: FBS NAS Registration Rejection (UE QXDM log) 

 

 
Figure 72: Multiple NAS Registration Rejections (FBS Wireshark Trace) 
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The FBS Core and RAN services were then turned OFF. Upon disconnecting from the FBS 

network, the UE began performing a PLMN search and immediately received SIB 1 message from 

the home network and attempted to reconnect. The UE initiated the registration procedure with 

the home network, as per Figure 73. Figure 74 shows the RRC connection setup procedure, NAS 

authentication, and security mode procedure between the UE and the home network, 

demonstrating proper registration with the home Core network. The UE was then turned OFF, 

and the test team captured logs for each of the interfaces demonstrating the test case behavior.  

 

 
Figure 73:  RRC Connection Setup with Home Network (UE QXDM log) 

 
Figure 74: UE NAS Registration with Home Network (Home Network Wireshark Trace) 
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This test case’s results demonstrated that a UE is vulnerable to a DoS attack if a false base 

station attempts to attract the UE, then forces it to reject the registration by not allowing the UE 

to operate in the same PLMN as its home network. 

8.2 Null Encryption Test Results 

For Test Case 8, the test results for the Null encryption SIM were similar to the results 

demonstrated in Section 8.1 above with the 5G AKA SIM. As described and performed in Test 

Case 2, the 5G test UE initially established connection and properly authenticated with the home 

network. The test IMSI remained added to the FBS Core network subscriber profile with random 

subscription key “K” and Operator code “OPc” values. Similar to Section 8.1, the FBS Core 

configuration was modified to include the NAS registration reject message with cause value #11 

– “PLMN Not Allowed.” The FBS Core and gNB docker container services were initialized and 

ensured the services were up and operational. The UE was then prompted by the higher-

powered FBS to release its connection with the home network. The UE upon seeing a stronger 

signal being emitted from the FBS, attempted to connect to FBS. The RRC connection to the FBS 

was successful, and the protocol capture was recorded using the Wireshark tool.  

 

Once the RRC connection was established, the UE sent a mobility update registration request to 

register to the FBS Core network using the 5G-GUTI previously assigned by the 5G home network. 

Upon receiving the mobility update registration request from the UE, the FBS Core network 

immediately sent a registration reject message to the UE with the cause code value #11 – ‘PLMN 

not allowed’ as shown in Figure 75. This 5GMM cause is sent to the UE if it requests service, or if 

the network initiates a de-registration request, in a PLMN where the UE, by subscription or due to 

operator determined barring, is not allowed to operate.  

 
Figure 75: False Base Station NAS Registration Rejection (UE QXDM log) 
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The FBS then sent a UE context release message to the UE and the registration process was 

terminated. The UE again sent a registration request (initial registration, as discussed in Section 

2.2) to the FBS and the FBS rejected the registration with the same cause code value sending the 

UE into a repetitive loop whereby it was unable to connect to either network, as shown in Figure 

76. 

 

 
Figure 76: Multiple NAS Registration Rejections (FBS Wireshark Trace) 

The FBS then sent a UE context release message to the UE and the registration process was 

terminated. The UE again sent a registration request (initial registration, as discussed in Section 

2.2) to the FBS and the FBS rejected the registration with the same cause code value sending the 

UE into a repetitive loop whereby it was unable to connect to the FBS or home network as shown 

in Figure 76. 

 

The FBS Core and RAN services were then turned OFF. Upon disconnecting from the FBS network, 

the UE began performing PLMN Search and immediately received SIB 1 message from the 5G 

home network and attempted to reconnect. The UE initiated registration procedure with the 

home Network as per Figure 77. Figure 78 shows the RRC connection set up procedure, NAS 

authentication and security mode procedure between the UE and the home network 

demonstrating proper registration with the home Core network. The UE was then turned OFF and 

the test team captured logs for each of the interfaces demonstrating the test case behavior.  
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Figure 77: RRC Connection Setup with Home Network (UE QXDM log) 

 

 
Figure 78: UE Registration with Home Network (Home Network Wireshark Trace) 

This test case’s results demonstrated that the UE is vulnerable to a DoS attack if a false base 

station attempts to attract the UE, then forces it to reject registration by not allowing the UE to 

operate in the same PLMN as its home network. 

8.3 Outcomes for Both 5G AKA and Null Encryption Tests 

Expected Results: 

The UE does not connect with the false base station. If the UE connects with the false base 

station, the UE ignores the RRMU reject message and waits for authentication to occur. If the UE 

accepts the RRMU reject message and goes into a state that does not allow it to connect to any 

5G network, then it is vulnerable to the DoS attack. 
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Success Criteria: 

The UE does not connect with the false base station. If the UE connects with the false base 

station, the UE ignores the RRMU reject message and waits for authentication to occur. 

 

Test Results: 

The test results demonstrate that the UE does not complete registration with the false base 

station. The FBS successfully prevents an authentication procedure and sends a registration 

reject message to UE with cause code #11 – “PLMN Not Allowed.” As a result, the UE goes into a 

repetitive loop whereby the FBS continues rejecting registration on the same PLMN as the home 

network and the UE is unable to connect to either the FBS or the home network. However, once 

the FBS is powered OFF, the UE is able to register with the home network successfully. The 

results demonstrate that a UE is vulnerable to the DoS attack if a higher-powered false base 

station forces it to reject the registration by not allowing the UE to operate in the same PLMN as 

the home network. 

 

Condition Status 

The UE does not connect with the FBS. If the UE 

connects with the FBS, the UE ignores the 

RRMU reject message and waits for 

authentication to occur. 

  

Overall Test Failure 

 

Test Case 9 – Attempting Authentication with Spoofed Public 

Warning System Message 

 

Test Case ID: TC-FBS-9 

Test Case Name: Attempting Authentication with Spoofed Public Warning System Message  

Description: 

This test case is designed to observe the UE’s behavior when the FBS sends a SIB 8 spoofed 

Public Warning System (PWS) message with the Commercial Mobile Alert System (CMAS). The 

primary goal of this test is to confirm that the UE will ignore the PWS messages and maintain its 

connection with its home radio base station. 

 

Objectives: 

• Verify whether the UE receives a SIB 8 spoofed PWS message from the FBS. 

• Observe the UE behavior and verify that UE ignores the PWS messages and maintains its 

connection with the home network. 

• Verify whether the UE is vulnerable to the Denial-of-Service attack at any stage. 
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Figure 79: FBS Sends False PWS Message to the UE  

9.1 5G AKA Test Results 

As described and performed in Test Case 2, the 5G test UE initially established a connection and 

properly authenticated with its home network. The test IMSI remained added to the FBS Core 

network subscriber profile with random subscription key “K” and Operator code “OPc” values. 

For Test Case 9, the FBS RAN configuration was modified to transmit the SIB 8 PWS message 

containing “CMAS TEST” embedded within the SIB 1 broadcast message. The FBS Core and gNB 

docker container services were initialized and ensured the services were up and operational. The 

UE was then prompted by the higher-powered FBS to release its connection with the home 

network. The UE, upon seeing a stronger signal being emitted from the FBS, attempted to 

connect to the FBS.  

 

The MIB and SIB 1 messages broadcasted by the FBS were read by the UE, which also included 

the PWS message. The “sibType 8” message is shown in Figure 80 and Figure 81 as part of the SIB 

1 message sent by the FBS in downlink direction to the UE. Although the 5G test UE did not 

display the CMAS message on the UE’s screen, the SI-Broadcasting status showed it as 

“broadcasting,” validating the SIB 8 sent by the FBS. Although the UE ignored the PWS message 

as expected, it proceeded to perform the RRC connection with the FBS.  

 

The RRC connection to the FBS was successful, and as per the NAS procedure discussed in 

Section 2.1, the FBS requested the UE identity. The UE registration was rejected, as shown in 

Figure 82, with 5GMM cause code #9 – “UE identity cannot be derived by the network” due to the 

5G SIM being encrypted. The network sent a context release message to the UE, and the protocol 

capture was recorded using the Wireshark tool. 
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Figure 80: SIB 1 Message Containing the Spoofed PWS Message Broadcasting on the SIB 8 (UE QXDM Log) 

 
Figure 81: FBS RRC Logs (FBS Wireshark Trace) 

 
Figure 82: FBS NAS Registration Rejection (FBS Wireshark Trace) 
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The FBS Core and RAN services were then turned OFF. Upon disconnecting from the FBS 

network, the UE began performing a PLMN Search, immediately received a SIB 1 message from 

the home network, and attempted to reconnect. The UE initiated the registration procedure with 

the home network as per Figure 83, which shows the RRC connection setup procedure, NAS 

authentication and security mode procedure, and subsequent PDU session establishment 

between the UE and the 5G home network, demonstrating proper registration with the home 

Core network. The UE was then turned OFF, and the test team captured logs for each of the 

interfaces demonstrating the test case behavior.  

 

 
Figure 83: UE Registration with 5G Home Network (Home Network Wireshark Trace) 

 

9.2 Null Encryption Test Results 
 

As described and performed in Test Case 2, the 5G test UE initially established a connection and 

properly authenticated with the home network. The test IMSI remained added to the FBS Core 

network subscriber profile with random subscription key “K” and Operator code “OPc” values. 

For TC 9, the FBS RAN Configuration was modified to transmit the SIB 8 PWS message containing 

“CMAS TEST” embedded within the SIB 1 broadcast message. The FBS Core and gNB docker 

container services were initialized and ensured the services were up and operational. The UE was 

then prompted by the higher-powered FBS to release its connection with the home network.  

The UE, upon seeing a stronger signal being emitted from the false base station, attempted to 

connect to it. The UE read the MIB and SIB1 messages broadcasted by the FBS, which also 

included the PWS message. The “sibType 8” message is shown in Figure 85 and Figure 85 as part 

of the SIB 1 message sent by the FBS in the downlink direction to the UE. Although the 5G test UE 

did not display the CMAS message on the UE’s screen, the SI-Broadcasting status showed it as 

“broadcasting,” validating the SIB 8 being sent by the FBS. Although the UE ignored the PWS 

message as expected, it proceeded to perform the RRC connection with the FBS.  
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Figure 84: SIB 1 Message Containing the Spoofed PWS Message Broadcasting on SIB 8 (UE QXDM Log) 

 

 
Figure 85: FBS RRC Logs (FBS Wireshark Trace) 

The RRC connection to the FBS was successful, and as per the NAS procedure discussed in 

Section 4.2, the FBS initiated authentication procedures to authenticate the UE, but the UE 

rejected the authentication resulting in a 5G authentication failure as shown in Figure 86 with 

5GMM cause code #20 – “MAC Failure” due to the 5G SIM not being encrypted. The network sent 

a context release message to the UE and the protocol capture was recorded using the Wireshark 

tool. 
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Figure 86: UE NAS Authentication Rejection (FBS Wireshark Trace) 

The FBS Core and RAN services were then turned OFF. Upon disconnecting from the FBS 

network, the UE received a SIB 1 message from its home network and attempted to reconnect; 

however, the UE failed to connect to the home network. The UE entered an “Out of Service” state 

and remained deregistered from any network. Due to this behavior, the test team toggled the UE 

into Airplane Mode after which it registered properly with its home network. The test team 

captured logs for each of the interfaces demonstrating the test case behavior. 

 

9.3 Outcomes for Both 5G AKA and Null Encryption Tests 

Expected Results: 

The UE ignores the spoofed PWS messages and maintains its connection with the home network. 

Success Criteria: 

The UE ignores the spoofed PWS messages and maintains its connection with the home network. 

Test Results: 

The test results verified that when the FBS sends a SIB 8 spoofed PWS message to the UE, the UE 

ignores the PWS CMAS message, as expected. For both test IMSIs, the UE proceeds to connect to 

the FBS but does not complete registration. With the 5G AKA SIM, once the FBS is powered OFF, 

the UE continues to perform a registration procedure with its home network and successfully 

completes registration. With the 5G Null encryption SIM, once the FBS is powered OFF, the UE is 

unable to reconnect with its home network unless the UE is toggled into Airplane Mode or power 

cycled. The test results demonstrated that a 5G UE with a Null encryption SIM is vulnerable to the 

DoS attack as it will not connect to its home network once the UE fails authentication (“MAC 

failure”) with an FBS. 

 

Condition Status 

The UE ignores the PWS messages and maintains 

its connection with the home radio base station. 
  

Overall Test Failure 
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Test Case 10 – Attempting Authentication with Spoofed Public 

Warning System Message Followed by “PLMN Not Allowed” 

Message 

 

Test Case ID: TC-FBS-10 

Test Case Name: Attempting Authentication with Spoofed Public Warning System Message 

Followed by “PLMN Not Allowed” Message 

Description: 

This test case is designed to prompt the FBS to send the UE a SIB 8 spoofed Public Warning 

System message with a Commercial Mobile Alert System (CMAS) notification, then reject the UE’s 

NAS registration  with cause code #11 – “PLMN Not Allowed” (see Test Case 8). The goal of this 

test is to confirm that the UE will ignore the messages and maintain its connection with its home 

radio base station. 

Objectives: 

• Verify whether the UE receives the SIB 8 spoofed PWS message from the FBS. 

• Configure the FBS to send the registration reject NAS message to the UE with the NAS 

reject cause “PLMN Not Allowed.” 

• Observe the UE behavior and verify that the UE ignores the PWS messages and maintains 

its connection with the home network. 

• Verify if any at any stage the UE is vulnerable to the Denial-of-Service attack 

 
Figure 87: FBS Sends False PWS Message to the UE After a NAS Registration Reject 
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10.1 5G AKA Test Results 
 

As described and performed in Test Case 2, the 5G test UE initially established a connection and 

properly authenticated with its home network. The test IMSI remained added to the FBS Core 

network subscriber profile with random subscription key “K” and Operator code “OPc” values. 

For Test Case 10, the FBS RAN configuration was modified to transmit a SIB 8 PWS message 

containing “CMAS TEST” embedded within the SIB 1 broadcast message. Similar to Test Case 8, 

the FBS Core configuration was also modified to include the NAS registration reject message 

with cause value #11 – “PLMN Not Allowed.”  

 

The FBS Core and gNB docker container services were initialized and ensured the services were 

up and operational. The UE was then prompted by the higher-powered FBS to release its 

connection with the home network. The UE, upon seeing a stronger signal being emitted from 

the FBS, attempted to connect to the FBS. The MIB and SIB1 messages broadcasted by the FBS 

were read by the UE, which also included the PWS message. The “sibType 8” message is shown 

in Figure 88 and Figure 89 as part of the SIB 1 message sent by the FBS in downlink direction to 

the UE. The 5G test UE did not display the CMAS message on the UE’s screen, but the SI-

Broadcasting status showed it as “broadcasting,” validating the SIB 8 being sent by the FBS.  

 

 
Figure 88: SIB 1 Message Containing the Spoofed PWS Message Broadcasting on SIB 8 (UE QXDM Log) 
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Figure 89: FBS RRC Logs (FBS Wireshark Trace) 

Although the UE ignored the PWS message as expected, it proceeded to perform an RRC 

connection with the false base station. The RRC connection to the FBS was successful, and 

similar to the results described in Section 7.1, upon receiving the mobility update registration 

request from the UE, the FBS Core network immediately sent a registration reject message to the 

UE with the cause code value #11 – “PLMN not allowed,” as shown in Figure 90.  

 

 
Figure 90: FBS NAS Registration Rejection (UE QXDM Log) 
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The false base station then sent a UE context release message to the UE, and the registration 

process was terminated. After the registration reject in the first attempt, the UE again read the 

MIB and SIB 1 messages broadcasted by the FBS, which included the PWS message and resent a 

registration request (initial registration as discussed in Section 2.2) to the FBS, but the FBS 

rejected the registration with the same cause code value, sending the UE into a repetitive loop 

whereby it was unable to connect to the FBS or home network, as shown in Figure 91. 

 

 
Figure 91: Multiple NAS Registration Rejections (FBS Wireshark Trace) 

The network sent a context release message to the UE, and the protocol capture was recorded 

using the Wireshark tool. The FBS Core and RAN services were then turned OFF. Upon 

disconnecting from the FBS network, the UE began performing a PLMN search, immediately 

received an SIB 1 message from the 5G home network, and attempted to reconnect. The UE 

initiated the registration procedure with the home network, which contained the RRC 

connection set up procedure, NAS authentication and security mode procedure, and subsequent 

PDU session establishment, demonstrating proper registration with the home Core network. The 

UE was then turned OFF, and the test team captured logs for each of the interfaces 

demonstrating the test case behavior.  

 

This test case’s results demonstrated that a UE is vulnerable to the DoS attack if a false base 

station attempts to attract a UE and then forces it to reject the registration by not allowing the 

UE to operate in the same PLMN as the home network. 
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10.2 Null Encryption Test Results 

As described and performed in Test Case 2, the 5G test UE initially established a connection and 

properly authenticated with the home network. The test IMSI remained added to the FBS Core 

network subscriber profile with random subscription key “K” and Operator code “OPc” values. 

For Test Cases 9 and 10, the FBS RAN configuration was modified to transmit the SIB 8 PWS 

message containing “CMAS TEST” embedded within the SIB 1 broadcast message. Similar to 

Test Case 8, the FBS Core configuration was also modified to include the NAS registration reject 

message with cause value #11 – “PLMN Not Allowed.” The FBS Core and gNB docker container 

services were initialized and ensured the services were up and operational. The UE was then 

prompted by the higher-powered FBS to release its connection to home network.  

 

The UE, upon seeing a stronger signal being emitted from the false base station, attempted to 

connect to the FBS. The UE read the MIB and SIB1 messages broadcasted by the false base 

station, which also included the PWS message. The “sibType 8” message is shown in Figure 92 

and Figure 93 as part of the SIB 1 message sent by the FBS in the downlink direction to the UE.  

 

 
Figure 92: SIB 1 Message Containing the Spoofed PWS Message Broadcasting on SIB 8 (UE QXDM Log) 

 

 



Detailed Test Results for 5GSTB – False Base Station Use Cases TLP:CLEAR:5GSTB 

 

                                                   73 

 
Figure 93: FBS RRC Logs (FBS Wireshark Trace) 

The 5G test UE did not display the CMAS message on the UE’s screen, but the SI-Broadcasting 

status showed it as “broadcasting,” validating SIB 8 being sent by the FBS. Although the UE 

ignored the PWS message as expected, it proceeded to perform an RRC connection with the FBS. 

The RRC connection was successful, and similar to the results described in Section 7.1, upon 

receiving the mobility update registration request from the UE, the FBS Core network 

immediately sent a registration reject message to the UE with the cause code value #11 – “PLMN 

not allowed,” as shown in Figure 94.  

 
Figure 94: False Base Station NAS Registration Rejection (UE QXDM log) 
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After the registration reject in the first attempt, the UE again read the MIB and SIB 1 messages 

broadcasted by the FBS, which included the PWS message. The UE then re-sent a registration 

request (initial registration, as discussed in Section 2.2) to the FBS, but the FBS rejected the 

registration with the same cause code value, causing the UE to enter a repetitive loop whereby it 

was unable to connect to the FBS or home network, as shown in Figure 95. 

 

 

 
Figure 95: Multiple NAS Registration Rejections (FBS Wireshark Trace) 

The network sent a context release message to the UE, and the protocol capture was recorded 

using the Wireshark tool. The FBS Core and RAN services were then turned OFF. Upon 

disconnecting from the FBS network, the UE began performing PLMN search, immediately 

received a SIB 1 message from the 5G home network, and attempted to reconnect. The UE 

initiated the registration procedure with the home network, which contains the RRC connection 

setup procedure, NAS authentication and security mode procedure, and subsequent PDU 

session establishment, demonstrating proper registration with the home Core network. The UE 

was then turned OFF, and the test team captured logs for each of the interfaces demonstrating 

the test case behavior.  

 

This test case’s results demonstrated that a UE is vulnerable to the DOS attack if a false base 

station attempts to attract a UE and then forces it to reject the registration by not allowing the 

UE to operate in the same PLMN as the home network. 
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10.3 Outcomes for Both 5G AKA and Null Encryption Tests 

Expected Results: 

The UE ignores the false base station’s Public Warning System messages and maintains its 

connection with its home radio base station. 

Success Criteria: 

The UE ignores the false base station’s Public Warning System messages and maintains its 

connection with its home radio base station. 

Test Results: 

The test results verified that when the FBS sends a SIB 8 spoofed PWS message to the UE, the UE 

ignores the PWS CMAS message and proceeds to connect to the FBS. At the mobility update 

registration request from the UE, the FBS then sends a registration reject message to the UE with 

cause code #11 and does not complete the registration. As a result, the UE goes into a repetitive 

loop whereby the FBS continues rejecting registration on the same PLMN as the home network 

and the UE is unable to connect to the FBS or its home network. However, once the FBS is powered 

OFF, the UE is able to register with its home network successfully. The test results demonstrate 

that a UE is vulnerable to a DoS attack if a higher-powered false base station forces it to reject NAS 

registration by not allowing the UE to operate in the same PLMN as its home network. 

 

Condition Status 

The UE ignores the spoofed Public Warning 

System messages and maintains its 

connection with its home radio base station. 

  

Overall Test Failure 
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Conclusion 

 

For each of the test cases developed for the false base station use cases, the 5G Security Test Bed 

successfully executed each step as outlined in the detailed test plan, incorporating real-world 

conditions in a lab environment on a 5G SA network utilizing different SIM profiles: 5G AKA and 

null encryption. The test team implemented custom modifications to the FBS open-sourced 

software configurations enabling implementation of different scenarios for various test cases. 

Test Results Summary 

As discussed in the detailed test results, the majority of the test case scenarios were successfully 

validated as they met the success criteria and provided expected test results. Table 3 

summarizes the test results and observations of the successful test cases, noting any differences 

in behavior and responses observed based on the SIM profile in use. Test Cases 1 through 5, 

along with Test Case 7, demonstrated that the false base station was able to establish an RRC 

connection with the 5G test UE but was not able to complete registration or authentication with 

a 5G UE associated with a valid home network, as expected. Despite the attempt by the false 

base station to connect to the UE, the UE disconnected from the FBS after a registration attempt. 
 

Table 3: Test Results Summary – Successes 

Test Cases Test Description 
Profile N Null Scheme SIM  Profile B 5G AKA SIM 

Comments 

Test Results Success/ 

Failure 
Test Results Success/ 

Failure 

 

TC 1 
Establishing UE 

RRC Connection 

FBS RRC 

connection 

established 

but 

registration is 

rejected with 

5GMM Cause - 

'PLMN not 

allowed' 

Success 

FBS RRC connection 

established but 

registration is rejected 

with 5GMM Cause - 'UE 

Identity cannot be 

derived by the network' 

Success  

TC 2 

Establishing UE 

RRC Connection 

After Forced 

Disconnect from 

Home Radio 

Base Station 

FBS RRC 

connection 

established 

but 

registration is 

rejected with 

5GMM Cause - 

'PLMN not 

allowed' 

Success 

FBS RRC connection 

established but 

registration is rejected 

with 5GMM Cause - 'UE 

Identity cannot be 

derived by the network' 

Success 

Same as TC 1 but UE attached to 

home network prior. Test IMSIs 

not added to the FBS Core 

subscription profile 

TC 3 

Attempting 

Authentication 

After Omitting 

Authentication 

Handshake  

FBS sends 

NAS 

registration 

accept but UE 

disconnects 

from FBS 

Success 

FBS sends NAS 

registration accept but 

UE disconnects from FBS 

Success  
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TC 4 

Attempting 

Authentication 

Handshake 

Using Random 

Identifiers 

UE rejects 

authentication 

with 5GMM 

Cause - “MAC 

Failure” 

Success 

UE rejects authentication 

with 5GMM Cause - “MAC 

Failure” 

Success 

* Test IMSIs added to the FBS 

Core network subscriber profile  

* FBS Core configuration 

modified to include test IMSI into 

the unified data management 

(UDM) of FBS to force 

authentication 

TC 5 

Attempting 

Authentication 

Handshake 

Using Replayed 

Credentials 

UE rejects 

authentication 

with 5GMM 

Cause - “MAC 

Failure” 

Success 

UE rejects authentication 

with 5GMM Cause - “MAC 

Failure” 

Success 

* Test IMSIs added to the FBS 

Core network subscriber profile  

* FBS Core configuration 

modified to include test IMSI into 

the unified data management 

(UDM) of FBS to force 

authentication 

TC 7 

Conducting DoS 

Attack Using 

“Cell Barred” 

Message 

UE does not 

connect to 

FBS or home 

network 

Success 
UE does not connect to 

FBS or home network 
Success  

 

Table 4 shows the remaining four test cases that did not meet the success criteria and expected 

test results, exposing potential vulnerabilities on the 5G UE in the presence of the false base 

station. The TC 6 test results demonstrate the vulnerability of a 5G UE to a DoS attack as the 5G 

UE is unable to reconnect with the home network after the FBS initiates a forced registration 

reject with a specific 5GMM cause. Similarly, TCs 8 and 10 demonstrate that a 5G UE can receive a 

spoofed PWS message and then initiate multiple registrations in a loop with the FBS, resulting in 

the 5G UE being vulnerable to such a DoS attack.  
 

Table 4: Test Results Summary – Vulnerabilities 

Test 

Cases 
Test Description 

Profile N Null Scheme SIM  Profile B 5G AKA SIM 

Comments 
Test Results Success/ 

Failure 
Test Results Success/ 

Failure 

TC 6 

Conducting DoS 

Attack Using “5GS 

Services Not Allowed” 

Message 

FBS rejects 

registration with 

5GMM Cause - 

'5GS Services 

Not Allowed' but 

does not 

reconnect to 

Home Network 

Failure 

FBS rejects 

registration with 

5GMM Cause - '5GS 

Services Not 

Allowed' but does 

not reconnect to 

Home Network 

Failure 

UE is vulnerable to Denial-of-Service 

attack as the UE is unable to 

reconnect with the home RAN 

network 

TC 8 

Conducting DoS 

Attack Using “PLMN 

Not Allowed” Message 

FBS rejects 

registration with 

5GMM Cause - 

'PLMN Not 

Allowed'.  

Failure 

FBS rejects 

registration with 

5GMM Cause - 

'PLMN Not Allowed'.  

Failure 

 

UE is vulnerable to Denial-of-Service 

attack as UE keeps on sending 

registration requests to FBS in a 

loop until FBS is powered  off 

TC 9 

Attempting 

Authentication with 

Spoofed Public 

Warning System 

Message 

UE ignores 

spoofed PWS 

CMAS alert 

message. UE 

rejects 

authentication 

with 5GMM 

Cause - “MAC 

Failure” 

Failure 

UE ignores spoofed 

PWS CMAS alert 

message. FBS 

registration is 

rejected with 5GMM 

Cause - 'UE Identity 

cannot be derived 

by the network 

Success 

* UE ignores False PWS message 

and attempts to register to FBS 

* 5G Null IMSI is unable to reconnect 

to home network 
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TC 10 

Attempting 

Authentication with 

Spoofed Public 

Warning System 

Message Followed by 

“PLMN Not Allowed” 

Message 

UE ignores 

spoofed PWS 

CMAS alert 

message. FBS 

rejects 

registration with 

5GMM Cause - 

'PLMN Not 

Allowed'.  

Failure 

UE ignores spoofed 

PWS CMAS alert 

message. FBS 

rejects registration 

with 5GMM Cause - 

'PLMN Not Allowed'.  

Failure 

* UE ignores False PWS message 

and attempts to register to FBS 

* UE is vulnerable to Denial-of-

Service attack as UE keeps on 

sending registration requests to FBS 

in a loop until FBS is powered off 

 

In summary, most of the test cases when conducted across both SIM profiles (TCs 1, 2, 3, 4, 5, and 

7), and one test case when conducted using the 5G AKA SIM (TC 9), successfully demonstrated 

that the false base station was unable to conduct a DoS attack. The results of these test cases 

demonstrate the resilience of 5G in overcoming false base station attacks in these scenarios. 

However, three test cases when executed across both SIM profiles (6, 8, and 10), and one test 

case when conducted using the Null profile (9), highlighted that the false base station could 

potentially conduct a DoS attack by preventing the UE from reconnecting with its home network.  

 

Notwithstanding the successful false base station attacks, the device with the 5G AKA SIM was 

able to recover from all of the attacks after the FBS was turned off, or after the device was reset, 

and it never revealed any private identifiers. It is important to note that, although some tests are 

done with Null encryption, the Null scheme is never used on U.S. networks except during 

emergency services (e.g. when the user calls 911), as per recommendations from the Federal 

Communications Commission’s (FCC) Communications Security, Reliability, and Interoperability 

Council (CSRIC).v U.S. wireless operators follow CSRIC recommendations, and as such, 5G 

devices are always protected with 5G AKA encryption protocols except in very rare cases.  

 

Vulnerabilities Summary 

Based on these test results, the vulnerabilities for each of the SIM profiles are summarized below: 

5G AKA SIM Vulnerabilities:  

• If the FBS Core configuration is modified to force an authentication procedure, and if the 

authentication is rejected by the UE with a “MAC failure” cause code, then the UE needs to 

be reset in order to reconnect with its home network once the false base station is powered 

off. 

• If the FBS rejects the UE’s registration with a “5GS Services Not Allowed” cause code, then 

the UE needs to be reset in order to reconnect with its home network once the false base 

station is powered off. 

• If the FBS rejects the UE’s registration with a “PLMN not allowed” cause code, then the UE 

continues to request registration to the FBS in a repetitive loop, not allowing the UE to 

reconnect with the home radio network until the false base station is powered off. 

 

5G Null Profile SIM Vulnerabilities: 
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• If the authentication is rejected by the FBS with a “MAC failure” cause code, then the UE 

never reconnects back with its home network once the FBS is powered off. 

• If the FBS rejects registration with a “5GS Services Not Allowed” cause code, then the UE 

never reconnects back with its home network once the FBS is powered off. 

• If the FBS rejects the UE’s registration with a “PLMN Not Allowed” cause code, or if the test 

IMSIs are not added to the FBS Core network subscriber profile, then the UE continues to 

request registration to the FBS in a repetitive loop, not allowing the UE to reconnect with 

RAN network until the FBS is powered off. 

 

Common UE Behaviors Summary 
 

The test team also observed some common UE behaviors depending upon certain test conditions 

that are highlighted below. These conditions were observed and validated for TC 2 through TC 10. 

 

RRC Connection: 

• The UE establishes a successful RRC connection for all test cases with the UE receiving MIB 

and SIB 1 messages from the FBS. 

 

FBS Registration: 

• The UE sends a registration request type as “mobility update registration” – the UE 

switches between two networks (its home network and the FBS) that have a different 

tracking area. 

• For the UE using a 5G AKA SIM, the FBS rejects registration due to no matching 

identity/context stored in the FBS network. 

• For the 5G Null encryption SIM – 

o If the test IMSI is added to the FBS Core network profile, the FBS proceeds with 

authentication, but the UE rejects the authentication due to the “MAC Failure” 

message. 

o If the test IMSI is not added to the FBS Core network profile, the FBS does not 

proceed with authentication and rejects the registration with “PLMN Not Allowed.” 

 

GUTI/SUCI Information: 

• The UE sends a stored 5G-GUTI allocated by the home 5G Core to the new FBS 5G Core 

during the registration request. 

• The FBS 5G Core does not recognize the GUTI and requests the UE to provide its SUCI. 

• The FBS 5G Core sends an identity request to the UE, and the UE responds with a SUCI in 

the case of 5G AKA SIM, and with a SUPI in case of the 5G Null encryption SIM. 
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Next Steps 

The potential vulnerabilities listed in Table 4 were observed with a single test device, but are 

expected to occur with other commercial UE devices. It is recommended that, as part of Phase II 

testing, test cases 6, 8, 9, and 10 be repeated with other vendor devices that are capable of 

connecting with the 5G Security Test Bed’s private network. Resilience and recovery from FBS 

attacks can also be improved at the device level by shortening the wait timers in the 3GPP 

standards, which “[give] an opportunity to UEs to recover and avoid lock-outs,” as 3GPP notes in 

its technical specifications. 

 

As new participants and the diversity of test cases grow, the 5G Security Test Bed will continue 

contributing to the evolving future of 5G network security. The Test Bed continues to explore 

testing of network function security, roaming security, and aspects of 5G cloud security that arise 

with use of the Network Exposure Function (NEF), the Application Function (AF), and Multi-access 

Edge Computing (MEC). The Test Bed is also exploring opportunities to test configurations and 

enhance Open Radio Access Network (Open RAN) security. 

About the 5G Security Test Bed 

 

The 5G Security Test Bed reflects the industry’s collaborative approach to 5G security—it was 

created by the Cybersecurity Working Group (CSWG), an industry initiative that convenes the 

world’s leading telecom and tech companies to assess and address the present and future of 

cybersecurity. The Test Bed’s members are wireless providers AT&T, T-Mobile, and UScellular; 

industry partners Ericsson, the MITRE Group, SecureG, Intel, and Syniverse; and academic 

partners the University of Maryland and Virgina Tech Advanced Research Corporation (VT-ARC).  

 

The 5G Security Test Bed has a Technical Advisory Committee (TAC) made up of its members and 

the Test Bed Administrator.  The TAC advises the Test Bed Administrator on the day-to-day 

technical and operational activities and decisions related to the Test Bed, including but not 

limited to: development of use cases to be tested, test plan development and review, raw test 

data analysis, test result and report generation, and development of recommendations to 

standards bodies based on results. 

 

The 5G Security Test Bed further works with a broad array of government agencies, 

policymakers, international standards bodies, thought leaders, and partners in the 

telecommunications and information technology sectors. These groups include the 3rd 

Generation Partnership Project (3GPP), the International Telecommunication Union (ITU), the 

Department of Homeland Security (DHS), the National Institute of Standards and Technology 

(NIST), and the Federal Communications Commission (FCC), among others.  
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The 5G Security Test Bed Uses Real-World Equipment, Validating Real-World 

Applications 
 

Real-World Testing 
  
The 5G Security Test Bed advances wireless security by: 

• Conducting real-world tests in a rigorous, transparent, and replicable manner that can 

assess and validate theoretical and policy concerns and overcome hypothetical 

laboratory testing limitations.  

• Drawing on the expertise of government, wireless providers, and equipment 

manufactures to evaluate specific use cases and support new equipment development.  

• Testing security functionality in different scenarios, enabling industry and government to 

identify, mitigate, and respond to evolving threats while protecting consumers, 

businesses, and government agencies.  

 

Real-World Applications  

 

The 5G Security Test Bed’s tests and outcomes support several applications that can drive new 

technology and transform cities, government, and industries. Use cases include government and 

enterprise applications, general network security protections, and smart city applications such 

as: 
 

• Primary Use Cases: Network Security 

o Protecting Information in Transit 

o Roaming Security 

o Subscriber Privacy 

o Zero Trust Network Security 

o False Base Station Detection and Protection 

o 5G Cloud Network Security 

• Secondary Use Cases: Devices and Applications 

o High-Resolution Video Surveillance (e.g. Smart Cities, Large Venues) 

o LTE/5G Drones with High-Resolution Video Feedback (e.g. Smart Cities) 

o Dynamic Supply Chain Verification (Real-Time Monitoring and Logistics) 

o Automated, Reconfigurable Factories 

o Autonomous Vehicles 

o Immersive AR/VR 

 

For more information, or to participate in the 5G Security Test Bed, please contact Harish 

Punjabi (hpunjabi@ctia.org; (202) 845-5701), or visit https://5gsecuritytestbed.com/. 
  

mailto:hpunjabi@ctia.org
https://5gsecuritytestbed.com/
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Appendix: Acronyms 
 

3GPP Third Generation Partnership Project 

5G AKA 5G Authentication and Key Agreement 

5GMM 5G Mobility Management 

5G STB 5G Security Test Bed 

5GS 5G System 

BBU Baseband Unit 

CMAS Commercial Mobile Alert System 

CSRIC Communications Security, Reliability, and Interoperability Council 

DoS Denial-of-Service 

FBS False Base Station 

FCC Federal Communications Commission 

gNB/gNodeB Next Generation Node B 

GUTI Global Unique Temporary Identifier 

IMSI International Mobile Subscriber Identity 

MAC Message Authentication Code 

MCC Mobile Country Code 

MIB Master Information Block 

MNC Mobile Network Code 

MSIN Mobile Subscriber Identification Number 

NAS Non-Access Stratum 

NUC Next Unit of Computing 

OPc Operator Code 

PCI Physical Cell Identity 

PLMN Public Land Mobile Network 

PWS Public Warning System 

QXDM Qualcomm eXtensible Diagnostic Monitor   

RAN Radio Access Network 

RBS Radio Base Station 

RRC Radio Resource Control 

RRMU Registration Request of type “Mobility Update” 

RSRP Reference Signal Received Power 

SA Standalone 

SDR Software-Defined Radio 

SIB System Information Block 

SIM Subscriber Identity Module 

STB Security Test Bed 

SUCI Subscription Concealed Identifier 

SUPI Subscription Permanent Identifier 

TA Tracking Area 
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TAC Technical Advisory Committee 

TP Test Point 

UDM Unified Data Management 

UE User Equipment 

USRP Universal Software Radio Peripheral 

VT-ARC Virginia Tech Applied Research Corporation 
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